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CHAPTER 1

Overview

MobileView Navigator is a Windows application used to view video, export evidence files, maintain
recorders and interact with the MobileView recording system in real time. The software is considered
a media player and maintenance utility. This video software enables security-related personnel to
easily and remotely gather video evidence, monitor live situations, and configure and maintain a
mobile video surveillance system. MobileView Navigator provides an intuitive way to find and
provide relevant video content. The player is easily accessed when choosing to view video from
Depot Manager and is installed on the local hard drive. It can be installed in Windows Enterprise or
stand alone environments.

Client and Standalone Connection

MobileView Navigator has two different modes of operation, client mode or standalone mode. These
modes are automatically selected by the software when it is started.

Client Mode

The client mode is automatically selected when a video or connection to a recorder is launched by
Depot Manager. Clicking on a video link within Depot Manager starts MobileView Navigator in this
mode. While in client mode, Navigator cannot discover or communicate with other recorders on the
network. It relies solely on Depot Manager to tell it how to operate.

Standalone Mode

The standalone mode is automatically selected when MobileView Navigator is opened directly. This
mode is used to view files on the computer by technicians in the field, and when a caddy is needed. In
standalone mode the software is independent of the server, it can discover other vehicles, and has a
small database where user accounts and vehicle information is stored.

MobileView Navigator is fully integrated with Depot Manager and runs in Standalone mode.
Standalone mode is used when there is not a connection to the Depot Server. Changes made during
Standalone mode are specific to a specified depot and are performed independently of the Depot
Server.

MobileView Navigator 2.0 User Guide 7



Overview

The connection of Standalone mode to Connect mode is automatic. The current mode is displayed in
the MobileView Navigator window.

© MobileView Navigator - Standalone Mode

Log in to MobileView Navigator

After a successful installation, launch MobileView Navigator using one of the following methods:
— Double-click on the MobileView Navigator icon on the desktop.
— Access the Start menu. Select All Programs, Interlogix, MobileView Navigator.

When MobileView Navigator launches, a login window displays. Log in as the default Administrator
using the following default credentials:

— User-name - admin

— Password - admin

mobileView

Password :

Forgot ?

If a non administrator logs in for the first time they are forced to change the default password. If the
password is forgotten, click Forgot on the Login window and answer the challenge question.

MobileView Navigator Window

The following is an overview of the MobileView Navigator main window.
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MobileView Navigator Window
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Main Window Items
Item | Name Description
1 File Menu Contains file, tools, and help commands.
2 Toolbar Contains shortcuts to common operations
3 Vehicle Selector All of the folders and respective devices in folders are loaded
Panel into the Vehicle Selector tree. The state of devices loaded is

represented on the tree. (Reachable/Not reachable)

If any caddies are discovered they are added under Docking
Stations node.

4 Disk Analysis When a video tile is selected, the disk analysis for that
camera is displayed under the timeline bar.

5 Timeline Bar While playing video, all cameras play in sync. The video time
displayed on the viewer and the time line pointer moves as
the video proceeds.

6 Video Display Displays live or playback video
7 Video Layout Contains commands related to the Video layout: Stream
Manager modes, display modes, overlay, maximize/restore, and
close.
8 Help Launches the user manual.

MobileView Navigator consists of several panels. Panels are resized by dragging the vertical left or
right splitter bars. An arrow next to panel names signifies the ability to hide or show the panel. This
provides custom application layout styles depending on the activities performed.
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File Menu

Use the File pull down menu for file, tools, and help. Use the Choose a video file to open. To save a
video file, use Save As or burn the file to a media device. Clicking Exit closes the MobileView
Navigator software.

Use the Tools pull down menu to access the address book, manage users, change passwords, preserve
video aspect ratio, update the offline GPS map, or to set MobileView Navigator settings. System
settings and server settings are set using the Settings option. Identify the system for discovery using
the Discovery tab.

Access the Help pull down to open the MobileView Navigator help and also to view the current
version of the MobileView Navigator software that is running.

Timeline Bar

Video is managed once it is loaded in the Video Display panel on the Timeline toolbar. The Timeline
toolbar features a toolbar, timeline, playback controls, and stream switching capabilities.

Use the toolbar to select all video tiles in the viewer, zoom in and out on the timeline, center the
timeline, perform a Go To search, and view video in live or playback mode. Use the Snapshot option
to take a snapshot of the current play time of a selected video tile and save it to the hard drive to
export.

Timeline and video controls are only enabled while viewing video.

Nl B B e@ @ — O - DOAEE B
% 2 % Range Reset Lve - |[Go To @‘@‘9 E I GGGG @& &P (’

Item | Name Description

1 Zoom In Expands the disk analysis at a detailed view.

2 Zoom Out Opens the disk analysis at a general or smaller view.

3 Center Timeline Centers the timeline pointer of the currently playing video to

the center of the timeline.

4 Range Reset Resets the selected video range on the timeline bar.

5 Playback/Live Toggle Toggles from Play Live to Play Playback. When Live video is
playing the icon displays Live.

6 Go To Opens a window to choose a specific date and time of video.
Video pulls from the device for the selected date and time.

7 Loop Video Plays video between the selected range of time in a loop.
When looping the video, a red indicator displays in the
center of the icon. Click the looping icon to exit looping
video.

8 Audio Controls Audio Channel Selector, Camera Audio Selector, and Video
Audio Selector. Select audio on or off.

10
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MobileView Navigator Window

Item | Name Description
9 Video Playback Contains commands related to the video control. Refer to
Controls the Video Playback Controls section.

10 Snapshot Takes a screen snap of the currently playing video stream.

11 Export Video Clip Opens a window to select cameras. Video for all the
selected cameras is exported into a single file (multiplexed
video).

12 Image Log Opens the Image Log window. Select an exported video file
from the device or docking station.

13 Show Map A map displays when playing live or playback video. Use to
track a vehicle on the map. The map control window opens
with the map displayed at zoom level 8 on the given route.
There are 16 zoom levels.

14 Local File Information | Views the local file information at any time while video is
playing.

15 Stream Choose the type of stream to use, primary or alternate.

Application Toolbar

The available options on the application Toolbar vary depending upon the user login.

nagne
ﬁ D

[_:é_,-_:l a ';:’
Item | Name Description
1 Open video file | Browse to the desired video file and select the file to open.
2 Burn Video Launches the CD/DVD burner or USB window with options
File to Media to select files for burning to a CD / DVD or to write to USB.
3 Address Book Opens the address book of Vehicles. Use to add or remove
vehicles and also import and export vehicle lists.
4 User Opens a list of users. Double clicking a user name opens the
management User Properties window.
5 Password Launches Password Management windows.
Management

question, and change the password.

MobileView Navigator 2.0 User Guide
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Video Layout Manager

The Video Layout Manager controls how the videos are displayed in MobileView Navigator.

B ~ (O overlay H x

Page 1/1

Item | Name Description
1 Paging Open multiple pages of video tiles.
2 Video Layout Changes the tile display of the videos.
3 Camera Changes the camera display order.
Display Order
4 Overlay Displays the Vehicle ID and the time in milliseconds.
5 Maximize Maximizes the current layout. The current layout is
Restore layout | maximized to full screen mode.
6 Close Closes all of the videos streaming in the current layout tiles.
Playback Controls

The Playback Control buttons control how the video is displayed.

ol e el
QOLLo

Item | Name Description
1 Step Reverse View the next frame in reverse direction.
2 Play Reverse Plays current video in reverse mode at normal speed.

Clicking the icon again, the speed is increased. The speed
management is device dependent.

3 Pause/Play Pauses the video or plays the selected video at normal
speed.
4 Fast Forward Plays current video in forward direction. Clicking the icon

again, the speed is increased. The speed management is
device dependent.

5 Step Forward View the next frame in forward direction.
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CHAPTER 2

Basic Functions

Manage Users

In standalone mode, Administrator users can use the User Management Toolbar to add or modify a
user.

Add User

1. Click Tools.
2. Click User Management.
3. Click the green plus sign, the Add User icon.

User &dd

Uzer Details
User Mame : | ¥
Firzt Marne:
Lazt Mame:

Email ;

Fhore Murnber:

FPazzword: Generate

[] Show Passwaord

[7] Admin V] Active

—a—

4. The Admin enters the necessary information to create a new user.

A window displays stating the user was added successfully. A system generated password is e-mailed
to the email-id provided. When prompted for the first time, create a unique password.
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Basic Functions

Update User Information

The Admin user can update user information including first name, last name, email, and phone
number.

1. Click the Tools menu.

2. Click User Management.

3. Click on Admin.
4

After updates have been made, click Update to save the new information.

User Management
ool Add User Properties |
gt Users
i adriin| User Details
. ) Uzer Mame : adrnin *

First Name: admin w
Last Hame: adrnin *
Email ;
Phiote Mumber:

Password: Generate |

[T Show Password

Admin Active

User Permissions

The MobileView Navigator window displays based on user permissions. The vehicle selector tree
populates with folders and devices from the database. Each device in the tree is highlighted according
to the availability status. Devices not available display in italic font.

A normal user can perform all of the operations available in the application except managing users,
task scheduling, and managing system settings.

Application Permissions: Admin User
An Administrator can set the following permissions:

e Manage vehicle list

e Task scheduling

e  Manage users

e Password management
e Local file playback

e Settings

¢ Burn video file to media

e  Services
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Viewing Connected Work Stations

e  FErase disk

Application Permissions: Normal User
A normal user can set the following permissions:
e Manage vehicle list

e Password management

e Local file playback
e Burn video file to media

Manage Password

Each user has a unique password that is set up when the user is created. Only the Administrator can
change the password, challenge question, and answer.

1. Click the Password Management icon.

2. Change the user password by entering the old password followed by the new password.

3. Change the security question and answer.

Viewing Connected Work Stations

All connected workstations can be viewed by clicking the plus sign in front of the Work Stations
option. Video files can be opened and closed (released) through the Work Station option. Click the
Work Station name and right click to Open File or Release Files.

Using Video

Open a Video File

The Video Display panel allows both live and recorded video from any video source in the system. It
contains live or previously recorded video launched from the search, vehicle selector, or disk analysis
panels.

Open a Local Video File
To open previously saved video files:

1. Click the File menu and click Open Video File.
2. Use the Open Video File menu to select a video file from local disk or network.

MobileView Navigator 2.0 User Guide 17



Basic Functions

E) Maobiletiew Mavigator - Standalone b
|_F|Ie_! Tools  Help
i §1  Open Video File..,

[ Sawve As.. ‘

Burn Wideo File to Media..

Exit

3. Select the video file name and click Open. MobileView Navigator plays the video file.

An alternate way to open a video files is to click the movie icon on the toolbar.

Open Live Video

1. Click the Vehicle folder.
2. Select the desired device and right click to open the menu.

3. Click Open Live to view live videos of a device in reachable state.

Run Health Diagnostics
Disk Analysis

Open Live

Open Playback

Close

Upload Configuration File
Download Configuration File
Upload Firmware

Configure Device

Get HDD Log

Get Log File

Reboot Device

Retire Device

Properties

Open a Playback Video

1. Click the Vehicle folder.
2. Select the desired device and right click to open the menu.

3. Click Open Playback to view playback videos on a device.
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Using Video

4. Click Playback to view the last 15 Minutes or 30 Minutes.

View Video Information

Displays the header and footer data for the selected video tile. The following information is displayed
on the header and footer of the video tile:

e Camera title

e Video play time

e Device name

e Video stream state

e (Close video tile

Identify Live or Playback Mode

When a video is open, the top of the viewer caption bar displays the current activity Live or Playback.

4/4/2013 12:40:04 PM (-6:0 DST) Playback 3 () & Overlay H x

The corner of each video displays whether the video is Live or Playback.

w573 Playback

View Video Tiles

There are several tile layouts to choose from when arranging the videos. Change the layout by
clicking the layout icon.

H~- O Overay 0 X

Use Layout Selector to change the video tile layout. Layout selector shows all available layouts.
MobileView Navigator displays only those cameras associated with the device. All other cameras
close.

MobileView Navigator 2.0 User Guide 19



Basic Functions

Standard tile layouts include 1x1, 2x2, 3x3,4x4, and 5x5. Custom tile layout is also supported with 1
large tile and 7 smaller surrounding tiles. Double-clicking in any single tile brings video to a full
screen. Double-clicking the tile again restores the video to the previous tile layout size.

H ~ ¢ E Oveday = x

L]
[

|
|

Opening and closing of an individual camera stream is supported in the application. When a new
layout is selected, all existing video streams and controls change to the new layout. Layout is
supported for live, playback and local file playback. Changing a layout from a larger number of views
to a smaller results in a confirmation asking to close cameras. Once the cameras are closed, they do
not display in the window.

Adjust Camera Order
Select the order cameras will display in the window.

1. Click the Camera Order icon.

H~ HOvedsy H x

2. Adjust the order of cameras by selecting a camera and using the up and down arrows to move its
position in the display window.

3. Click OK.

Video Overlay

Click Overlay on the Video Layout Manager Toolbar to enable or disable overlay. Overlay displays
the Vehicle ID and the time in milliseconds. Overlay is turned on when the check mark displays.

£y Overday | T9

Maximize Video

1. Click the Maximize/Restore icon. The window expands and the left side menu no longer
displays.

2. Place your cursor in the top right section of the window until the Video Manager toolbar
displays.

3. Click the Maximize/Restore icon again to restore the window to the original view to include the
left side menu.

H ~ B oveday O x

20
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Using Video

Close All Video Tiles

Click the X icon to close all videos.

H ~ (3B Oveday T x

Find the Time Zone

The top of the viewer caption bar displays the MobileView Navigator time zone.

4/4/2013 12:40:04 PM (-6:0 DST) Playback 3 () & overiay H x

Maximize Video

When viewing a video, double click on the individual video tile to zoom in. The video fills all tiles.
To zoom out, double click again, the video resumes the regular viewing size.

Search Video

Searching for video can be performed in a variety of ways.

Search by Date and Time (Live mode only)

1. Click Go To from the timeline.
2. Select the desired Date/Time.
3. Click OK to start the search.

« A &% Range Reset | Live Go To I'Zj ‘G *ZJ

Select date time

4 April, 2012 4

Sun Mon Tue Wed Thu Fri Sat
25 % 27 28 29 3N 31
1 2 3 4 5 6 T
g 9 10 1N 12 14
15 16 17 18 19 2 2
2. B 24 B X H B
29 30 1 2 3 4 5

[ Today: 4/13/2012

Start Time  10:19:58 AM |5

oK | [ Cancel

MobileView Navigator 2.0 User Guide 21



Basic Functions

Select Video Using Timeline Bar

Using the mouse, hover over the Timeline Bar. When the range selection indicators appear, move
(slide) the selection start time indicator and the selection end time indicator to select the time range.

Double-clicking anywhere on the timeline automatically plays back the selected video at the specific
date and time. Use the current live or playback cursor (a blue seek triangle icon) to seek and play the
video anywhere along the timeline.

1. Click to magnify the time frame. This is located on the far left of the timeline.

2. Click to reduce the time frame.

Docking Stations and Caddies

MobileView Navigator automatically searches for hard drives added to the computer or network and
updates the vehicle selector by adding newly found caddies or compatible Docking Stations. If a
caddy is removed from the computer after it is discovered, the caddy disappears from the Docking
Stations list.

Once a caddy is added to the tree, the following options can be performed:

e Play video from disk beginning.
e Goto option on timeline bar displays video from any date and time.

e Use timeline controls to perform video operations including fast forward, fast reverse, frame next
and previous frame.

e  Click Map in the toolbar to view the vehicle moving on the map.

The disk analysis for selected cameras are displayed on the timeline bar.

Access log files on the caddy by clicking Get HDD Log from the Caddy menu. Select a timeline
within the range of videos recorded. Choose within From and To times of the recorded video.

22
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Display Events

"

.. e, Camera 8

B3 Service Port
.l Docking Stations
...Hl NewDevices

Display Events

When a vehicle is configured to record or mark events, an indicator displays on the timeline for
events occurred. There are several reasons an event would occur:

Door open

Turn signal
Headlights
Wheelchair ramp
Emergency tag
Silent alarm

Event types are represented by different colors. Events display on the timeline in red to indicate an

event has occurred. Green lines indicate video was recorded.

MobileView Navigator 2.0 User Guide
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=] |2(16/2014 33930 PM (00ST) Playback

[ WDC WD10SPCX 22HWSTO

Definition of events

Color Event Type
Gray Untagged
Blue Video Loss
Red Alarm

Green Normal Video
Yellow Other event

Events are also displayed in the Disk Analysis.

7/16/2014 3:39:30 PM_XJ

Device Menu

To open the Device menu:

1. In the Vehicles folder, locate the desired device.
2. Click the device.

3. Right click to open the Device menu.

Use the Device menu to perform any of the following options:

e Run health diagnostics
e Disk analysis
e Search

24
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Device Menu

e  Open live

e Open playback

e C(Close

¢ Upload configuration file
e Download configuration file
e Upload firmware

e  Configure device

e Get Log File

e Reboot service

e Delete

e  Properties

Disk Analysis

Disk Analysis is retrieved and displays the recorded data in graphic format. The window displays the
video data available on the disk. It displays the video type (Alarm, Video Loss, and No Video) for
each camera using color coding. Refresh to retrieve the latest disk analysis. Some disk analysis may

take time to analyze the data.

1. Click the Vehicle folder.

2. Select the desired device and right click to open the menu.
3. Click Disk Analysis.
4

The device cameras display with a graphic display of each camera video. Explanation of the

color codes are located at the top of the window.

5. Zoom in on specific times to view a more detailed display of the camera status at a more specific

time. Zoom by using the Zoom icons at the top left of the window.
6. By double clicking on a specific time area, the recorded video displays.

Ui Disk Arinlysis - Bedeend

zoon B B E3

B Evert  [llVideoloss [l Recoided Uriaggesd

1}
B8 53537 P

2N 1150 AN

Camera 01

S/3172014 43435 AM
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Maps

MobileView Navigator can visually track a vehicle on a map. The location and the speed of the
vehicle displays on the GPS map. The position of the vehicle is identified using coordinates within
the video files.

Vehicle tracking on maps is only available on Live/Playback video in normal speed.

Track a Vehicle on a Map

When video is playing live or in playback mode, click on a map to control tracking of the vehicle on
the map. The map control window opens with the map displayed at zoom level eight on the given
route. There are 16 zoom levels.

The Vehicle tracks using a bus icon and video plays. The icon moves along the route with a tracking
line where the vehicle has traveled. Panning can be performed on a map in all directions available in
the selected zoom level.

1. Click on a video.

2. Click the highway sign on the toolbar to open the map.

00000 s e - o=

The map for the selected vehicle displays.
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3. Locate the vehicle using the bus icon.
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Help

If assistance is needed, click the Help menu and click Help Topic to receive help information.

Exit

To exit from MobileView Navigator, click File and click Exit.

'?) MobileView Navigator
Tools Help
¢ ¥ Open Video File...
(5 Burn Video File to Media...

Exit
—-- 8 Work Stations
=--[Z] Navigator-AG550955
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CHAPTER 3

Navigator Operations

Vehicles

After logging into the MobileView Navigator software, all connected vehicle names display. In
standalone mode, MobileView Navigator checks the folder and the device list in the local database
and uses the list to load vehicle names. All of the folders and respective devices in folders are loaded
into the Vehicle Selector tree. The device state is represented on the tree. (reachable/not reachable)
Unreachable device names display in italic font and reachable device names display in normal font. In
client mode, the local database will not be displayed and any added vehicles to this list will not
display.

The Vehicle Selector panel features double-click, or drag and drop capability to view cameras or
devices. Right-clicking on any object in the Vehicle Selector panel opens a menu of options that can
be performed on the vehicle. The options include health diagnostics, device configuration, disk
analysis, properties, search, firmware uploads, and more. This panel is permission based and not all
options are available for all users.

If a caddy is discovered, the name is added to the Docking Stations folder. If any new devices are
discovered they are added in New Vehicles.
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Upload Firmware

Click Upload Firmware from the Device menu. A window displays to browse the firmware for

1.
the device (.bin).
2. Select the appropriate firmware and upload to the device.

Get Hard Drive Log
The HDD log is the log file for the hard drive. Click Get HDD Log from the by right clicking on a

device, save the log file in.HDDlog format.
—_

=
= .j@j.

Organize « MNew folder
[ Favorites
Bl Desktop
4 Downloads

= Recent Places

-l Libraries
3 Documents
.J’- Music
= Pictures

B videos

1M Computer
£, Windows (C)
= Data (D)

File name: |

Save as type: IHDD Leg File (*.hddlog)

= Hide Folders

Get Log File

Click Get Log File from right clicking on a device to retrieve the system log file. Save the log file in

system log format.

Reboot Device

Click Reboot Device from right clicking on a device. The device reboots.
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Provisioning

Provisioning software is supported on the following recorder models:

e MobileView 3000 Series Analog Video Recorders

e MobileView 7000 Series Network Video Recorders

Use the provisioning tool to manage large systems from MobileView Navigator. The provisioning
tool opens communication with the device:

e Connectto a DVR or NVR.

e  Assign the device name.

e Configure the wireless network.

e  Upload firmware.

Import/Export Address Book

1. Click the Tools menu.

2. Click Address Book.

3. Inthe Address Book window, select either Import List or Export List of an address book.
4

Select a .csv or WaveReader file for import. MobileView Navigator loads the contents of the
address book file, parses the contents, and populates the Vehicle Selector tree in a folder named
with the current date and time.

All imported devices or folders are added to the application database.

Add Device
Add Folder

Import Address Book
Export Address Book

When exporting a local address book file, select where the exported file will be saved. All of the
devices in the Vehicle Selector tree export to HDD Caddy. Information from the tree is not exported.

The exported files are in .csv format. The name of the file includes the mobile software version when
the file has been exported. The exported file includes the device and camera information.

The address book does not contain any hard drive caddy information. The hard drives
are not configured in the vehicle selector and are automatically populated when a caddy
device is discovered.
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MobileView Navigator automatically attempts to connect reachable devices and updates the status in
Vehicle Selector.

When a new device is discovered, MobileView Navigator adds the device to the New Vehicles folder.
The following choices are available when a new device is discovered:

— Ignore the device and not add
— Drag and drop the device to the vehicles folder.
—  Monitor and perform options available for the device.
The following states display for vehicles and new devices depending on their accessibility.
— Device not reachable (grayed out and italicized)
— Connected/Reachable (normal font)

Cameras associated with the device are populated when moving the device from the New Device
folder to the Vehicles folder. After populating, live and playback video for the device can be accessed.

New Devices

Auto Discovery

In standalone mode, MobileView Navigator automatically communicates with devices that are on the
same network. New and updated vehicles are identified and added automatically to the vehicle list
and display in the New Devices list automatically.

Manually Add Vehicle

When a vehicle is not automatically added, perform a manual add.

1. Right click the Vehicle folder and click Add Device. The Add Device window opens.
2. Enter the Device Title and the Device ID.

Add Device
“ehicle Type | Trangit Bus - |
Device Type | Mv3004 -
Device Title
@ DHCFP () Static:
Device ID
Device Port 80
Streaming Type THE R
| Ok ] | Cancel

3. Click OK.

The device is added in a disconnected state. Once the device is online, the device tree
updates to display the device in the vehicle list.
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4. Drag any desired devices to the Vehicles folder. To select multiple vehicles, use the Ctrl key on
the keyboard while selecting multiple vehicles.

Vehicle Management

1. Open Vehicle Management and double-click on a row.
2.  Modify the details of the device.

Click the Add Vehicle toolbar on the Manage Vehicle List form. The Add new device window
opens. The newly added device is updated in the vehicle selector list.

(d

Select a device row in the Manage Vehicle List.

4
5. Click Remove Vehicle on the toolbar. The selected device in the grid deletes from the list.
6. Export the vehicle list to .csv format file by clicking Export List on the toolbar.

7. Import vehicles from address book (exported) files. Click Import List on the toolbar.

An open file window appears, choose a .csv file (Mobile/Wave Reader) file. When a valid file is
selected, the vehicles list is imported displaying in the vehicle management grid and is updated in the
vehicle selector.

Search for Device in Vehicle Selector
1. Select Depot and right-click.

2. Click Search. This opens a search text box.

3. Enter the name of the Device Folder and click Search.

Show Search Bar

Refresh Tree

CCRINg s

The scroll bar automatically scrolls to the item selected when the Vehicle list is displayed. The next
device or folder meeting the search criteria can be reached by clicking search again. If the selection
reaches the end of vehicle selector, all search results highlight.

Service Port When Device Not Added

When a device has not yet been added, the Service Port Option will display on available MobileView
systems when directly connected to the front Ethernet port on the device.
1. Select the system type to add a device.

-  MVIII

- MV 3004

- MV 3008

- MV 3012
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- MV 7001
2. Enter the IP Address and click OK.

Service Port When Device Added
Once a device is added, tasks can be run from the Service Port option.
Right-click Service Port to perform one of the following tasks.

e  Run Health Diagnostics

e Disk Analysis

e Open Live

e Open Playback

e C(Close

e  Upload Configuration File
e Download Configuration File
e Upload Firmware

e  Configure Device

e GetHDD Log

e Reboot Device

e  Properties

Details on how to perform any of the above tasks are located within this guide.

Device Tasks

Devices are digital video recorders.

Standalone Mode Settings

1. Open the Tools menu.

2. Click Settings.

3. Click either the System tab or the Discovery tab.

Use the Discovery tab to identify the default IP address and port number.

SMTP

The SMTP settings are used to configure the server to enable email notifications.
The following SMTP Server (SMTP Server details) display on the System tab:

—  Server name

— Port

— User name

— Password

- SSL

—  Primary email address

— Secondary email address
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—  Test (to test the connection)

System | Discovery

SMTP Server

Server localhost Port

User Name Password

[F1 ssL

Primary Email Address george shanin@fs utc.com
Secondary Email Address

Device Diagnostics
1. Select a device.

2. Open the Device Menu.
3. Click Run Health Diagnostics.

MobileView Navigator 2.0 User Guide
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Device: jk Timestamp: 13-5ep-13 7:32 FM

Metwaork

IP Address 192.168.20.225

Subnet Mask 255255255 0

Gateway 192.168.20.1

MAC Address 00-11-14-0E-10-BB
System

Model Name amz

Serial Number MVH30081250142

Firmware Version 0.55.9

Device Date/Time 13-5ep-13 7:31:02 PM
System Health

Device Responded 0K

Pawer-On Duration 1.04:02:44

Fan Status Mormal

Cameras in Video Loss 123456781011
Disk Info

Disk Capacity 058 TB

Logical Disk Count 2

Logical Disk Seral Mumbers  SWPDYLSH

Physical Disk Court 7

Disk: Status QK

Digk: Temperature (C) 0

Disk Temperature {F) 32
Recording

Recording Status Recording

Recording Time Left 2.04:15:49

Video Stored 1.05:52:45

First Recorded Video 12-5ep-13 1:37:21 PM

Latest Recorded Video 13-5ep-13 7:30:06 PM

Video Format PAL

Device Properties

Click Properties from the Device menu. The device properties open in a tab format and display the
device properties. Editing depot properties allow changes to be made to depot naming, connection
information, and video repository information.

Edit Depot Properties

1. On the Depots menu, select the depot you wish to configure and select Edit from the drop-down
list.

2. The Edit depot screen appears. Configure the depot.
3. Click Save.

Device Connection

MobileView Navigator allows only one device to be connected and accessed at a time. Choose any
device in the tree. The application switches to the currently selected device.

The selected device title is displayed in the Vehicle Selector caption bar. Vehicles in the New vehicles
folder are not accessible until they are moved to the Vehicles folder.

36

MobileView Navigator 2.0 User Guide



Device Tasks

Select a Device. If the connection is successful, these updates are made to the main window:

The connected device and all available cameras are populated and expanded.

Timeline and video controls are in a disabled state. They are enabled only while viewing

video.

MobileView Navigator allows only one device or caddy to be connected at a time. When a
new device is connected, the currently streamed videos close.

Access any feature available on the device.

The currently selected device title is displayed in the Vehicle Selector section.

Connection || Details | =

Device Type MV 3012
Device Title iz

- DHCP @ Static
Device 1D 192 - 168 - 20 - 229
Device Port 80 =
Streaming Type P

Out of Network Device

When a device is out of network while performing operations, a status message displays indicating
the device is out of network.

Vehicle Selector updates to indicate the device is not in reachable status. If Live or Playback videos
are playing for a device, all of the tiles close and the layout is brought to the initial view. All objects
related to the device state clear.

Details

Device details are displayed in the Details tab.
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Connection | Details ‘ C;

Device Title 3z
Camera Count 12

Contact Info

City

States/Province
Zip/PostalCode

Region/Country

Motes

Capabilities
Device capabilities are displayed in the Capabilities tab.

Video Control
Play - Live
Play - Recorded
Pause - Live

Pause - Recorded
Stop - Live
Stop - Recorded
Rewind - Recorded
Fast Forward - Recorded
Frame Advance - Recorded
Frame Reverse - Recorded
Playback Speed - Recorded
Seek - Recorded
Local Recording

Device Control
Get Configuration
Set Corfiguration
Download Configuration
Upload Corfiguration

Upload Firmware
Reboot
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Device Configuration

MobileView Navigator remotely configures networked devices and manages linked and saved
configurations. Device configurations are supported for one, multiple, all or none of the selected
devices. Use this option to used to configure e-mail notification rules for when a bulk device
configuration or firmware upgrade is either completed or failed.

1. Open Vehicle Selector.

2. Right click on the device.

3. Click Configure Device.
4.

Edit or delete configuration information in the window.

o MobileView Navi_gatﬁr - Standalone Mod

File Tools Help

aaeb $

Run Health Diagnostics
Disk Analysis
Search

Open Live
Open Playback

Close

Upload Cenfiguration File
Downlead Configuration File

Upload Firmware

Configure Device

Get Log File

Reboot Device
Delete

Properties

Devices can be remotely upgraded on networked devices. The device status typically displays offline
until it is assigned a configuration.

Download Configuration

Use Download Configuration to download the device’s configuration file to save or apply to another
device.

1. Click Download Configuration from the Device Menu.

2. Select the Configuration file in ".cfg." file format.

Upload Configuration File
Use Upload Configuration to upload a saved configuration file.

1. Click Upload Configuration from the Device Menu.
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2. Select the Configuration file in ".cfg." file format.
3. Click Upload.

Configuration Profile

The configuration profile contains all necessary data for the device configuration. Any information
stored in the profile can be edited or deleted. Use the profile to link devices to profiles to manage
devices easier.

Alarms

Alarms are related to events that triggered on a device. To search for alarms on a device:
1. Right click on the desired device.

2. Click Search.

3. Enter the credentials to search for alarms. and click Search.

4

Found alarms and details display in the window.

ot o

Cameins. Thpe ot banavs.
N omalio )

1 Tuesdy Docerba 02004 O 1AM & Comnatd B i
®

5. Click on the listed alarm and click Play Video. The video alarm displays.

Advanced Search

Click Advance Search from the Advanced tab. Device cameras are populated and display in the
check box list. Alarm types with check boxes are dynamically displayed by capabilities of the
currently selected device.

40
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Advanced Search

Search Parameters

S 12-5ep-13 7.00:24 FM (£
= 17-Sep-13 - W 70024 PM 2

Type of Alarms
AlamEvent

© EEEEEENEN

The following search filters for alarms are supported.

— Alarm event

- Start time

— End time

— Cameras

Perform a search from the Search History or Search Device.

After selecting the filters, click Search.

The results display in a grid below the search parameters area and separately in the Search result.

Click the right corner of search Results panel and click Show Details. The clear option clears the
results found from search.

Eal A

Search Results

In the Time column select a result to view video. The video displays in a panel starting from the
displayed time. If playback video is currently playing, all of the cameras change to the new time. If
the video is not playing, MobileView Navigator opens streams for all cameras at the time of the
alarm.

Show Details

Search completed

1. Export video from the search results by right clicking any of the listed results and click Export
Video.
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2. If auto download is enabled for the device, click in the Start Time column to download a clip
(local file playback).

3. Click Show Details, a separate window displays details.

: ,
13-Sep-13 7-05:51 PM | 13-Sep-13 7-06:19 PM | 00:03:00 00:03:00 12345%6789.7101... AamEvent | NewEwvert2 MNotApplicable
Close
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CHAPTER 4

Saving and Exporting Video Tasks

Synchronous Download

MobileView Navigator can download multiple video cameras containing a single file. The file can be
copied using a single filename and saved.

Video Stream

Video streaming is available in two download choices. Use primary or alternate video streams with
downloads for events or evidence. Primary downloads are of higher quality but are larger in size
while alternate stream is of low quality but is smaller in size.

The video download facility is available only in playback mode. The facility chooses either Primary
or Alternate.

Video download facility is disabled when live streaming video.

Export Video

To download video, playback video in last 15 minutes, 30 minutes, or 1 hour, select the duration of
the video to export.

1. Click Video Export to save the video file.

il '-.".' 5307 )

2. Primary stream is the default.

3. To change the stream, click Alternate Stream.
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A window displays requiring a check of disk space. Schedule the task to a scheduler service. If space
is not available in the video repository, a warning message displays.

E—
| Save Video ﬁi

[ Scheduled Task |
VideoExport
Device Title: Device220
Covetidea He C:AVideoDownload'\ExportVideo_Device220_2013-12 s
Start Time: 12/ 42013 @+ 52523PM |2 I
End Time: 12/ 472013 B 5:28:45PM 12
Stream - @ Man ) Sub
Cameras:  |[] Cameral1 [¥] Cameral7
[¥] Camera(2 [¥] Cameral8
[¥] Camera03 [¥] Cameralg
7| Camera(4 [7] Cameral0
[¥] Cameral5 [¥] Camerall
[¥] Cameral& [¥] Camera12
Free Drive Size :  48.88GB | Start

4. Select the appropriate option and click Start.

Open Video Clips

1. Click File.

2. Click Open Video Clip or select the video clip icon.
3. Select the desired video clip and click Open.

4. Confirm the opening of the video.

Save a Video Clip from Downloaded Video
A small selection of a video can be saved as a video clip.
While the video displays, right click to open the menu.
Click Save Video.

Identify a name for the saved video. Browse to the directory where the file should save.
Identify the begin and end time.
Click Start. The video file is saved.

LU S

Export Snapshot
Use Snapshot to save the image of a single video tile of a playing video stream.

1. Click Snapshot on the toolbar. The snapshot option is depicted by the camera icon. A window
containing a list of all the cameras displays.
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Open Video Clips

2. Select the cameras containing video to be exported and click OK. The destination folder for the
Snapshot files is written to the System Settings Snapshot folder.

If another destination folder is desired, click Browse and choose a save directory.
4. Click Snapshot. A snapshot generates.

m Save Shapshot

Shapzhat File
C:\Snapshatsh | |

Device Tile:  Deviced?

Time:  11/18/2014 5:05:53 PM

Cameras  [[7] [/] Camera0?

ameral2 [¥] Camerals

| Camera04
|[7] Camerans
|[7] Camera0s

Snapzhat |

If there is any delay in generating the snapshot, the snapshot option disables. It disables
until the system completes generating the snapshot and when resumed becomes
enabled. The result of generating the snapshot is a message displayed on the status bar.

Save Video to Media

Click Burn Video File to Media to display a file window.
2. Select a file or files to be saved.

-

By default, the time length of the saved video is 15 minutes.
Click CD/DVD Writer tab to burn files to CD/DVD.
Click USB Writer tab to write files to USB.

5. Click Folder to write the files to a folder or a single executable file.

Eal
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6.

Select the CD/DVD or USB drive from Disc Drives/USB Drives drop down menu.

cD/DVD| USB  Folder |

i~ Drive Info

Available Free Space : 0 MB

Select Folder

Add Fnes I

Remove Hies [ ¥ | Include Player I,

[ Write To Folder

Write Status -

x|

Select to add files from a list box or click Remove to remove selected files.

A mini player is also included with the file automatically. This allows any user to open
and view the file without having MobileView Navigator loaded. The player saved can
only play video.

Click Burn on the CD/DVD Writer tab and designate selected files to write on the CD/DVD. Use
Write in USB Writer tab to write files to USB. Do not cancel the burn process. Do not close the
Disc Burner window the middle of the writing process. If it is closed, a message displays stating
“Busy with disc operation. Please wait.”

If needed, format the CD/DVD and erase the data on a rewritable CD/DVD by clicking Erase.
All data on the CD/DVD is erased. Progress is shown for the operation on the Progress bar.

Save to Folder

Video evidence can be saved to a local or remote folder.

To include the player in a single file click Create Single File. This will create an .exe file that can be
copied and used on another computer to play the video.

Save Video from Toolbar

o N =

Select a video to save.

Click the Save Video Clip icon displayed as the movie reel icon on the toolbar.
Identify a name for the saved video. Browse to the directory where the file should save.
Identify the begin and end time.

Click Start. The video file saves.

Create Evidence File

Evidence files are often used in court proceedings. Those who need the video are only interested in
specific video. Saving video to a USB or CD/DVD creates an evidence file. A player is saved with the
file for viewing the video.

46
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Creating an Image Log

1. On the bottom toolbar, click on the Image Log icon.
2. The Generate Image Log displays.

3. Complete option selections and click Start.

The log is created for multiple images for the selected cameras during a specified time.

BookTitle
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CHAPTER 5

Windows Firewall

Administrative rights are needed to perform actions in this chapter. Contact your Network
Administrator for additional help if needed.

Add a Port or Program

Use the following to add a port or program when Windows Firewall is ON

1. Click System and Security and click Goto Control Panel.

[ » Control Panel »

Adjust your computer's settings

System and Security
Review your computer's status
Back up your computer

Find and fix problems

@
=

| —

4
&

2. Click Windows Firewall.

Network and Internet
View network status and tasks
Choose homegroup and sharing opticns

/ Hardware and Sound

View devices and printers
Add a device

Programs

Uninstall a program

8
A,

View by: Category ™

User Accounts and Family Safety
&) Add or remove user accounts
) Set up parental controls for any user

Appearance and Personalization
Change the theme

Change desktop background

Adjust screen resolution

Clock, Language, and Region
Change keyboards or other input methods
Ease of Access

Let Windows suggest settings
Optimize visual display

MobileView Navigator 2.0 User Guide
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¥4 » Control Panel » System and Security b

Control Panel Home

System and Security
Network and Internet
Hardware and Sound
Programs

User Accounts and Family
Safety

Appearance and
Personalization

Clock, Language, and Region

Ease of Access

3. Click Advanced Settings.

~n

?W Action Center
{  Review your computer's status and resolve issues | [ Change User Account Control settings
Troubleshoot common computer problems | Restore your computer to an earlier time

ﬁ Windows Firewall

Check firewall status | Allow a program through Windows Firewall

Aaterm

View amount of RAM and processor speed | Check the Windows Experience Index
B Allow remote access | Seethe name of this computer | B Device Manager

Windows Update

Turn automatic updating on or off | Check forupdates | View installed updates

Power Options

Change when the computer sleeps

a& Backup and Restore

& Back up your computer | Restore files from backup

Get more features with a new edition of Windows 7

£ Windows Anytime Upgrade
A

Administrative Tools
¥=| Freeup diskspace | Defragment your hard drive | B Create and format hard disk partitions
B View event logs | ) Schedule tasks

()= & » Control Panel » System and Security » Windows Firewall

Require a password when the computer wakes | Change what the power buttons do

Control Panel Home

Allow a program or feature

through Windows Firewall
¥ Change notification settings

B Turn Windows Firewall on or
off

) Restore defaults

F&i‘ Advanced settings |

Troubleshoot my network

Help protect your computer with Windows Firewall

Windows Firewall can help prevent hackers or malicious software fram gaining access to your computer

through the Intemet or a network,
How does a firewall help protect my computer?

What are network locations?

Netwarks at home or work where you know and trust the people and devices on the network

g‘ Home or work (private) networks

Windows Firewall state: On

Incoming connections:
list of allowed programs

Active home or work (private) networks:

.com

Motification state:

program

% Public networks

4. From Advanced Settings, click Inbound Rules and click on New Rule.

File Action View Help

|

fiisboun s Name Group Profile  Enabled  Action *

Outbound Rules

%4 Connection Security Rules @ Mobileview Al Yes Allow

%, Monitoring (@ MobileViewNavigator Private.. Yes Allow
(@ MobileviewNavigator Private.. Yes Allow |E
(@ MobileViewNavigator Private  Yes Allow
(@ MobileViewNavigator Private  Yes Allow
@ PostCast Server 2 Private.. Yes Allow
@ PostCast Server 2 Private.. Yes Allow
@ EBranchCache Content Retrieval (HTTP-In)  BranchCache - Content Retr...  All Ne Allow

Not Connected

Connected ‘A

Block all connections to programs that are not on the

Netify me when Windows Firewall blocks a new

Actions

Inbound Rules

MNew Rul
¥ Filer b [lick on "New Rule”
T Filterby
T Filterby 6

View

| Refresh

5. Select the type of firewall rule to create. A program or port can be selected. Click Next.
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Add a Port or Program

@ New Inbound Rule Wizard

Rule Type

Select the type of firewall rule to create.

Steps:
o Rule Type

@ Protocol and Ports
Action

Profile

[

[

@ Name

What typs of ruls would you lks to create?

Rule that controls connections for a program.

® Port

Rule that controls connections for a TCP or UDP port
) Predefined:
BranchCache - Content Retrieval (Uses HTTP]
Rule that controls connections for a Windows experience
) Custom
Custom rule.

Leam more about nile types

< Back Next > Cancel

6. Specify the protocols and ports where the rules apply. (Ex: 1601 or input required port number).

@ New Inbound Rule Wizard

[

Protocol and Ports.

Steps:
@ Rule Type

@ Protocol and Ports
Action

Profile

[

[

@ Name

Specfy the protocols and ports to which this rule applies

Does this rule apply to TCP or UDP?

o ICP
@ upp

Does this rule 3pply to all local ports or specific local ports?

) All local ports
@ Specific local ports: 1601|
Example: 80, 443, 5000-5010

Leam more about protocol and ports

7. Click Allow the connection.
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@ New Inbound Rule Wizard ——

Action

Specify the action to be taken when a connection matches the conditions specified in the rule.

Steps:
® Fule Tipe What action should be taken when a connection matches the specified condtions?

@ Protocol and Ports :
@ Allow the connection

@ Action This includes connections that are protected with [Psac as wel as thoss are not
@ Profil :

) Allow the connection if it is secure
@ Name

This includes only connections that have been authenticated by using IPsec. Connections
will be secured Using the settings in IPsec propertiss and rules in the Connaction Securty
Rule node

| Block the connection

Leam more about actions

8. Specify the profiles where the rules apply.

@ New Inbound Rule Wizard ——

Profile
Speciy the profiles for which this nule applies

Steps:

@ Fule Type When does this rule apply?

@ Protocol and Ports

s Action [¥] Domain

& Profile Applies when a computer is connected to its corporate domain.
@ Name [¥] Private

Appliss vihen = compitsr s cornscted to 3 private Mstwork location
[¥] Public
Appliss when s compiitsr s conmscted to 3 public nstwork location

Leam more about profiles

<Beck [ Wet> | [ cancel

9. Specify the name and description of the rule and click Finish.
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@ New Inbound Rule Wizard —

Name

Specify the name and description of this ule.

Steps:
@ Rule Type
@ Protocol and Ports

@ Action

@ Profis i
MobieVien]

@ Name

Description (optional):

<Back || FEnsh | [ Cancel
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