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About This Document

This manual provides data entry instructions and technical reference information for users of the following standalone
software products that compose the Digital Evidence Series (DES):

- Digital Evidence PRO (DEP)

- Digital Evidence Agency (DEA) - DEA Agency and DEA Precinct
- Digital Evidence Viewer (DEV)

- Digital Evidence Forwarder (DEF)

This user guide is geared towards DES Officer users and other non-supervisory users. If you are a DES Administrator user or
other supervisory user, refer to the DES Administrator’s Guide instead.

For brevity, this user guide refers to all non-supervisory users as Officers and all supervisory users as System
Administrators.

© NOTE: About DVRs

Any differences between Flashback, Focus H1, BodyVISION, BWX-100, Focus X1, and VIEVU DVRs are clearly noted in
this documentation. For additional information on your particular DVR, refer to that DVR's User Guide, which is available
for download from our Online Support Center (see Online Support link under Bookmarks menu option).

Software Overview

DES software applications allow you to search for and view the video files recorded by your in-car and body-worn DVRs. You
can also export and burn selected videos to disc.

DES applications were designed to run on server-class hardware. They are web-based applications, meaning that you
access the software via a standard web browser. You can use either Internet Explorer or Mozilla Firefox to access DES
applications.

DES Products Overview

Digital Evidence PRO (DEP)

DEP is a full-featured, server-class, network-based digital evidence management system.

An agency using the DEP application has the ability to securely access the evidence from any network-connected PC
through a simple web browser and without special client PC software. The functions are designed to be simple and intuitive
and the system contains the ability to perform a simple search for any video based on a number of search criteria.

Digital Evidence Agency (DEA) - Agency and Precinct

DEA is a client/server application. The client side is DEA Precinct, a group of multi-user servers that ingest videos from the
in-fleld DVRs. The server side is DEA Agency, a multi-user server that collects video data from the Precinct servers. Since
DEA Agency does not communicate directly with the DVRs, all DVR records are maintained on the DEA Precinct servers.

Agency/Precinct Communication

In DEA, there is only one Agency server, but there can be multiple Precinct servers. Video data first downloads from the
DVRs to the Precinct servers. It then transmits to the Agency server during night processing. The Agency and Precinct
servers maintain separate administrative and backup settings, with the following exceptions:

User metadata fields
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Video categories
Case notations
Race types
Subject types

The data listed above is maintained on the Agency server, then copied to the Precinct servers during server-to-server
transmissions. Users on the Precinct servers can view, but not update, these fields.
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Digital Evidence Forwarder (DEF)

DEF is designed to forward videos to a main DEP server, also referred to as the “parent” server. Agencies that choose this
software/server configuration typically run DEP at one central location and run DEF on multiple servers at different precinct
locations.

The only major functional difference between these two applications is that DEP includes the case and exporting
functionality, whereas DEF does not.

Cases are a type of record used to store videos and other data that pertains to an incident, such as a motor vehicle
accident.

Exporting is a system process used to copy video files, case files, and/or BodyVISION snapshots for the purpose of
burning them to disc or downloading them to your PC.

Forwarding Videos to DEP

During night processing, DEF automatically forwards all newly ingested videos to the DEP server. This process does not
require any action on your part. A copy of these videos will remain on your DEF server until those videos “age out”. The exact
lifecycle for a video is determined by several factors, including the video's category and your Online Lifecycle settings.
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Digital Evidence Viewer (DEV)

DEV is a PC application that users can access from other workstations via a standard web browser. You can use either
Internet Explorer or Mozilla Firefox to access DEV.

As with all the Mobile-Vision solutions, it supports wireless uploading and the web-based interface is easy to navigate and
intuitive. The solution contains its own secure log-in, a simple to use key data search/access capability and versatile player,
it also contains an embedded chain of custody module.

The Video Lifecycle

The video lifecycle consists of several stages, or phases.

Phase 1: Online Status

The server ingests a new video. The video's status is online. Users can search for the video, play it from the server, export it,
and/or change its associated data (i.e., video category, UMD fields, video notations, etc.). If the appropriate backup settings
are selected, the system also archives the video during this phase.

Phase 2: Offline Status

The video reaches an age where its status changes from online to offline, as determined by the Days Online setting and
other system settings. Users can still search for the video and view its record, but they cannot play the video or export it.
During this phase, users can reactivate the video, assuming that there is a backup file available for that video. If the video is
reactivated, it returns to Phase 1. Otherwise it proceeds to Phase 3.

Phase 3: Purging
The offline video reaches an age where it is too old to be reactivated. This is determined by the Days to enable restore of
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backed-up media setting and other system settings. At that point, one of two things happens, depending on the following
setting on the Life-Cycle tab:

If the Enable Re-categorization of Media on Delete checkbox is selected, the system assigns the video a category of
“Purged,” which returns it to an offline but restorable state on the server.

If the Enable Re-categorization of Media on Delete checkbox is not selected, the system permanently removes the
video from the DEP server.

User Roles

In DES applications, users are granted access to various system functions by assigning them a user role. A user role is
simply a group of permissions. Whenever a user logs into a DES application, the system will grant them access to various
system functions according to the user role that's assigned to their User ID. Your System Administrator is responsible for
assigning permissions to each user role.

There are two types of user roles: system-defined and custom, as described below.

System-Defined User Roles
System-defined user roles are predefined user groups that come standard with your DES application. They include:
Officer
Display-only Case
Display-only Video
Supervisor Lvl 1
Supervisor Lvl 2
Internal Affairs
Administrator.

These roles are customizable. Your System Administrator can add or remove permissions from them as desired. However,
the names of these roles cannot be changed, nor can they be deleted from the system.

Custom User Roles

Custom user roles are user-defined user groups that your System Administrator can create and then assign any number of
permissions to. They can add, change, or delete custom user roles as desired.

Permissions

At system start-up, your System Administrator will determine which options will be available to which users. This means
that you will be able to perform some, but possibly not all, of the tasks described in this guide. Tasks that require special
permissions include a note about permissions. If you cannot perform a function that you want or need access to, speak with
your System Administrator.

Logging in to the System for the First Time
This section describes how to log in to the DES application. During installation, your System Implementation Specialist (SIS)
will provide you with the following login information:

URL needed to access your server

User ID

User Password (if needed)

© Safe Fleet | February 2021 | All rights reserved 11 Part #700-8007 R2
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© NOTE: User Password

If your organization is using the Active Directory Integration feature, you will not need a new password, as the
application will be integrated with your existing Windows Active Directory or Novell eDirectory.

To log in to your DES application:

1. Double-click the Safe Fleet Mobile-Vision desktop icon or enter the provided URL into the browser's address bar. The

Digital Evidence Series Login screen is displayed.

DIGITAL EVIDENCE SERIES™ LOGIN

User Name:

Password:

Login

If your organization is using the Active Directory Interface, a field labeled Domain will also display beneath the Password

field.
Enter your user name in the User Name field.
Enter your security password in the Password field.

- If your organization is using the Active Directory Interface, this is the same password that you use to log in to your

regular Windows network or Novell eDirectory.

If your organization is not using the Active Directory Interface, this is the initial password that your System

Implementation Specialist (SIS) provided you with.

4. If the Domain field appears on your screen, select the correct domain name from the Domain drop-down list.

DIGITAL EVIDENCE SERIES™ LOGIN

User Name: R-Meyers

Password: sesssssss

Domain: | | ocal Server

Login

5. Click the Login button or press Enter. Your DES application's Welcome Home page is displayed. For a detailed

description of this page, see DES Home Page on page 13.

WELCOME HOME

Logged in user: Olga Kay
Last login: 07/06/2020 16:55:50

Logout

[+ oweom ] Mex=age Board
LoMe Inbox Messages

SearcH VIDED
ManAGE CASES Page 1 of 1 (0 total records)

UsER HELP Date State Message Text Actions
Sent Messages
Page 1 of 1 (0 total records)
Date State Message Text Actions

O NOTE: Page

appearance

Depending on your
permissions, this
page may appear
slightly different to
you. For example,
Media Reader will
only be displayed if
you have the proper
permissions to
access that option.

J
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Changing Your Password
Unless your agency is using the Active Directory Integration feature, you should change your password the first time you log
into a DES application, as described below.

Your System Administrator will provide you with any password requirements, such as minimum length, characters required,
etc.

Please note that passwords are case-sensitive.
1. Go to User Preferences and click Change Password. The Change Password pop-up is displayed.

2. Enter your new password in the User Password field. For security reasons, your password will not be displayed as you
type it.

Change Password

User Password: 1]
Repeat User Password: L]
Cancel Save

3. Re-enter your new password in the Repeat User Password field.
Click Save. A confirmation message is displayed at the top of the page.

Software Navigation

DES Home Page

The Welcome Home page is divided into two components: a Main Menu and a Message Board.

WELCOME HOME

Logged in user: Olga Kay
Last login: 07/08/2020 16:55:50

Logout

The Main Menu is the Y HoweMews | Message Board
starting port for alsystern
N nbox Messages
tasks, such as searching for SeaRcH ViDeo S | =
. 'age 1 of 1 (0 total records)
a video or case. M oE Cases
UsER HeLe Date State Message Text Actions
T
|

Page 1 of 1 (0 total records)

Date State Message Text Actions
The Message Board con-

tains information on recent
burn requests and other
system messages.

Message Board
Whenever you log in to a DES application, the Message Board is displayed. It is divided into two parts:

+ Inbox Messages. These are the messages that the system sent to you. If you are an administrative user, you will see
messages related to system problems and administrative functions. If you selected the All Messages radio button, you
will also see all messages that the system sent to other DES users.

© Safe Fleet | February 2021 | All rights reserved 13 Part #700-8007 R2
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* Sent Messages. These are the messages that you sent to the system, such as a burn request or download request. A
burn request is a request to place a burn job in the backup PC's burn queue. A download request is a request to export a
selected video or case file to your PC. A reactivation request is a request to restore an offline video or case file from an
archive disc to the server.

Note the value in the State column under Sent Messages. This is the message’s current status. There are seven status
types:

* Queued. The system has placed your request in a queue, which is a waiting list of system jobs.
* Working. The system is processing your request.

* Completed. The system has finished processing your request. If you requested a burn job, this means that your disc is
ready. If you requested a file download, you will see a download icon & next to your request.

Incoming. The system has discovered a new DVR on the network that does not have a DVR Group assigned to it yet.

Requested. The system has forwarded your body-worn viewing request to your supervisor's Inbox Messages list.

Received. Your supervisor has received your body-worn viewing request and has either approved or denied that request.
- Failed. Your request could not be processed. Click the & icon to retry the job.

Beside some of your messages you will see icons in the Action menu. Click the icons to perform various actions, as
described in the following table.

Icon Description Icon | Description

® Download file or play quarantined video & | Resubmit job

* + If selected from Inbox Messages: Delete a B | Accept quarantined video into the system
system message
If selected from Sent Messages: Delete a « | View DVR troubleshooting materials
queued job

View export or video details # | Resolve a DVR naming conflict

Main Menu

NOTE: Menu items availability

Depending on the application you are using, some or all menu items will be m

available to you.

1 HomE
. 2 SEARCH VIDED
1. View system messages.
] ] ) . 3 MaNAGE CASES
2. Search for video; play video; burn video to disc. 2 MEDIA READER
3. Search for a case; add a new case; burn a case to disc. 5 CLouD COURIER
4. Transfer video from a storage card or external device to DES. 6 User HELP
5. Review shared digital evidence.
6. Search the online help system. 7 MoBILE-VISION
7. Advance to Mobile-Vision's regular website. 8) RS SUSRCEL
8. Advance to Mobile-Vision's Online Support Center.
9. Change your login password. 9) | CHaNGE PASSWORD
. . . 10 FeavoriTe CAsES
10. View a list of favorite cases.
o ) 11 DVR Locin KEY
11. Copy your Flashback login information to a USB flash.

© Safe Fleet | February 2021 | All rights reserved 14 Part #700-8007 R2
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Scrolling Through Multiple Records

Whenever you search for records in the application (videos, cases, users, etc.), your search results may yield a large number
of records. The following navigation buttons are used to advance forward or backward through a results list.

Button Description

2L Next page/Previous page. Used to scroll through the search results one page at a time.

Rl Fast forward/Fast rewind. Used to scroll through the search results ten pages at a time.

1< 3 First page/Last page. Used to advance to the first page or last page of the search results, respectively.

Sorting Multiple Records

Whenever you display a list of records, you have the option of changing the manner in which those records are sorted. For
example, by default, the Case Search Results page is sorted by Incident Date. However, you can change that sort value to
Display Name, Case Number, or Subject, as described in this section.

CASE SEARCH RESULTS

Logged in user: Olga Kay
Last login: 07/08/2020 16:55:50

Logout

Home Page 1 of 1 (5 total records)

SEARCHMICED . Display Name Case Number : .

WANAGE CASES Details Subject Incident Date Status

User HELF
i MVA on Rt. 20 Cates, Devin 12/04/2014 =
i Quick Check Robbery 09-008765 Cates, Devin 07/04/2014 =
“ 1 Bicycle accident 09-000567 Cates, Logan 06/04/2014 B

New Case

NEW SEARCH i Riot at MHS 09-0098456 Multiple 05/03/2014 ==

i Wind Storm 2014-041 03/20/2014 ==

To sort a list in ascending order—that is, from lowest value to highest value—click the new column header you want to
sort by. An up arrow is displayed: Incident Date &

— OR —

To sort a list in descending order—that is, from highest value to lowest value—click twice on the new column header you
want to sort by. A down arrow is displayed: Incident Date ¥

Accessing Editable Row Options
If you right-click a row that is editable, the system will display a “shortcut” pop-up similar to this one.
Denipm— |

Edrt Menu |

Edit

1@l | pelete

You can also select these same options from the Action menu, as pictured here.

New
Edit
Delete

© Safe Fleet | February 2021 | All rights reserved 15 Part #700-8007 R2
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Generating a DVR Login Key

© NOTE: DEF users

The workflow described in this section is not applicable to users of the DEF application.

When more than one officer uses the same patrol car, you can use the DVR Login Key to identify yourself to the Flashback
DVR at the beginning of each shift so that your videos will be linked to you.

DVR Login Key is a file containing your user information that is copied from DES to a USB flash drive. You insert the flash
drive in the Flashback’s USB port and log in at the beginning of each shift.

You typically need to perform this procedure only once at system start-up.
To generate a DVR login key:
1. Go to User Preferences and click DVR Login Key. A USB Key Information pop-up is displayed.

USB Key Information %

To generate a USB key to login to your DVR2 device, please complete the following steps:
Insert USE drive into 2 USE slot on your PC.
Click the Generate Key button under the Action menu.

Afile download box should appear.
Click the save buiton to save the file to your USE drive.

DVR Name: Olga Kay Generate Key

Insert a blank USB drive into a USB port on your PC.
Click Generate Key. A download message is displayed.
Select Save As from the Save drop-down list.

a K~ W™

Navigate to your USB drive, and then click Save. The system copies the login file to your USB drive, then displays a
confirmation message.

6. Tologinto a Flashback DVR, place the USB drive in the DVR’s USB port and then press the following buttons on your
Flashback monitor:
@-0-0

For more information, see the relevant section in the Flashback2/3/HD User’s Guide.

Interview Room

Interview Room is an optional module that is used to record officer/subject interviews at your precinct, and is available to
users of the DEP and DEF applications. If your agency chose to purchase this module, you will have one or more Flashback
DVRs set up in your agency’s interview room(s). All of the DES application features and functions for videos generated

by these DVRs are the same as they are for videos generated by in-car units, with minor exceptions that are noted in the
product documentation.

If your agency is interested in the Interview Room module, contact Mobile-Vision Sales at 1-800-336-8475.
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Using the Online Help System

Your DES application comes with a searchable online help system that provides you with the same how-to steps and
definitions that are covered in this manual.

To access the online help system:

Go to Home Menu and click User Help. The Help Contents page is displayed.

Show

Home > Introduction

Introduction

Digital Evidence Series (DES) is the companion software for Flashback, an in-car digital video recorder sold by Mabile-Vision. DES allows
you to search for and view the video files recorded by your Flashback and Body Worn cameras. You can also export and burn selected
videos to DVD or Blu-Ray disc.

DES was designed to run on server-class hardware. It is a web-based application, meaning that you access the software via a standard
web browser. You can use either Infernet Explorer or Mozilla Firefoxto access DES. Any differences between Flashback, BadyVISION,
BWX-100, and VIEVU DVRs are clearly noted in this help system. For additional information on your particular DVR, refer to that DVR's

User's Guide, which is available for download from our Online Support Center (see Onfine Support link under the Bookmarks menu

option).
For more information, see:

The Video Lifecycle

User Roles

Permissions

Changing Your Password
DES Home Page
Software Navigation

Generating a DVR Login Key for Yourself

Generating a DVR Login Key for Another Officer

Click the Show link at the top left corner of the screen to show navigation.

B8 Contents | B Index

—

® Introduction
® Videos
® DVDs
B Cases
8 DVRs
® Backup PCs
B Utilities
B Security
) Users
@ Searching for a User
¥ Maintaining Users in DES
% Using Active Directory
&) Exporting User Activity to a Sp

| @ search | W Glossary | B Print

Home > Users

Users

There are two methods for entering and maintaining user records in DES: directly, as described in
Maintaining Users in DES, or through your agency's existing internal network, as described in Using_ Active
Directory.

The Active Directory Integration feature enables you to integrate DES with your agency’s existing Windows
Active Directory or Novell eDirectory. This feature allows for a single password authentication with your
agency’s internal network, eliminating the need to maintain two sets of User IDs and passwords. It also
allows you to import existing network users into the system. If you choose to use this feature, your SIS
will assist you in setting up your Active Directory. After that, you only have to update the user list
periodically as needed.

For more information, see;

Searching_for a User

Maintaining Users in DES

Using Active Directory

Exporting User Activity to a Spreadsheet

3. To search the topical index, click the Index tab.
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About Videos

This chapter describes how to search for, display, and view in-car videos, body-worn videos, and body-worn still images
or “snapshots”. It also describes how to update and maintain those system settings that relate to videos, such as video
categories and notations.

The In-car videos that an you captures during each shift are automatically transmitted to the DES server whenever your
vehicle comes within range of an access point (see Glossary). Body-worn videos and snapshots, on the other hand, upload
to the server after you place the body-worn DVR in a docking station that's connected to the server. In the DEA Agency-DEA
Precinct situation, during the next server-to-server communication, those videos and/or snapshot files then transmit from
the Precinct server to the Agency server.

Once a video or snapshot file resides on the server, you can access it by logging into the DES application from your PC

workstation.

4 N\
O NOTE: Video frames vs Snapshots

What's the difference between a ‘snapshot’ and a ‘video frame'?

Snapshots are still images that are captured from a body-worn DVR while a recording is in progress. They upload to
the server as separate files (that is, separate from the video from which they were captured). Snapshots are similar to
videos in that they can be searched on, notated with video notations, assigned user metadata, attached to cases, and/
or exported to DVD or other media.

Video frames are also still images, but they are excerpted from a video after that video is already on the server. Unlike
snapshots, video frames are not treated like videos in the system. They are standalone files that are separate and apart.

Video viewing privileges are associated with User IDs. When your System Administrator creates a User ID for a you, your
viewing privileges are set to either private or public. If your viewing privileges are private, the only users who can view and/
or notate your files are you and users with edit permissions. If your viewing privileges are public, any user can view your files,
but only you and users with edit permissions can notate them.

Unless otherwise noted, all video procedures described in this chapter apply to both videos and body-worn snapshots. For
brevity, the term "media file" is used to apply to both file types.

Searching and Viewing Media Files

Searching for Videos

You can search for videos by a number of different criteria. Your DES application provides you with two search methods:
basic and advanced.

Search method Used to search for video by some or all of these criteria...
Basic - Date - DVR + System D + Officer + Category
Advanced - After Date + Body Worn Mode +  Status + Longitude

Before Date - Officer + Tagged - Speed Greater

+ DVR + Category + Latitude Than
DVR Type + Assignedto Case + Record * Incident number
System ID - Precinct (DEA Trigger * UMD
Agency only)
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Button

Description

Search

Execute your search.

Advanced Search/ Basic Search | Toggle back and forth between the Basic Search form and the Advanced Search form.

Clear

Remove all entries and selections from the Search form.

Performing a Basic Video Search
This section describes how to search for a video by the following criteria: date, DVR, System ID, owner, and/or category.

1. Go to Home Menu and click Search Video. The Media Information pop-up is displayed. The fields on this pop-up are
described in the corresponding table in Appendix 2 - Videos.

Media Information ®
Date: Fe DVR: v| @
System ID: (7] Officer: | i
Category: | i

Search Advanced Search Clear

If you see the Basic Search button, click it. Otherwise proceed to the next step.

Enter/select the field values you want to search on.

Click Search. All videos that match your selection criteria display on the Video Search Results page. The components of

this

page are described in the corresponding table in Appendix 2 - Videos..

VIDEO SEARCH RESULTS

Logged in user: Olga Kay
Last login: 07/08/2020 16:55:50

Logout

Home

Page 1 of 1 (4 total records)

SeARCH VIDED ; Owner DVR Name DVR Type ‘ Category .
T Details Play ﬂ ﬂ ﬂ Duration ﬂ Video Start Notes
Menia READER
User HELP i Sergeant Zalewski BWX-100-1276 = Body Worn 20 min Body Wom 09202019 13:25 | I DI
>

i Sergeant Zalewski BWX-100-1276 Body Worn 2 min Body Womn 09/20/2019 1317 -@
NEW SEARCH
EXPORT i Sergeant Zalewski BWX-100-1276 Body Worn 5 min Citation 09/20/2019 1312 -@
Back 70 VIDEO
Back To CasE d

1 &8 *1NoName@12:12:34 BWX-100-1276  Body Worn 2 min Citation 09/20/2019 13:09 == el
The example above shows the default columns for the Video Search Results page. If desired, your agency can

customize this screen.

5. To advance your search, perform one or more of the following tasks:

To sort the results, click the column heading you want to sort by. By default, videos are sorted chronologically by the
video's start date/time.

If necessary, use the navigation buttons at the top of the video list to scroll through the search results.

To further narrow your selection results, select a value from one or more of the drop-down lists at the top of the
page.

The system automatically narrows the video list to those videos that match your newly entered criteria. The total
number of videos included in your search results is displayed at the top of the results list.
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Performing an Advanced Video Search
This section describes how to search for a video using additional criteria.

1. Goto Home Menu and click Search Video. The Media Information pop-up is displayed. The fields on this pop-up are

described in the corresponding table in Appendix 2 - Videos.

Media Information x

After Date: e Before Date: [He
DVR: v DVR Type: Body Woarmn | @
System ID: L 7] Body Worn Mode: Both DAl 7
Category: ~ | Officer: |
Status: ) Assigned to Case: [ | @
Latitude: Tagged: ¥|'e
Longitude: Record Trigger: 9
Incident #: Speed Greater Than:
UnD:
Search Basic Search Clear

If you see the Advanced Search button, click it. Otherwise proceed to the next step.
Follow steps 3 - 7 of the Performing a Basic Video Search procedure.

Searching for Snapshots Associated with a Video

This section describes how to search for the snapshot files associated with a particular body-worn DVR.
To search for snapshots:
1. Follow steps 1 - 2 of the Performing an Advanced Video Search procedure.

2. Select Body Worn from the DVR Type drop-down list, and then, if desired, enter/select additional search criteria.

3. Click Search. All body-worn videos that match your selection criteria are displayed on the Video Search Results page.

VIDEO SEARCH RESULTS

Logged in user: Olga Kay
Last login: 07/08/2020 16:55:50

Logout

Home Page 1 of 4 (17 total records) > 3% A

SeARCH ViDEO ; Owner DVR Name DVR Type . Category .

MIANAGE CASES: Details Play ﬂ ﬂ ﬂ Duration ﬂ Video Start Notes

MeDia READER 1

User HeLP i .l Sergeant Zalewski | BWX-100-1276 Body Wom Image Body Womn 09/20/2019 13:41 (==
i % Sergeant Zalewski ~ BWX-100-1276 Body Wom Image Body Worn 09/20/2019 13:38 (==
| acon

New SearcH

EXPORT i Sergeant Zalewski  BWX-100-1276 Body Wom Image Body Worn 09/20/2019 13:36 (==

Back T0 VIDEO

Back 1o CASE
Sergeant Zalewski  BWX-100-1276 Body Wom Image Body Wom 09/20/2019 13:25 ==

s Sergeant Zalewski  BWX-100-1276 Body Womn 20 min Body Wom 09/20/2019 13:25 -_-,ﬂ'?j.!
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4. Click the Details icon & beside the video of interest, and then, in the displayed Video Details page, click the Snapshots
tab. The list of snapshot(s) captured during this video is displayed. The columns on the Snapshots tab are described in
the corresponding table in Appendix 2 - Videos.

VIDEO DETAILS

Logged in user: Olga Kay
Last login: 07/13/2020 18:51:21

Logout

Status: Online Snapshots. UMD

Home i 1
Snapshots To determine if a
SEARCH VIDED )
Manace Cases oo eonllCiot o) body-worn video
MEDIA READER Play Owner DVR Name Category Video Start Notes |ncl U des a ny
UsER HELF i
Sergeant Zalewski BWX-100-1278 Body Worn 09/20/2019 13:41:51 [==] Snapshots, look for
P USER PREFERENCES i i
Lo e s the "= icon in the
m Sergeant Zalewski BWX-100-1276 Body Wom 09/20/2019 13:38:16 BS N t |
PLar otes column.
Tac VIDEO
ExFORT Sergeant Zalewski BWX-100-1276 Body Worn 09/20/2019 13:36:19 BS
Aop To Case
CHan oF CusTODY
PREVICUS RESULTS Ofiicer McDonnel BWX-100-1276 Body Worn 09/20/2019 13:33:32 == @

© NOTE: Restricted videos

If you see the word Restricted instead of the video's thumbnail image, it means that you lack the required
permissions to view that record. For instructions on how to obtain viewing permission, see Submitting a Request to
View a Body-Worn Video on page 31.

Viewing Video Details

This section describes how to view videos other than body-worn snapshots, and their related information. Typically, you
have access to your videos and any public videos. If you have the Edit All Data and/or Edit Private Data permissions, you will
have access to other videos as well.

To view video details:

1. Perform a basic or advanced search, as described in Searching for Videos on page 20. The Video Search Results
page is displayed. The components of this page are described in the corresponding table in Appendix 2 - Videos.

VIDEO SEARCH RESULTS

Logged in user: Olga Kay
Last legin: 07/08/2020 16:55:50

Logout

" o

Home Page 1 of 1 (4 total records)

SEARCH VIDEO — - Owner DVR Name DVR Type — Category R —— Th
elalls a uration deo a oles

ManAGE CASES ¥
Meoia REaDer
User HELP i Sergeant Zalewski BWX-100-1276 | Body Wom 20 min Body Wom 09/20/2019 13:25 B9 ‘_‘,ﬁ@
> u P -

Sergeant Zalewski BWX-100-1276 Body Worn 2 min Body Worn 09/20/2019 13:17 -@
New SEARCH
T i Sergeant Zalewski BWX-100-1276 Body Worn 5 min Citation 08/20/2019 13:12 BEEE
BACK TO VIDEO
Back 7o Case o :

| *1 No Name@12:12:34 BWX-100-1276 Body Worn 2 min Citation 09/20/2019 13:09 -@
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2. Click the Details icon to the left of the video you want to view. The Video Details page is displayed. The components of
this page are described in the corresponding table in Appendix 2 - Videos.

VIDEO DETAILS

Home

SEARCH VIDED
MANAGE CASES
MEeDIA ReADER
UseR HeLrP

P BOOKMARKS

PLay

Tas ViDEO

ExPORT

ADD To Case
CHaAIN OF CUSTODY
Previous REsuLTs

3. To view information about the video, perform one or more steps described in the following table.

m Status: Online Snapshots

Logged in user: Olga Kay
Last login: 07/13/2020 18:51:21

Logout
Group Detail UMD
Owner- | Sergeant Zalewski Ingest Date: | 09/20/2019 15:01
DVR Officer Name: Record Trigger: | Manual Record
DVR Name® | BWX-100-1276 Video Start | 09/20/2019 13:25
) This section is displayed
Assigned To Case(s): .
only for longer videos that
Video Group Information < the system has subdivided
Video Start- |09/20/2019 13:25 Video End: | 09/20/2019 14:55 into
Duration {minutes): Total Number Videos I:’ two or more files.

To...

Do this...

View the user metadata
(UMD) that is saved

as part of a video or
snapshot’s record

+  Click the UMD tab. The UMD form is displayed.
status: oniine [N

Vehicle Make: Ford

Vehicle Model: Focus
Vehicle Year: 2007
Vehicle Color: Red
Vehicle Plate: UUUS0D

Notes: Hooa replaced but not painted

View a video's group
information

NOTE: Group

Detail tab

If you see a Group
Detail tab on the
Video Details
page, it indicates
that the system
divided your
original video file
into two or more
files, because it
was too big for
burning purposes.

+ Click the Group Detail tab. Details for the video group are displayed. The components on
this page are described in the corresponding table in Appendix 2 - Videos.

Snapshots Group Detail UMD

Owner: | Sergeant Zalewski |

DVR
Mame:

Status: Online

Video Start: [09/20/2019 13:25 |

[BWX-100-1276 | Video End: |09/20/2019 14:55 |

e |Bo dy Worn | Duration (minutes): |37 |

Page 1 of 2 (5 total records) > B
Details Play Cwner Video Number Duration Video Start Notes
i Sergeant Zalewski 10f5 20 min 09/20/2019 1325 -ﬁ
i *1 No Name@12:12:34 20f5 20 min 09/20/2019 13:45 ==l
i *1 No Name@12:12:34 30f5 20 min 09/20/2019 14:06 B
i *1 No Name@12:12:34 40f5 20 min 09/20/2019 14:27 ==l
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Viewing a Video in Google Earth

© NOTE: DEA Agency users

This workflow is not available to users of the DEA Agency application.

This section describes how to use the Google Earth application to display an aerial view of a video's route and its
tracepoints, if applicable. To accomplish this, the system downloads GPS data into a KML file format that can be read by
Google Earth.

You can download and install Google Earth from the Internet by going to:

http://www.google.com/earth/download/ge/agree.html

© NOTE: Permissions

You must have the proper permissions to perform this task. For more information, contact your System Administrator.

To view video on Google Earth:

1. Search for and display the video you want to view in Google Earth. (If necessary, review Searching for Videos on page
20)The Video Details page is displayed.

2. Go to the Action menu and click Google Earth. NOTE: If Google Earth does not launch, it means that you either lack the
proper permissions to perform this task or you do not have the Google Earth application installed on your PC.

3. Perform one of the following steps:
- If a pop-up message is displayed, proceed to the next step.
If an aerial view of the vided's route is displayed in red, skip to step 5.

4. Click Open. After a pause of a few seconds to a few minutes, an aerial view of the video's route is displayed in red. Note
that the beginning and end of the video route are marked by a green and red thumbtack icon, respectively.

:-'::-1-:(:;00[}_1[
)
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5. Toreposition the map and/or zoom in or out, use the Google Earth controls provided. For information on other Google
Earth functions and features, refer to the Google Earth documentation.

6. When you are ready to exit Google Earth, click the cross icon in the upper right corner of the window, then click Discard.
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Viewing and Exporting Individual Snapshots

This section describes how to view the details for a body-worn still image, referred to as a snapshot.
1. Follow steps 1 - 2 of the Searching for Snapshots Associated with a Video procedure.
2. Select Snapshots Only from the Body Worn Mode drop-down list that is displayed.

3. Click Search. All body-worn snapshot files that match your selection criteria are displayed on the Video Search Results
page.

VIDEO SEARCH RESULTS

Logged in user: Olga Kay
Last login: 07/08/2020 16:55:50

Logout
Home Page 1 of 4 (17 total records) > %
SEARCH VIDED P - Owner DVR Name DVR Type f— Category T — -
etails a1 uration ideo Sta otes
Mo s :
MEDIA READER ; Body-worn snapshots
USER HeLe i Sergeant Zalewski | BWX-100-1276 | BodyWom | Image @ BudyWorn— 0ZRERIS 1 EE—— display the word
, "Image” in this column
>
i @ Sergeant Zalewski ~ BWX-100-1276 Body Wom Image Body Wom 09/20/2019 13:38 BH
-
New SEARCH
T i Sergeant Zalewski | BWX-100-1276 Body Womn Image Body Womn 09/20/2019 13:36 BH
Back To VIDEO
Back To CASE E
1 Sergeant Zalewski  BWX-100-1276 Body Wom Image Body Womn 09/20/2019 13:25 [=1=]

O NOTE: Restricted snapshots

If you see the word Restricted instead of the snapshot’s thumbnail image, it means that you lack the required
permissions to view that record. For instructions on how to obtain viewing permission, see Submitting a Request to
View a Body-Worn Video on page 31.

4. Find the snapshot of interest in the displayed list using the navigation arrows, and then click its Details icon & . The

Snapshot Details page is displayed. The fields on this page are described in the corresponding table in Appendix 2 -
Videos.

SNAPSHOT DETAILS

Logged in user: Olga Kay
Last login: 07/13/2020 18:51:21

Logout

Status: Online UMD

HoME
System ID: Incident
SEARGH VIDEO L] ‘375 | # ‘ ‘
ManaGE CASES Owner: ‘Chri&tupher Kolling | Ingest ‘021161’2018 13:34 ‘
Date: :
MEDIA READER DVR Officer Name ‘oﬁ251 |
UsER HELP FEEE ‘Manual Record ‘
| ovR Name: [bwx251 | Traoer
% Capture
- - - |02/14/2018 15:31
oVR e oy o | ‘
T oo [No Cadons |

VIEW Video Tagged: [No
TaG SNAPSHOT

Assigned To Case(s):
ExrorT Video Notation(s)
ADD To Case

CHAIN OF CusTODY
ExPoRT Imace T0 PDF
PREVIOUS RESULTS
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To view any user metadata associated with this snapshot, click the UMD tab. The UMD form is displayed.
status: onine | [T

Home Height: 6 10"
SEARCH VIDEO 2 -

| Build: Medium
Manace Cases
MEDIA READER Eye Color: Blue

UseR HELP | Weight: 175

View

TAG SNAPSHOT
EXPORT

Aop To Case

CHAIN OF CusTODY
ExPORT IMaGE TO PDF

PRrEVIOUS RESULTS

6. To export a snapshot, go to the Action menu and click Export Image to PDF. A Windows message is displayed.

‘What do you want to do with sys_vid6.pdf?
From: 166.20.101.38

Open Save A Cancel

7. Click Open. The Captured Image Report is displayed.

B s
> O @ file:

1 Rt L

- e S

/1/C/Usersfmvadmin/AppData/Local/Packages,/Microsoft. MicrosoftEdge_Bweky

debbwe/TempState/Downloads/s; 3 = L =&

— 4 %) /S [Fittopage [ Pogeview A Readaloud [ Addmotes [

B 8|

Captured Image Report

Automated Test VM
SIS @‘_“ — Automated Test VM
2600 Lake Lucien Drive, Maitland, FL
800-336-8475

Media Details

System ID: 6
DVR Name: F8512:3999991094
Ingest Date: 09/71/2019 13-08

Owner: */ No Name@08:79:25
Category: Body Worn
Image Capture Time: 08/032019 1352

DVR Officer Name: No Name

8. To print this report, click the printer icon, or press Ctrl+P. The Print pop-up is displayed.
9. Select your desired printer settings, then click Print. The report is directed to your active printer.

10. When you are finished viewing/printing the report, click the cross icon in the upper right corner of the page to exit Adobe
Reader.
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Playing Video and Exporting a Video Frame

This section describes how to play an online video (a video that is currently stored on your agency’s DES server) in the
Flashback Player. Use this player to play, pause, stop, rewind, change cameras, and/or move between tracepoints. You can
also view important information captured by the DVR during the recording, such as the active video and audio feeds, brake
activation, and record trigger.

This section also describes how to select a video frame and export it as a file. The following formats are available: JPEG,
GIF, PNG, TIF, BMP. You have the option of attaching comments to the top or bottom of the frame.

To play a video:
1. Search for the video you want to play. (If necessary, review Searching for Videos on page 20) The Video Search
Results page is displayed.

VIDEO SEARCH RESULTS

Logged in user: Olga Kay
Last login: 07/08/2020 16:55:50

Logout

Home Page 1 of 1 (4 total records)

SEARCH VIDED

Owner

DVR Name

DVR Type

Category

MANAGE CasEs Details Play Duration Video Start Notes

MeDia READER - K . . .

UsER HELF i Sergeant Zalewski BWX-100-1276 = Body Worn 20 min Body Worn 09/20/2019 13:25 B _ﬂﬂ@
i Sergeant Zalewski BWX-100-1276 Body Worn 8 min Body Wom 09/20/2019 13:17 -@
= N R

NEW SEARGH

e i Sergeant Zalewski BWX-100-1276 Body Worn 5 min Citation 09/20/2019 13:12 ==l

BACK TO VIDEO

Back 1o Case i

i % “1NoName@12:12:34 BWX-100-1276  Body Worn 2 min Citation 09/20/2019 13:09 ==l
2. Tolaunch a video, perform one of the following tasks:
Go to the Play column and click the video's thumbnail image.

_OR —

Click the Details icon i beside the video thumbnail, then click the video's thumbnail image.

_OR —

Click the Details icon i to the left of the video, then go to the Action menu and click Play.

The Flashback Player is launched in a separate window and the video starts playing. NOTE: If the video is not launched
automatically, click the [ Jicon under the viewing window.

O NOTE: Launching the Flashback Player

If a security pop-up is displayed, select the checkbox at the bottom of the pop-up, then click Allow. Next, select
the checkbox at the bottom of the second pop-up, then click Run.
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FIlE Image View Help
Audio 2
#wr1 =
¥we2 =
V] in-Car Audio =

Record Button
Officer:
I *1Leo Lorenzetti®17:35:37

DVR. Name:
Media Time Tick Marks are 1 Minute Apart
=1 LL-Truck@17:03:37
A0 Current Time: 13:45:50
e e M|a|n|[»|a|»|[@D| ¥
B wvalable Tme: 3+ H
Target  DMPH Date/Time
el P11 Start | 3005-06-23 13:45:30  End | 2009-06-23 14:02:41
Lock e

Video Mode: Playin

3. To choose how you want to view the video, perform one of the following tasks:

To... Do this...

View the video in full- | - Press Ctrl + F. When you're ready to exit full-screen mode, press Esc.
screen mode

View the video'sroute [ + Press Ctrl + M. The GPS Mapper window is displayed. When you're finished viewing the
on a Google map map, click the cross icon in the upper right corner of the GPS Mapper window to exit.

4. Find a video frame that you want to export using the navigation buttons to advance to the desired segment, and then
press Ctrl + S. The Snapshot pop-up is displayed.

snapshot |

Comments Location Snapshot Format ———
1 flone: = PG  TIF
" Comments on Top T GIF " BMP
" Comments on Bottom  pNG

Comments:

Snapshot Destination

{* savetoFile Clipboard

I1_W|:|Uster@ZDZZSZ_Unit_l_ZEI15-10-05_121543_2015100512] co I

oK I Cancel |
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5. Make the following selections in the dialog box:
Comment's Location. You can have the comment appear either at the top or at the bottom of the frame
Snapshot Format. You have five file types available to save the frame.

6. If desired, enter a comment in the Comments field, and then click OK. The frame is saved to the location you have
specified.

7. Perform one of the following tasks:

To... Do this...

Save the frame to your PC's clipboard + Select the Clipboard radio button.

Save this frame to your hard disk 1. Click the ellipsis button B The QBX Snapshot File Save pop-up is

displayed.
2. Navigate to the disk drive location where you want to save this file.
3. Enter a new file name is desired.

Click Save and then OK to close the Snapshot pop-up.
To close the Flashback Player, do one of the following:
Select File>Exit from the menu bar.
~OR-
Click the cross icon in the upper right corner of the Flashback Player window.

Submitting a Request to View a Body-Worn Video

Some agencies choose to restrict the viewing of body-worn videos to users who have certain permissions (i.e., the Authorize
Media Playback and/or Can View Body Worn Videos permission). All other users are required to submit a valid “need to
know" reason to the appropriate supervisor, as described below.

4 )
O NOTE: Is a body-worn video restricted?

If your assigned user role requires that you request permission to view body-worn videos, all such videos will be marked
as “Restricted” on the Video Search Results.

Also, when you attempt to play a body-worn video, the following message will be displayed: This video has been
marked for restricted viewing. A request to view it must be submitted and approved by an authorized supervisor.

. J

To submit a viewing request:
1. Follow steps 1 - 3 of the Searching for Snapshots Associated with a Video procedure.

2. Find the video you want to view using the navigation arrows, and then click its details icon i . The Video Details page is
displayed.

3. Go to the Action menu and click Request Viewing. The Request Viewing pop-up is displayed.

Request Viewing x

Request reason: Internal Affairs investigation w @

Supervisor: Officer Rogers v

Save Cancel
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4. Select the following information from the corresponding drop-down lists:
A reason for your request from the Request reason list
Your supervisor's name from the Supervisor list.

5. Click Save. The system sends the request to your supervisor's Inbox Messages list. A copy of the request displays on
your Sent Messages list.

6. Check your Inbox Messages list periodically until you receive an approval or denial from your supervisor.
Perform one of the following steps:

If... Then...

You receive an approval + Click the kd icon to advance to the video, and then follow instructions on how
message to play a video in the Playing Video and Exporting a Video Frame procedure.
You receive a denial message +  Click the # icon to view the denial reason.

Working with Media Flles

Editing a Media File

This section describes how you can edit the attributes that define media files (a video or a body-worn snapshot):
Change a video category @
Add predefined user metadata © NOTE: DEA Agency users

Add predefined notations.

This workflow is not available to users of the
DEA Agency application.

To edit a media file:

1. Search for and display the video you want to update. (If necessary, review Searching for Videos on page 20) The
Video Details page is displayed.

VIDEO DETAILS

Logged in user: Olga Kay
Last login: 07/14/2020 19:10:36

Logout

Home

SEARCH VIDED E

m Status: Online Snapshots UMD

System ID: ‘372 \n:\de;t ‘

MANAGE CASES Owmner: ‘ Officer Zalewski

Ingest N
Date ‘024‘16{2013 13:34

MEDIA READER

W] DVR Officer Name: [off251
User HELP

‘Manual Record

|
|
‘ Record
|
|
|
|

Trigger: ‘
ideo
DVR Type: [Body Womn ey 021612018 11:48 |
— Category: [ Traffic Citation Vieo [02/16/2018 11:54 |
PLav Video Tagged: \ No Duration ‘5 ‘
EpiT {minutes).
TaG VIDED Purge ‘
EXPORT i
ApD To Case Assigned To Case(s).
CHAIN OF CUSTODY Video Notation(s)

PREVIOUS RESULTS

2. Go to the Action menu and click Edit. The Edit Video pop-up is displayed, as pictured on the next page.
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Edit Video

Category: Traffic Citation v @

Incident #: 1]

Video Notation(s): || Deactivation Request Denial
] DWI
] Image of a child
] Mental health referral
] MvA
[C] None
] Police computer screen
] Property Damaged
] Protected location
] Special ops event
|| Speeding
] Substance abuse treatment
[ ucic
[C] Victim of criminal offense

Height:
Mask: #

Build:

Eye Color:

Weight:

Save Reset Cancel

3. Perform one or more of the following tasks:

To...

Do this...

Change a video category

For more information on video categories, see
Video Details Page on page 110.

Select a new value from the Category drop-down list at the top of
the form.

Add predefined user metadata

NOTE: If you have a mobile data computer
with the UMD Editor installed on it, you can
attach UMD to an in-car video immediately
after it is finished recording. Otherwise you
can use this procedure to attach UMD back at
the precinct.

« Enter your data in the appropriate fields.
If you see a Mask field beside the data entry field, it indicates that
your entry must adhere to a specific format.
Alpha characters (a — z) are represented by an A, and numeric
characters are represented by a pound sign (#).
For example, if you see ##-A#### next to a field labeled Citation
No., it indicates that you must enter a citation number that starts
with two numbers, followed by a hyphen, followed by a letter,
ending with four numbers (e.g., 22-L5600).

Add predefined video notations

+  Select all Video Notation(s) checkboxes that apply.

NOTE: If no checkboxes are displayed on the Edit Video pop-up, it
indicates one of three things:

Your agency has not created any video notation records yet.

Your agency has created video notation records, but your System
Administrator has not created any video notation records yet.

+ The video notation feature is currently inactivated.

4. Click Save to save the changes you've made.
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Tagging and Untagging Videos

© NOTE: DEA Agency users

This workflow is not available to users of the DEA Agency application.

You can tag a video to add extra days to a video's online life. By tagging a video, you extend the video's online life by a certain
number of days set by your System Administrator. The system will archive a tagged video just as it archives other videos—
according to your system settings.

Untagging removes the "tagged" flag from the video. To untag a video, you must be the video's owner or have edit
permissions. For more information, contact your System Administrator.

To tag or untag a video:

1. Search for and display the video you want to tag or untag. (If necessary, review Searching for Videos on page 20)The
Video Details page is displayed.

VIDEO DETAILS

Loegged in user: Olga Kay
Lastlogin: 07/14/2020 19:10:38

Logout

m Status: Online Snapshots

HoME 5= fi =i

SEARCH VIDEG & g #

MANAGE CASES Qwner: |Officer Zalewski

Ingest (021612018 13:34
MEDIA READER L
DVR Officer Name: | off251 Record

T ——
— Category: [Traffic Citation | V420 [02i16/2018 11:54 |
Eoit (minutes)

oo Yoeo o I
EXPORT (Eeiz

ADD To CaseE Assigned To Case(s)

CHAIN OF CUSTODY Video Notation(s):

PrEvIOUS RESULTS

2. Totag a video, go to the Action menu and click Tag Video. The word "Yes" is displayed in the Video Tagged field,
indicating that the video is now tagged.

VIDEO DETAILS

Logged in user: Olga Kay
Last login: 07/14/2020 19:10:36

Logout

Status: Online Snapshots

Home iz ™

System D: e ]
Owner: | Officer Zalewski
icer Zalewski noest 021612018 13:34
DVR Officer Name: | off251

SEARCH VIDED
Manage Cases
MEDIA READER

ST Loy
DVR Name: [BWX309 Trigger Manual Record
02/16/2018 11:48

— Category: [Traffic Citation | V420 (0211612018 11:54 |
Puay |V|deo Tagged: |Yes | Duration 5
EoiT {minutes):
L= Pl ]
ExPORT Date
ADD To Case Assigned To Case(s):
Crain oF CusToDY Video Notation(s):
PREvious REsuLTs

3. Tountag a video, go to the Action menu and click Untag Video. The word “No” is displayed in the Video Tagged field,
indicating that the video is no longer tagged.
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Generating a Chain of Custody Report for a Media File

This section describes how to generate a chain of custody report for a selected video or snapshot. To display this report,
you must have the Adobe Reader or another PDF reader installed on your PC.

4 )
© NOTE: About chain of custody reports

The chain of custody report contains a log of all operations that have been performed on a video or snapshot, such as
the transfer of data from a vehicle to the DES server (i.e., System Media Uploaded from Unit). It shows the date and
time at which each activity occurred, as well as the user ID of the officer who performed the action, if applicable. If the
User field is blank, it indicates that the action listed was performed automatically by the system.

To generate a chain of custody report you must be the video's owner or have edit permissions. For more information,
contact your System Administrator.

© NOTE: Windows users

This procedure is for Windows 10 users. If you have an earlier version of Windows, these steps may differ slightly.

To generate and display the report:

1. Search for and display the video or snapshot you want to generate a report for. (If necessary, review Searching for
Videos on page 20 or Searching for Snapshots Associated with a Video on page 22) The Video Details page is
displayed.

2. Go to the Action menu and click Chain of Custody. The Chain of Custody Options pop-up is displayed.

Chain of Custody Options
Chain of Custody Log Level: [[jHT EREETRETE ﬂ

QK Cancel

3. Make your selection from the Chain of Custody Log Level drop-down list, and then click OK. The system downloads the
report to your PC's Downloads folder.

4. Navigate to your Downloads folder, and then double-click the PDF report file. The Media Chain of Custody Report is

displayed.

B = EL‘:E'...' By sys.vid3s (a)paf
o @ : e ndaaRppCea P el s eSOl e x E L& -
o = 4+ @ S Cftwpsge [Dageview | AtResdaiowd [ Addoes @ B | 4

Media Chain of Custody Report

.g: Automated Test VM
- .
S A= Automated Test VM
2600 Lake Lucien Drive, Maitland, FL
800-336-8475

System ID: 38 Owner: Officer McDonnell DVR Officer Name: No Nanme
DVR Name: FE2 012 Category: No Citation

Ingest Date: 09/13/2019 07:47 Video Start Date: 03/182015 11:12 Video End Date: 031820015 11:17

Access Logs

Date User Action

10/22/2019 10:27 mvadmin System Video Tagged

10/21/2019 16:21  mvadmin System Video Assigned from *1 No Name(@08:19:25 to Officer McDonnel
09/16/2019 13:06 admin System Video Played

09/13/2019 08:20  SuperUser System Video Played

09/13/2019 07:58 SuperUser System Video Played

09/13/2019 07:54  SuperUser System Video Played
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5. To print this report, click the Printer icon, or press Ctrl+P. The Print pop-up is displayed.
PDF File - Print Ed
Printer

OneNote

\ange my |

Fit to page

Cancel

6. Select your desired printer settings, then click Print. The report is sent to your active printer.

7. When you are finished viewing/printing the report, click the cross icon in the upper right corner of the page to close it.

© Safe Fleet | February 20217 | All rights reserved 36 Part # 700-8007 R2



Digital Evidence Series Officer's Guide Restoring Videos

Restoring Videos

This section describes how to restore videos that are offline or expired.

© NOTE: DEF users

Video restoration workflows are not available to users of the DEF application.

e N
O NOTE: Offline and expired videos

An offline video is one that has been backed up but not completely removed from the server. You can view an offline
video's thumbnail image and its statistics (category, duration, record trigger, etc.), but not the video itself. If you want
to view the video from the server again, you will have to restore or “reactivate” it from a backup disc or external backup
device.

An expired video is one that is too old to be reactivated. You can tell that a video has exceeded its reactivation time
limit when its thumbnail image and statistics no longer display online. You can reimport expired video from either a
Certified Backup Disc or a manual backup disc (also referred to as an “export” disc or a “user-requested certified copy”)
that is in Data DVD format. Although this is not the recommended method for restoring videos, this procedure may be

used in an emergency situation to reimport important data that is too old to be reactivated.
. J

There is a limited time period in which you can reactivate an offline video. This time period depends on a system setting
selected by your System Administrator. You can tell that a video has exceeded its reactivation time limit when its thumbnail
image and statistics no longer display online. If the video you wish to restore has exceeded this time limit, you will have to
use an alternate procedure to restore it, as described in Restoring Expired Videos on page 40.

Restoring Offline Videos
This section describes how to reactivate, or restore, an offline video from a backup disc or device. Depending on your
current Backup Mode setting, you can reactivate a video from one of the following storage options:

Certified Backup Disc or manual backup disc (also referred to as an “export” disc or a “user-requested certified copy”)
that is in Data DVD format

- External backup device, such as a tape drive.

O NOTE: Restoring from NAS

If Network Attached Storage (NAS) is enabled at your agency, the system will ignore the backup mode setting and will
restore evidence from the NAS device.

© NOTE: Permissions

Use this procedure if you have reactivating privileges and you have physical access to the backup disc. Otherwise see
Submitting a Request to Restore a Video on page 42.

To determine if you have reactivating privileges, look in the Action menu. If you see the Reactivate Now option, you
have reactivating privileges. If only Request Reactivation is displayed, you do not have reactivating privileges.

You can reactivate a video for your own use, or at the request of another user (permissions required). Requests from other
users display on your Inbox Messages list, located on the Welcome Home page.
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Reactivating a Video from a Backup Disc

1. Perform one of the following tasks:

To...

Do this...

Reactive a video for your own use

+ Search for and display the desired video. If necessary, review Searching for
Videos on page 20.

Reactive a video for another user

1. Goto Home Menu and click Home.

Locate the reactivation request on your Inbox Messages list, then click the
View Video Detail icon k3.

WELCOME HOME

Logged in user: Olga Kay
Last login: 07/14/2020 19:23:09

Logout

Home @ My Messages (O All Messages

SearcH ViDEC

MANAGE CASES Inbox Messages

Meoia READER < Page 1 of 1 (3 total records) 1

UsER HELP Date State Message Text Actions.
0972022018 17:12|  Completed Export Park Patrol Disc 1 of 1 Is now ready for download ®%
| 09202019 1210 Qweuea Please restore System Video #42 to an online status e x)

08/19/2019 11:44  Completed Server Update to build number trunk-23261 was successfully completed x

Sent Messages
Page 1 of 1 (2 total records) 1

Date State

Message Text Actions.
092022019 17:14  Queued Manual ZIP request for Case "House Fire' - 1 file(s) x
0972012019 17:13  Working Manual ZIP request for System Video ‘Mayberry campsite’ - Disc 1 of 1 x

The Video Details page is displayed.

VIDEO DETAILS

m LG Group Detail

Home

ump

SEARCH VIDEO
ManaGE Cases
WEDIA READER
User HeLP

» BoOKMARKS

PLay

Eoim

TaG ViDEO
REACTIVATE Now
CHa oF CusTODY
PREVIOUS RESULTS

Logged in user: Olga Kay
Last login: 07/14/2020 19:23:09

Logout

System ID: [351 | ‘”C"’E‘;‘ [ |
Owner: |SergeantJames | Ingest
toes! (0812472017 09:38 |
DVR Officer Name: |No Name |
.F;?:De'g |Manua| Record |
DVR Name: [*1 Unknown@09:08:38 | igger:
Video
OVR Tyoe: [Bady Worn | st 08182017 10:15 |
Category: [No Citations | Voo (0811812017 11:18 |
Video Tagged: [No | Duration 63 |
(minutes)
Purge .
oroe (0512172019 18:59 |

Assigned To Case(s)
Video Notation(s)

Video Group Information

Video Start: | 08/18/2017 10:15
Duration (minutes):

Video End: |08/18/2017 11:18
Total Number Videos l:l

Go to the Action menu and click Reactivate Now, then perform one of the following tasks:

If...

Then...

The Reactivate Video pop-up is displayed .

Proceed to the next step.

A security pop-up is displayed

- Select the checkbox at the bottom of the pop-up, then click Allow.

The Reactivate Video pop-up is displayed.

© Safe Fleet | February 2021 | All rights reserved

38 Part # 700-8007 R2



Digital Evidence Series Officer's Guide Restoring Videos

O NOTE: Reactivate video pop-up

This pop-up may appear slightly different depending on whether this video was previously backed up to an Archive
disc (Certified Backup Disc) or an Export disc (User-Requested Certified Backup).
.

3. Perform one of the following tasks:

If... Then...

The center column reads DVD Label +  Look at the number in the DVD Label column. This is the number of the
Certified Backup Disc that contains the video you're looking for. Locate
this disc.

The center column reads File Size(MB) | - Locate your backup disc.

4. Insert the located disc in your PC’'s CD/DVD tray. (This must be either a Certified Backup Disc or an Export disc that is in
Data DVD format.) Give the computer a few seconds to read the DVD, then proceed to the next step.

5. Click Read DVD or Restore File(s). After a momentary delay, the Video Details screen will redisplay, indicating that the
video has been successfully restored.

If your session “times out” during the reactivation, you need to adjust your Session Timeout setting. Ask you
System Administrator to change this setting.

Reactivating a Video from an External Backup Device

© NOTE: For EXTERNAL backup mode only

Use this procedure if your Backup Mode is set to EXTERNAL. If you're not sure what your backup mode is, ask your
System Administrator.

© NOTE: Permissions

Use this procedure if you have reactivating privileges. To determine if you have reactivating privileges, look in the Action
menu. If you see the Reactivate Now option, you have reactivating privileges. If only Request Reactivation is displayed,
you do not have reactivating privileges.

1. Follow steps 1 - 2 of the Reactivating a Video from a Backup Disc procedure.
2. Gotothe Action menu and click Reactivate Now. The Reactivate from Tape pop-up is displayed.

Retivate from ape x

« Please use your external backup software to restore the directory listed as 'Server Path' below.
« Once you have restored the directory, please click the 'Continue’ button.

IThdata/00/ 054392 _180825_034331_0.qbx 232

OK
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3. Make a note of the directory or directories that are listed in the Server Path column, and then, using the software that
came with your backup device (e.g., tape backup software), restore the directory(ies).

4. Go to the Action menu and click Continue. After a momentary delay, a confirmation message is displayed at the top of
the page.

Reactivating a Video from Network Attached Storage (NAS)
1. Follow steps 1 - 2 of the Reactivating a Video from a Backup Disc on page 38 procedure.
2. Go to the Action menu and click Reactivate Now. The Reactivate from NASpop-up is displayed.

Reactivate from NAS x

» Please make sure your MAS location is valid.
» When ready please click the button below.

Server Path File Name Backup Label
ifbdatal01/ 1@20201102112721-0.mp4 1

Reactivate Now

3. Make sure that the directory listed in the Server Path column is the correct NAS directory, and then click the Reactivate
Now button.

4. Go to the Action menu and click Continue. After a momentary delay, a confirmation message is displayed at the top of
the page.

Restoring Expired Videos

© NOTE: DEA Agency users

This workflow is not available to users of the DEA Agency application.

You can reimport expired video from either a Certified Backup Disc or a manual backup disc, also referred to as an “export”
disc or “user-requested certified copy”, that is in Data DVD format. This procedure is not commonly performed. For more
information, see the beginning of Restoring Videos on page 37.

The reuploaded video is treated by the system as if it were a new record, rather than a “reactivation” of an existing record.
The video will therefore begin the same lifecycle as a new video that is downloaded to the server for the first time.

If you are restoring video from an export disc (i.e., user-requested certified copy) rather than an archive disc (i.e,,
Certified Backup Disc), that disc must be in Data DVD format.

If the Enable Re-categorization of Media on Delete option on the Life-Cycle tab is selected, you do not need to use this
procedure. For more information, see the beginning of Restoring Videos on page 37.

© NOTE: Permissions

You must have the proper permissions to perform this task. For more information, contact your System Administrator.

To reimport a video:

1. Insert the backup disc into your PC’'s DVD/CD tray. This will either be an Archive disc (i.e., Certified Backup Disc) or an
Export disc (i.e., User Requested Certified Copy).
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2. Go to the Home Menu and click Media Reader, then perform one of the following tasks:

If... Then...
The Automatic Upload pop-up is displayed + Proceed to the next step.
(typical)
A security pop-up is displayed 1. Select the checkbox at the bottom of the pop-up, then click Allow.
2. Select the checkbox at the bottom of the second pop-up, then
click Run.

The Automatic Upload pop-up is displayed, as pictured on the next page.

Automatic Upload

To upload video from your PC, please complete the following steps:

« Connect the meia to this computer (via card reader or ESU reader).
« Wait about 15 secands for ihe computer to recognize the device,
« Click the Rezd & Upload' buttan below. [

File Names Status. I

Read & Upioad

0%

3. Click the Manual tab at the top of the page, and then, using the Look in field, navigate to your PC's CD/DVD drive. The
files on the backup disc display on-screen.

Manual Upload

To upload viden fes from your PG, phese complete the lollwing sleps:

= Select th o2 you czn mubt-ssled by hold...

Seloct: Files for Upload
Louk n: |_'lwwms |=] [=][E] =] e8]z

[ 200331_oo0623_174510_0-1521476152138.a8m
[ 2000000007_120216_17483Empa

FlaMame:  [000331 090623 174530 0152147615213 gt 3000000307 _180216_174R35 mpr

Flas of Type: [*.aved “gh, * k. *.mpd |=

ipiksad Scbected Fileds]

4. Click the video file you want to upload (must have an extension of QBX, MKV, MP4, or AVD). To select more than one
video, hold the Ctrl key down while you click each video.
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5. Click Upload Selected File(s) and then perform one of the following tasks:

If... Then...
The Select a DVR for Assignment pop-up is + Select a DVR unit from the drop-down list, then click OK. The
displayed Enter Reason pop-up is displayed.
[~ Select a DVR for Assignment =~ [7] Enter Reason:
Please enter reason for uploading video(s).
@ §<Selec1 Unit to Assign Video> ‘lvi ‘(Please limit response to 128 characters) ‘
The Enter Reason pop-up is displayed + Proceed to the next step.

[~ Enter Reason:

Please enter reason for uploading video(s).
{Please limit response to 128 characters)

[ |

6. Enter the reason for this video upload in the blank field provided, then click OK. Your entry is displayed for confirmation
purposes.

] confirm Comments: -

EI Request by supervisor

7. Perform one of the following tasks:

If... Then...
The displayed reason for the video upload is -+ Click Yes. The system begins uploading your video file(s).
correct When the transmission is complete, a confirmation message is
displayed, as pictured below. Click OK.
o P— R
Upload Successfully Complete.

The displayed reason for the video upload is 1. Click No. The Enter Reason pop-up is displayed.
not correct 9

Repeat step 6.

The video is reuploaded.

Submitting a Request to Restore a Video

This section describes how to submit a request to reactivate an offline video, that is, ask another user to copy a video from
a Certified Backup Disc to the server. Specifically, this procedure will send a message to the Inbox of all users who have
reactivation privileges. The message will include the CBD number for the disc that contains the video you wish to restore
(e.g., Please restore video 123 to an online status).
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© NOTE: Permissions

Use this procedure if you do not have reactivating privileges, and/ or you do not have access to the Certified Backup
Disc. To determine if you have reactivating privileges, look in the Action menu. If the Reactivate Now option is available,
you have reactivating privileges. If only Request Activation is displayed, you do not have reactivating privileges.

To submit a reactivation request:

1. Search for and display the desired video. If necessary, review Searching for Videos on page 20. The Video Details
page is displayed.

2. Goto the Action menu and click Request Activation. A confirmation message is displayed at the top of the page. An
activation request will display on the Message Board of all DES users who have reactivation privileges. After a user with
reactivation privileges restores your video, the word Completed will display in the State column of your reactivation
request.
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Uploading and Downloading Videos

This section describes how to manually upload new videos.

Typically, in-car videos are transmitted to the server automatically whenever your vehicle comes within about 300 feet of
your precinct's access points. However, if you can't wait for the automatic file transfer to occur, or a problem has occurred
that interfered with the wireless file transfer, you can manually upload videos instead.

@ NOTE: Uploading videos from body-worn DVRs

To upload body-worn videos, simply place the body-worn DVR in your agency’s Uplink Station, which consists of a
group of docking stations connected to your storage server. For more information, see the relevant sections in the
BodyVISION User's Guide, or the BWX-100 Officer’'s Guide. Both of these manuals are available for download from the
Mobile-Vision Online Support Center accessible from the Bookmarks menu.

O NOTE: DEA Agency users

Workflows on manually uploading videos are not available to users of the DEA Agency application.

Manually Uploading In-Car Videos

This section describes how to manually upload new in-car videos from an SD Card (Flashback3/FlashbackHD or Focus H1)

or CF Card (Flashback?).
To upload videos:

1. Goto Home Menu and click Media Reader, then perform one of the following tasks:

If...

Then...

The Automatic Upload pop-up
is displayed (typical)

Proceed to the next step.

A security pop-up is displayed

1. Select the checkbox at the bottom of the pop-up, then click Allow.
2. Select the checkbox at the bottom of the second pop-up, then click Run.

The Automatic Upload pop-up is displayed.

|

2 — -
Automatic. | Manual

Automatic Upload

To upload video from your PC, please lete the following steps:

gni
« Click the 'Read & Upload' button below. I

Files Found for Upload

File Names Status I

Read & lpload

0%
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2. If you have not done so already, remove the memory card from your in-car DVR, and then insert it into your PC's built-in
card reader (i.e., CF slot for Flashback2s or SD slot for Flashback3s/FlashbackHDs or Focus H1), or the external card
reader, connected to your PC.

-':‘;
Sample CF/
SD card
reader

3. Click the Read & Upload button. The Enter Reason pop-up is displayed.

EntoeRoas izt

Please enter reason for uploading video(s).
(Please limit response to 128 characters)

{ |

| OK H Cancel ‘

4. Enter the reason for this video upload in the blank field provided, then click OK. The system begins uploading your video
files. This may take several seconds or several minutes, depending on the size of your files. When the transmission is
complete, a confirmation message is displayed.

5. Click OK. You may now remove the memory card from the PC or card reader and reinsert it in your in-car DVR.

Downloading Video Files to Your PC

© NOTE: DEF users

Workflows on downloading videos are not available to users of the DEF application.

This section describes how to download selected videos to your PC. You can download videos in the following formats:
Data DVD
Interchange

For more information on these formats, refer to the Available File Formats for User-Requested DVDs table in Chapter 4. For
a side-by-side comparison of the formats, see DVD File Formats in Appendix 4.

© NOTE: Permissions

You must have the proper permissions to perform these tasks. For more information, contact your System
Administrator.
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Downloading Video to Your PC in Data DVD Format

This section describes how to download standalone video information to your PC in Data DVD format. Standalone video is
video that is not linked to a case.

Perform this procedure if you want to email video, put it on a USB drive or other device, and/or play it back locally without
burning it to a disc. If you want to download video for the sole purpose of burning a DVD, see Burning Video to a Data DVD
on page 81 instead.

A Data DVD download will include:
Selected videos
General information associated with the videos (Officer Name, DVR, Start/End Times, System ID)
The Chain of Custody Report
A copy of the Flashback Player.
To download video in Data DVD format:
1. If necessary, review Searching for Videos on page 20, and then perform one of the following tasks:
To download one video, search for and display the desired video. The Video Details page is displayed.
To download more than one video, search for the desired videos. The Video Search Results page is displayed.
2. Goto the Action menu and click Export. The Select Video(s) for Export page is displayed.

© NOTE: Offline videos

If a video you're trying to export is offline, there will be no Export option in the Action menu, or the following
message will be displayed at the top of the page: Media must be online to export.

3. Ifinstep 1 you have chosen to download multiple videos, click each of the videos you want to download; otherwise
skip to the next step. NOTE: You can click any part of the record except the thumbnail image, as that will launch the
Flashback Player. As you select each video, it will appear in the Selected Videos list at the bottom of the page, as shown
on the next page.

SELECT VIDEO(S) FOR EXPORT

Logged in user: Olga Kay
Last login: 07/14/2020 19:23:09

Logout

[ owcuon Video

Home K g < Page 2 of 45 (269 total records) > »
SEARCH VIDEO

Sys ID Play QOwner DVR Mame Category Duration Video Start Notes
Manage Cases

MEDI4 READER

381 Captain Meyers bwx251 Unknown 0 min 02/16/2018 11:56

User HeLP

ExPORT VIDEO(S) Officer Zalewski Traffic Citation 02116/2018 11:48
RETURN TO ViDEO

CANGEL

*1 505@16:22:39 *1 bw220@10:20:31 No Citations 1 min 02/16/2018 11:54

Christopher Kolling bwx251 Mo Citations 02/14/2018 15:31

Selected Videos

Page 1 of 1 (2 total records
Owner DVR Name Category Duration Video Start Remove
Christopher Kolling bwx251 No Citations - 02/;;??13 x

Officer Zalewski BWX-309 Traffic Citation 5 min 02/16/2018 11:48 x

4. Go to the Action menu and click Export Video(s). The Export Video(s) page is displayed as pictured on the next page.
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EXPORT VIDEO(S)

Logged in user: Olga Kay
Last login: 07/14/2020 19:23:09

Logout

[+ ome e Videcs
Home Output Format: [ata DVD ~
SeARDH VIDEO Page 1 of 1(2 total records)
MaNAGE CASES . 5 =
MEDIA READER Video Officer Category DVR ID Duration Date | Time
User HELP P .

ofi251 No Citations bwi251 = 02/14/2018 15:31
‘
m L Zalewski Traffic Citation BWX-309 5 min 02/16/2018 11:48

Save
RETURN TO DETAIL
RETURN TO SELECT

Select Data DVD from the Output Format drop-down list.
Go to the Action menu and click Save. The Export Options pop-up is displayed.

Export Options x

Desfination DiacOptions © NOTE: Export options
| @ BackupPC Num Copies: 1 . . ) )

Name: Evidence Room Bravo o Depending on t'he application you are using,

Job Count: 1 the Export Options pop-up may appear

Disc Type: DVDROL differently.

Ranial Expugt Chain of Custody Log Level: Include basic logs v
150
zIP

Depending on your
user permissions,
(] Show Speed these checkboxes may
or may not be displayed

Video Player Options
[] Show GPS

Save Cancel

7. Select the Manual Export radio button, and then the ZIP radio button.
8. Enter a description for this video download in the Video Description field.
9. Make your selection from the Chain of Custody Log Level drop-down list.
10. If a Video Player Options section is displayed in the lower left corner of the Export Options pop-up:
Select the Show GPS checkbox to include GPS data with the Flashback Player in this download.
Select the Show Speed checkbox to include vehicle speed data with the Flashback Player in this download.

11. Click Save. The system places your burn request in the burn queue and is displayed a status message on your Welcome
Home page under Sent Messages.
12. Go to your Inbox Messages, and then click the download icon next to the export confirmation message.

1072212019 16:42  Completed Export Walmart security breech Disc 1 of 1 is now ready for download. ‘@ b4

If you do not see the download icon, the system is still processing your request. Go to the Home Menu and click
Home to refresh your screen.

A Windows message is displayed.

What do you want to do with 168624F1C250050568ACC48_4.zip (309 MB)? "
From: 166.20.101.38 Open Save Cancel X
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13. Select Save As from the Save drop-down list. The Save As window is displayed.

14. Navigate to the disk drive location where you want to temporarily save this file, and then, if desired, enter a new name in
the File name field.

15. Click Save. The system copies your file to the selected location. When the download is complete, a confirmation
message is displayed.

168E24F1C250050568ACC48_4.zip finished downloading. Open Open folder View downloads X

Downloading Video to Your PC in Interchange Format

This section describes how to download selected standalone videos to your PC in interchange format. Standalone video is
video that is not linked to a case.

Perform this procedure if you want to email video, put it on a USB drive or other device, play it back locally without burning
it to a disc, and/or import the video into another software application. If you want to download video for the sole purpose of
burning a DVD, see Burning Video to an Interchange Format DVD on page 84 instead.

A WARNING: Video authenticity

Once a video has been exported in interchange format, its authenticity can no longer be verified. Such video can be
edited and tampered with using commercial video editing software.

To download video in Interchange format:
1. Follow steps 1 - 4 of the Downloading Video to Your PC in Data DVD Format procedure.

2. Go to the Output Format field and select Interchange Format from the drop-down list. Two new columns display: Video
Source and Audio Source, as shown on the next page.

EXPORT VIDEO(S)

Logged in user: Olga Kay
Last login: 07/14/2020 19:23:09

Logout

[ owr Vee?
LiohE Output Format: Interchange Format v
SEARCH VIDED
¢ <« Page 1 0f 1(2 total records)
ManaGE CASES
MeDia Reanes Video Officer Category DVRID Video Source Audio Source Duration Date / Time
sy A MMcDonnell N Citation FB2012 EaFront Evpimce  Owr2 § - L 03182019 11:12
, e W
— & MMcDonnell  NoCitation  *1 FB3@13:09:12 j:'::: L"""l'?'_"“c"' Hvu:z 3min 01/152019 1458
Save
RETURN TO DETAIL
RETURN TO SELEGT
CANGEL
HEeLp
3. Perform one or more of the following tasks:
If... Then...
The word Camera is displayed + Proceed to the next step.

in both the Video Source and
Audio Source columns

This table is continued on the next page.
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If...

Checkboxes display in the Video
Source column

Then...
Select the camera views you want to include for each video, as follows:
) Front Copy only the video recorded from Camera Channel 1
Rear (forward facing zoom camera).
Front Copy only the video recorded from Camera Channel 2
< Rear (Backseat and/or Bullet cameras).
¥ Front Copy the video that was recorded from both Camera
#| Rear Channel T and Camera Channel 2. NOTE: When you choose
this option, the system will burn two separate video files
on the DVD that will appear as separate menu items. This
doubles your DVD space requirement.

Checkboxes display in the Audio
Source column

Select the audio sources that you want to include for each video. You may
select up to two audio sources for each video, as described below. These
audio tracks will play concurrently when watching the video.

« VLP1/In Car. The audio from the wireless microphone that's connected to
your Flashback’s VLP 1 port and the audio from your in-car microphone
(default).

* VLP2. The audio from the wireless microphone that's connected to your
Flashback’s VLP 2 port, if applicable.

p
© NOTE: Audio Playback

If you choose the VLP1/In Car audio setting, you will be able to toggle back and forth between two audio streams:
the stream from your first wireless microphone (VLP1) and the stream from your in-car microphone (In-car). On
your DVD player, the VLP1 audio stream is available on the left stereo channel, and the In Car audio stream is
available on the right stereo channel. You can use the balance controls on your DVD player to switch back and
forth between these two streams.

If you choose the VLP2 audio setting, that audio stream will be available on your DVD player’s left stereo channel,
and the right stereo channel will be mute.

4. Go to the Action menu and click Save. The Export Options pop-up is displayed.

Export Options ®
Destination Disc Options
£ Cackuplc Num Copies: 1

Name: Evidence Room Brawo
Job Count: 1
Disc Type: DVDRDL

' Manual Export

IS0
2 ZIP

Save

Video Description:

Cancel

Chain of Custody Log Level: Include basic logs '

5. Follow steps 7 - 8, and then 10 - 14 of the Downloading Video to Your PC in Data DVD Format procedure.
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Working with Cases

This chapter describes how to work with cases in DES applications.

© NOTE: DEF and DEV users

The contents of this chapter is not applicable to users of the DEF and DEV applications.

A case is a record that contains one or more videos and other data that pertains to an incident, such as a motor vehicle
accident. This feature allows you to conveniently gather all of an incident’s evidence in one record, allowing for easy viewing
and archiving of evidence.

Besides video, a case may contain other media files (such as photographs), subject names, comments, and general
information relating to the incident.

If you have a case that you access frequently, you may add it to a list of favorite cases. This feature provides you with a
quick and easy method to access those cases that you refer to frequently.

O NOTE: Cases in DEA applications

Cases can be created both on the Agency server and on the Precinct server(s). However, if a case is originally created
on a Precinct server, you cannot update it on the Agency server unless you first request control of that case from the
Precinct.

If you are a DEA Precinct user, occasionally, a user on the Agency server may request control of one of your case
records. When that happens, you will no longer be able to update that case on the Precinct server. However, you will still

be able to view, export, and/or generate a Chain of Custody Report for that case.
. J

Creating a Case

This section describes how to enter a new case. There are two methods for creating a new case:
Method 1: Open a new case and attach video(s) to it. This method is described below.
Method 2: Open a video and create a new case to attach it to.

Creating a Regular Case

This section describes how to enter a new case that has the typical access privileges. In a DES application, this means that
the case is either public or private. Public cases can be accessed by any user. Private cases can be accessed by the case’s
owner and users who have edit permissions.

To create a regular case:
1. Goto Home Menu and click Manage Cases. The Case Information pop-up is displayed.

Case Information x

Incident Date: Fea Citation Number: (7
Case Number: ¥ Case Display Name: L7}
Vehicle Registration #: (%} Owner: Ve
First Name: L] Last Name: L7)
Search Advanced Search Clear New Case
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2. Click New Case. The New Case form is displayed as shown on the next page. The fields on this form are described in
the corresponding table in Appendix 3 - Cases.

New Case

[ Detalls |
Owner: v]e visibility: Private|v| @
Restricted Viewing: [ | @ Display Name: (7]
Incident Date: 7 Case Number: (7]
Citation Number: w Vehicle Registration #: L7}
Vehicle Plate #: (7] Do Not Dispose: [ | @
Notations:
Save Reset Cancel

3. Select the name of the officer who will be the owner of this case from the Owner drop-down list.

Select Public or Private from the Visibility drop-down list to mark the case as public (viewable by all users) or private
(only viewable by its owner and users with edit permissions).

5. Enter the following information:
A descriptive name for this case in the Display Name field. This is a required field.
The case's incident date in the Incident Date field. Observe mm/dd/yyyy format. This is a required field.
+ Your agency’s case number in the Case Number field.
6. |If available, enter the following information associated with this case in the corresponding fields:
A citation number
A vehicle registration number
- Alicense plate number.

7. If the Do Not Dispose checkbox is displayed, you can select it to keep this case available online even after the Auto
Dispose Time has expired. NOTE: Once you select the Do Not Dispose checkbox, the system will not remove the case
from the server until you deselect that checkbox.

If there are any checkboxes to the right of the Notations field, select all that apply to this case.
Click Save. A confirmation message is displayed at the top of the Case Details page.

Searching for Cases

You can search for videos by a number of different criteria. Your DES application provides you with two search methods:
basic and advanced.

Search method Used to search for cases by some or all of these criteria...

Basic Case Information: Subject Information:
Incident Date « First Name
Citation Number + Last Name

Case Number

Case Display Name
Vehicle Registration #
Owner

Precinct
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Additional advanced search criteria

Advanced Case Information: Subject Information:
Creation Date Driver's License #
After Incident Date Race
Before Incident Date Gender
Vehicle Plate # Date of Birth
Comments
Notations

Button Description

Search Execute your search.

Advanced Search/ Basic

Toggle back and forth between the Basic Search form and the Advanced Search form.

Search
Clear Remove all entries and selections from the search form.
New Case Enter a new case record.

Performing a Basic Case Search

This section describes how to search for a case by the following criteria: incident date, citation number, case number, case
display name, vehicle registration number, owner, and subject first/last name.

1. Goto Home Menu and click Manage Cases. The Case Information pop-up is displayed.

Case Information x
Incident Date: 7] Citation Number:
Case Number: @ Case Display Name: (7}
Vehicle Registration #: () Owner: ﬂ L7]
First Name: (7] Last Name: L]
Search Advanced Search Clear New Case

If you see the Basic Search button, click it. Otherwise proceed to the next step.

Enter/select the field values you want to search on. The fields on this form are described in the corresponding table in

Appendix 3 - Cases.

4. Click Search. All cases that match your selection criteria are displayed on the Case Search Results page. The total
number of cases included in your search results is displayed at the top of the results list. The components on this page
are described in the corresponding table in Appendix 3 - Cases.

Home

SEaRCH VIDEC
ManaGe Cases
MEeDIA READER
User HeLrP

NEw Case
NEw SEARCH
BACK TO CASE

Details
i
i
i
i

CASE SEARCH RESULTS

K << Page 2 of 5 (46 total records) > 32

Display Name Case Number
MVA on Rt. 80 2019-000086
Peeping Tom 2018-000142
Auto theft 2018-000228

Robbery at Quick Check 2018-000297

Incident on Rt 46 =

Subject
Ostrum, Edward
Cates, Devin
Garber, Elaine

Multiple

Logged in user: Olga Kay
Lastlogin: 07/14/2020 20:11:57

Incident Date

02/01/2019

11/01/2018

10/02/2018

08/03/2018

01/02/2018

Logout

Status
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5. By default, cases are sorted chronologically by the video's start date/time. To sort the results differently, click the

column heading you want to sort by.

6. To view a case’s details, click the Details icon & beside that case. The Case Details page is displayed. The components

on this page are described in the corresponding table in Appendix 3 - Cases.
CASE DETAILS

m Case Details System Video Attached Media

Home
SEARGH VIDEO
MaNAGE CAsES

Display Name: Auto theft

Status: Online

WEDIA READER Owner: admin
UseR HELP
Visible: No
Creation Date: 10/30/2018 08:47
Incident Date: 10/02/2018 00:00

App ViDEO

Apb Mepia

ADD SUBJECT

ADD COMMENT
ExPORT

ADD To FAVORITES
CHaIN oF CusTODY
PRevious REsuLTs

Subjects Comments

Case Number: 2018-000228

Citation Number:

Vehicle Registration #:

Vehicle Plate #:

Notations:

Performing an Advanced Case Search

This section describes how to search for a case using additional criteria.

Logged in user: Olga Kay
Last login: 07/14/2020 20:11:57

Logout

1. Go to Home Menu and click Manage Cases. The Case Information pop-up is displayed. The fields on this form are
described in the corresponding table in Appendix 3 - Cases.

Creation Date: T After Incident Date: il 7]
Before Incident Date: i 7) Citation Number: L]
Case Number: (7] Case Display Name: (7]

Vehicle Registration #: (7] Owner: ﬂ L]
Vehicle Plate #: L7] Comments: L]
Notations: ﬂ L] First Name: L7]
Last Name: (7] Drivers License #: L7}
Race: :J L7} Gender: :| L]
Date of Birth: T
Search Basic Search Clear New Case

2. If you see the Advanced Search button, click it. Otherwise, follow steps 3 - 5 of the Performing a Basic Case Search

procedure.

Viewing Case Details

This section describes how to view cases and related information. Typically, you have access to your cases and any public
cases. Depending on your user role, however, you may have access to other cases as well.

1. Perform a basic or advanced search, as described in Searching for Cases on page 53. A list of cases is displayed.
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2. Click the Details icon & beside the case you want to view. The Case Details page is displayed.
The components on this page are described in the corresponding table in Appendix 3 - Cases.

CASE DETAILS

Logged in user: Olga Kay
Lastlogin: 07/14/2020 20:11:57

Logout

m Case Details System Video Attached Media Subjects Comments

HOME

Display Name: Auto theft Case Number: 2018-000228
SEARCH VIDEG
MANAGE CASES Status: Online Citation Number:
MEDiA READER Owmer: admin Vehicle Registration #:
User HELP
Visible: No Vehicle Plate #:
Creation Date: 10/30/2018 08:47 Notations:
Incident Date: 10/02/2018 00:00
ApD ViDEQ
ADD MEDIA
ADD SuBJECT
ADD COMMENT
ExPORT

Ao To FAVORITES
CHAIN oF CusTODY
PRrEvIOus REsuLTS

3. To view information about the case, perform one or more steps described in the following table. For more information
on components on each of the tabs, see Appendix 3 - Cases.

To... Do this...
View a case's videos 1. Click the System Video tab. All videos that are currently linked to this case display.
Case Details Attached Media Subjects Comments

System Video

Page 1 of 1 (2 total records)

Details | Play Video Owner Category DVR Type DVR Name Duration Video Start Remove

i | ] ! Officer Jones Body Worn Body Worn BWX-100 0 min 10/22/2019 15:08 x

i | 4 Officer Jones Body Worn Body Worn BWX-100 0 min 10/22/2019 15:15 *

2. Toview a video's details, click the video's Details icon i .

To play a video, click the video's Play button ®. The Flashback Player launches in a
separate window.

View a case's media 1. Click the Attached Media tab. All media files that are currently linked to this case are
attachments displayed.

‘Case Details System Video Attached Media Subjects Comments

Attached Media

Page 1 of 1 (1 total records)

Details Display Name Preview Uploaded By Collected By File Name Date / Time Delete

= admin =11 No Name@17-27:23@09:39:41 | 1558538992088_3000001275_181218_135853.mp4 | 05/22/2019 11:28 *®

2. Toview an attachment, click the folder icon in the Details column.

This table is continued on the next page.
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To... Do this...

View a case's subjects | « Click the Subjects tab. All subjects that are currently linked to this case are displayed.

CaseDetails  SystemVideo  Attached Media [JEfITZI50  Comments

Case Subjects

FPage 1 of 1 (2 total records) > » 2

Full Name Date of Birth Gender Race Type Edit Delete
Marion Garnsey 11/14/1963 Female Hispanic Victim 2 bat
Devin Cates 10/08/1969 Male White Witness £ x
View a case's + Click the Comments tab. All comments that are currently linked to this case are
comments displayed.

Case Details System Video Attached Media Subjects

Page 1 of 1 (2 total records)

Date User Text Edit Delete
05/02/1970 02:25 mvadmin Officer Day will be required to testify at trial P o
05/02/1970 02:25 mvadmin Spoke to DA’'s office regarding trial date e *

Requesting a Case's Media Files from a Remote Precinct

© NOTE: DEA Agency users only

This workflow is only applicable to users of the DEA Agency application.

When a case is originally created on a Precinct server, you may find that some of the case’s videos or media attachments
are offline, that is, not viewable from the Agency server. In this instance, you can use the Request Media option to transmit
that media from the Precinct server to the Agency server.

To request media files:
1. Follow steps 1 - 2 of the Viewing Case Details procedure.

2. Go to the Action menu and click Request Media. A confirmation message is displayed.
The requested files will be transmitted to the Agency server during the next server-to-server communication.

Updating Cases

Periodically, you may need to add/remove data from a case, including videos, subject names, media attachments, and
comments. Typically, you can only update cases that you own. Depending on your permissions, however, you may be able to
update other cases as well.

© NOTE: DEA Agency users

If a case was originally created on a Precinct server, you must have control of that case before you can update it. For
instructions, see Requesting Control of a Case from a Remote Precinct in the DES Administrator’'s Guide.

Adding or Removing Case Videos
To add or remove videos:
1. Search for and display the case you want to add a video to. The Case Details page is displayed.
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2. Go to the Action menu and click Add Video. The Choose Video to Add pop-up is displayed. The most recent video you
viewed will be displayed on this pop-up.

Choose Video to Add x

# Add Video: Officer Zalewski

Search for Video to add to Case: Reckless Driver

Next Cancel

3. DEA Precinct users: check the value of the Locked field.

If... Then...

The value is Yes This case is controlled by the Agency server. You cannot update it. End of procedure.

The value is No This case is controlled by the Precinct server. You can update it as long as you have the proper
permissions.

To add the displayed video to the case, click Next, and then skip to step 5.
5. To search for a different video to add to the case, perform the following steps:
a. Select the Search for Video to add to Case radio button, and then click Next. The Media Information pop-up is

displayed.
Media Information x
Date: Fe DVR: ﬂ )
System ID: (7] Owner: ﬂ (7]
Category: ﬂ L7

Search Advanced Search Clear

b. Search for and display the video you want to add. (If necessary, review Searching for Videos on page 20)
c. Go tothe Action menu and click Add To Case. The Add Video to Case pop-up is displayed.

Add Video to Case x

*' Add to Case: Reckless Driver
Add to New Case
Search for Case to Add

Next Cancel

d. Click Next. The Case Details page is displayed.
6. Click the System Video tab. The new video now is displayed on the case’s video list.
To add another video to this case, repeat steps 2 - 5.

8. Toremove a video from a case, locate it on the case's video list, then go to the Remove column and click the cross icon
. The system removes the selected video from the list.

Adding or Removing Case Media Attachments
To add or remove media attachments:
1. Search for and display the case you want to attach a file to. The Case Details page is displayed.
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2. DEA Precinct users: check the value of the Locked field.

If... Then...

The value is Yes This case is controlled by the Agency server. You cannot update it. End of procedure.

The value is No This case is controlled by the Precinct server. You can update it as long as you have the proper
permissions.

3. Go to the Action menu and click Add Media. The Add External Media page is displayed. NOTE: If a security pop-up is
displayed, select the checkbox at the bottom of the pop-up, then click Allow. Next, select the checkbox at the bottom of
the second pop-up, then click Run.

|| Add Exterral Media 8 s

Add External Media

To upload user media to be attached to the current case, please complete the following steps:

= Browse to the folder containing the files to upload.
= Seled: the file(s) you wish to uplead. (Note you can multi-select by holding the "Ctrl" key while clicking)
« Click the 'Upload Selected File(s) button belows.

Select Files for Upload

Look In: ||j Documents |'| £ |3 E:
1 My Received Files

[ config.xmi

File Name: \

Files of Type: ‘AIIFiIea -

Evidence Collected by: |‘1 Leo Lorenzetti@17:35.... |v_

| upload Selectad File(s)

4. Using the Look in: drop-down list, navigate to the disk drive location where the file is located.
5. Click the file or files you want to link. To select more than one file, hold the Ctrl key down while you click each file.

6. If the owner of this case is the same person who is responsible for collecting this evidence (default), skip to step 7.
Otherwise, proceed to the next step.

7. Go to the Evidence Collected by field and select the name of the officer who is responsible for collecting this evidence.

8. Click Upload Selected File(s). After the selected files are uploaded, a confirmation message is displayed.

9. Click OK, and then close the Add External Media pop-up.

10. Click the Attached Media tab. Your newly added files display on the Attached Media list.

11. To remove the attached media file, locate it on the list, then go to the Delete column and click the cross icon 'X The
system removes the selected file from the case’'s Attached Media list.

Adding, Removing, and Updating Case Subjects
To add, remove, or update a subject:
1. Search for and display the case you want to add a subject to. The Case Details page is displayed.
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2. DEA Precinct users: check the value of the Locked field.

If... Then...

The value is Yes This case is controlled by the Agency server. You cannot update it. End of procedure.

The value is No This case is controlled by the Precinct server. You can update it as long as you have the proper
permissions.

3. (o to the Action menu and click Add Subject. The Subject Information pop-up is displayed.

Subject Information

First Name:
Last Name:
Middle Name:

Prefix Name:

S & & & ¢

Suffix Name:
Date of Birth: L]
Drivers License #: L]
Race: vy
Gender: L7

Type: 7]

Save Cancel

4. Enter/select the subject’s information in the corresponding fields and lists:
+  First Name
Last Name
Middle Name, if applicable
Prefix Name (Mr., Mrs., Ms,, etc.)
- Suffix Name, if applicable (Jr,, Ill, etc.)
Date of birth. Observe mm/dd/yyyy format.
Driver's license number, if applicable.
Race, if your agency is using the Race field.
- Subject’s gender.
Type of subject, if your agency is using the Type field.
Click Save. A confirmation message is displayed.
Click the Subjects tab. Your newly added subject is displayed.
To add another subject to this case, repeat steps 2 — 4.

© N o o

To remove a subject from the case, locate the subject's name on the list of subjects, then go to the Delete column and
click the cross icon #%. The system removes the selected subject from the case’s Subjects list.

9. To update a subject, locate the subject's name on the list of subjects, click the pencil icon #"in the Edit column, and
then enter/select your changes in the displayed Subject Information pop-up. Click Save to close the pop-up.
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Adding, Removing, and Updating Case Comments

To add, remove, or update comments:

1. Search for and display the case you want to add a comment to. The Case Details page is displayed.
2. DEA Precinct users: check the value of the Locked field.

If... Then...

The value is Yes This case is controlled by the Agency server. You cannot update it. End of procedure.

The value is No This case is controlled by the Precinct server. You can update it as long as you have the proper
permissions.

3. Gotothe Action menu and click Add Comment. The Please Add Your Comment Below pop-up is displayed.

Please Add Your Comment Below: x

You have 256 characters left.

Save Cancel

Enter your comment in the space provided, then click Save.
Click the Comments tab. The new comment is displayed on the Comments list.

To remove a comment, locate it on the list of comments, then go to the Delete column and click the cross icon #. The
system removes the selected comment from the case’'s Comments list.

7. To update a comment, locate it on the list of comments, then click the pencil icon #"in the Edit column, and enter your
changes in the displayed pop-up.

Please Edit Your Comment Below: x '

[spoke to DA's office regarding trial date

You have 215 characters left.

Save Cancel

8. Click Save to close the box.

Adding and Removing Favorite Cases

This section describes how to add or remove a case to or from your favorite cases list. This feature provides you with a
quick and easy method to access those cases that you refer to frequently.

In order to add or remove a case to or from your favorite cases list, you must be the case’s owner or have edit permissions.
To add or remove a favorite case:

1. Search for and display the case you want to add to your favorite cases list. The Case Details page is displayed.

2. Go to the Action menu and click Add To Favorites. The Add Description for Favorite pop-up is displayed.

Add Description for Favorite ®

Case Display Name: Reckless Driver
Description: | |

Save Cancel

3. Enter a description for the case in the field provided, then click Save. The selected case is added to your favorite cases
list. To view that list, go to User Preferences and click Favorite Cases.
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4. Toremove a favorite case, locate it in the list, then go to the Delete column and click the cross icon . The system
removes the selected case from the favorite cases list.

Marking a Case for Disposal

This section describes how to mark, or flag, a case for disposal.
4 )
© NOTE: About cases for disposal

Disposal is the process of changing a case’s status from online to offline. Once a case is offline, you can still view
the case record, but you can't export it or add any new attachments to it (i.e., videos, media files, subjects, and/or
comments). After a case goes offling, it enters a “countdown” period, after which it can no longer be restored to the

Server.
. J

Perform this task when you no longer need to track a case online.
1. Search for and display the case you want to dispose of. The Case Details page is displayed.
2. Gotothe Action menu and click Dispose. The value of the Status field changes to Offline.

© NOTE: About the Dispose action

If the Dispose option is not displayed, it means that the dispose feature is not available for this case. Either the
case is already offline, it is too young to be disposed of, or the case’s Do Not Dispose checkbox is selected. For
more on the Do Not Dispose feature, see step 7 of Creating a Regular Case on page 52.

Reactivating Offline Cases

An offline case is a case that you can view but not export or add attachments to (i.e., videos, media files, subjects, and
comments). If you want to perform these tasks again, you will first have to reactivate the case. Reactivation is the process
of restoring a case to the server from a backup disc or external backup device.

There is a limited time period in which you can reactivate an offline case. This time period depends on a system setting
chosen by your System Administrator. You can tell that a case has exceeded this time limit when you can no longer view its
record online.

Reactivating a Case from a Backup Disc
This section describes how to reactivate, or restore, an offline case from an archive or export disc.

| O NOTE: About backup mode

If your backup mode is set to EXTERNAL, use the Reactivating a Case from an External Backup Device procedure. If
you're not sure what your backup mode is, ask your System Administrator.

© NOTE: Permissions

Use this procedure if you have reactivating privileges and you have physical access to the backup disc. Otherwise see
Submitting a Request to Reactivate a Case on page 64.

To determine if you have reactivating privileges, look in the Action menu. If you see the Reactivate Now option, you
have reactivating privileges. If only Request Reactivation is displayed, you do not have reactivating privileges.
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To reactivate an offline case:

1.

Perform one of the following tasks:

To... Do this...

Reactive a case for your own use

Search for and display the desired case.

Reactive a case for another user | 1.

Go to Home Menu and click Home. The Welcome Home page is displayed.

WELCOME HOME
Logged in user: Olga Kay
Last login: 07/14/2020 20:11:57
Logout

Mezeage Board

Hoke @ MyMessages (O All Messages
SEARCH VIDEO
Manage Cases Inbox Messages
Mepia ReADER K <€ £ Page 1 of 1 (7 total records) > »
ussatias Date State Message Text Actions
> S
I 05/02/1970 21:07 Queued Please restore Case 'Reckless Driver to an online status. [0 I
P User P
04/25/1970 00:11  Requested A request 1o view system video #42 has been sent by Officer Zalewski. (Reason: Criminal investigation) g e
04/25/1970 00:10  Requested Arequest to view system vidao #44 has been sent by Officer Zalewski. (Reason: Discovery) ®

04/23/1970 21:45 Incoming Anewly discovered DVR: "BWX BWC_001" with SN: 3000001381 was inseried with no group assignment. KL

04/23/1970 21:45  Completed MNew DVR was discovered and added to your server, dvr name="BWX BWC_001". x
04/19/1970 1952 Completed Export B&E on Elm Sireet Disc 1 of 1 is now ready for download. ®x
04/19/1970 19:33  Completed Export MVA on Rr. 80 Disc 1 of 1 Is now ready for dovmload. ®x
K ¢ < Page 1 of 1 (0total records) > » 3l
Date State Message Text Actions

Locate the reactivation request on your Inbox Messages list, then click the
View Case Detail icon &3,

The Case Details page is displayed.

Go to the Action menu and click Reactivate Now.

If a security pop-up is displayed, select the checkbox at the bottom of the pop-up, then click Allow. The Reactivate Case
pop-up is displayed. The Reactivate Case pop-up may appear slightly different depending on whether this case was
previously backed up to an Archive disc (Certified Backup Disc) or an Export disc (User-Requested CertiBackup).

4. Perform one of the following tasks:

If...

Then...

The center column reads DVD Label

Locate the Certified Backup disc whose number is listed in the DVD
Label column.

The center column reads File
Size(MB)

Proceed to the next step.

Insert the backup disc in your PC's CD/DVD tray. (Must be either a Certified Backup Disc or an Export disc that is in Data

DVD format.) Give the computer a few seconds to read the DVD, then proceed to the next step.

case has been successfully restored.

© NOTE: Session timeout

Click Read DVD or Restore File(s). After a momentary delay, the Case Details screen will redisplay, indicating that the

If your session “times out” during the reactivation, you need to adjust your Session Timeout setting. Ask you
System Administrator to change this setting.
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Reactivating a Case from an External Backup Device

This section describes how to reactivate, or restore, an offline case from an external backup device, such as a tape drive.
Use this procedure if your Backup Mode is set to EXTERNAL.

© NOTE: For EXTERNAL backup mode only

Use this procedure if your Backup Mode is set to EXTERNAL. If you're not sure what your backup mode is, ask your
System Administrator.

© NOTE: Permissions

Use this procedure if you have reactivating privileges. Otherwise see Submitting a Request to Reactivate a Case on
page 64.

To determine if you have reactivating privileges, look in the Action menu. If you see the Reactivate Now option, you
have reactivating privileges. If only Request Reactivation is displayed, you do not have reactivating privileges.

To reactivate an offline case:

1. Follow steps 1 - 2 of the Reactivating a Case from a Backup Disc procedure. The Directories to Restore for Reactivation
page is displayed.

2. Using the software that came with your backup device (e.g., tape backup software), restore the directory(ies) that are
listed in the Server Path column.

3. Go to the Action menu and click Continue. After a momentary delay, a confirmation message will display.

Submitting a Request to Reactivate a Case

This section describes how to submit a request to reactivate an offline case, that is, ask another user to copy a case from
a Certified Backup Disc to the server. Specifically, this procedure will display a message on the Inbox Messages list of all

users who have reactivation privileges. The message will include the CBD number for the disc that contains the case you

wish to restore (e.g., Please restore case 123 to an online status).

© NOTE: Permissions

Use this procedure if you do not have reactivating privileges and/or you do not have access to the backup disc. To
determine if you have reactivating privileges, look in the Action menu. If you see the Reactivate Now option, you have
reactivating privileges. If only Request Reactivation is displayed, you do not have reactivating privileges.

To submit a reactivation request:
1. Search for and display the desired case. The Case Details page is displayed.

2. Go to the Action menu and click Request Activation. A confirmation message is displayed. An activation request will
be displayed on the Inbox Messages list of all users who have reactivation privileges. After a user with reactivation
privileges restores your case, a confirmation message will appear on your Inbox Messages list. You will see the word
Completed in the message’s State column.
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Generating a Chain of Custody Report for a Case

This section describes how to generate a Chain of Custody Report for a selected case.

© NOTE: About chain of custody reports

This report contains a log of all operations that have been performed on the case, such as Export of Case Completed.
It shows the time and date on which an activity occurred, as well as the user name of the officer who performed the
action, if applicable. If the User field is blank, it means that the system performed the action.

To view the Chain of Custody report, you must have Adobe Reader installed on your PC.
To generate and display the report:

1. Search for and display the case you want to report on. (If necessary, review Searching for Cases on page 53) The
Case Details page is displayed.

2. Go to the Action menu and click Chain of Custody. The Chain of Custody Options pop-up is displayed.

Chain of Custody Options
Chain of Custody Log Level: |[THIGERERTSET

QK Cancel

3. Make your selection from the Chain of Custody Log Level drop-down list, and then click OK. The system downloads the
report to your PC’'s Downloads folder.

4. Navigate to your Downloads folder, and then double-click the PDF report file. The Case Chain of Custody Report is
displayed in Adobe Reader.

Fie_fgn Yiew Wedow Help
5 open | T crema - @ = el BB Custamize =
]| v | =@l HB Tosls | FM8Sign | Comment

Case Chain of Custody Report

) E? ) Safe Fleet
SAFE FLEET SF Mobile-Vision

2600 Laks Lusien Drive, Maitland, FL
B00-336-8478

Case Number: 2019001
Citation Number:
Tmeident Date: 04021970

Velicle Registration #:
Velicle Plate o; ULUIS0D

Netations: Traffic violation

First Nai Devin First Name: Marion
Last Name: Cates Last Name: Gamsey
Middle Tnitial: Middle Tnitial:

Prefix Name: Prefix Name:

Sulfix Name: Sulfix Name:

DOB: 10/08/1969 DOB: 11141963
Drivers License Drivers License

Date User Action
05021970 21:28  nnvadmin Case Reactivated
08021970 21:06  mvadasin Case Reactivated

ALPANOTA AT mmeadein Faca Crastad

5. To print this report, go to the Acrobat menu bar and click the printer icon in the upper left corner. The Print pop-up is
displayed.

6. Select your desired printer settings, then click Print. The report is sent to your active printer.
Click the cross icon in the upper right corner of the page to exit Adobe Reader.
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Downloading Case Files to Your PC
This section describes how to download selected cases and their associated videos to your PC. If you have the proper
permissions, you can download videos in the following formats:

Data DVD

Interchange

For more information on these formats, refer to Available File Formats for User-Requested DVDs on page 72. For a side-
by-side comparison of the formats, see a corresponding table in Appendix 4 - DVDs.

© NOTE: Permissions

You must have the proper permissions to perform these tasks. For more information, contact your System
Administrator.

Downloading a Case to Your PC in Data DVD Format

Perform this procedure if you want to email a case’s video, put it on a USB drive or other external device, and/or play it back
locally without having to burn it to a disc. If you want to download this case for the sole purpose of burning a DVD, see
Burning a Case to a Data DVD on page 74 instead.

A Data DVD download will include some or all of the following:
Selected videos from the case
General information associated with the videos (Officer Name, DVR, Start/End Times, System ID)
The Chain of Custody Report
Selected media files attached to the case, if applicable
A copy of the Flashback Player.
To download a case in Data DVD format:
1. Search for and display the case you want to download. The Case Details page is displayed.
2. Go to the Action menu and click Export. The Export Case page is displayed.

EXPORT CASE

Logged in user: Olga Kay
Last login: 07/14/2020 20:11:57

Logout

m IV Attached Media

Home

System Video

SEARCH VIDED

ManaGe Cases Output Format: Data DVD v

Meou Reaper e« < Page 1of 1 (2 total records) > 3

User HELP

Deselect All Video Officer Category DVRID Duration Date / Time

m ] MDole Mo Citation FB2 012 5 min 031182018 11:12
S —

Swve c No Name Body Wom BWX 4 1 min 0911272019 0721
DESELECT ALL

CancEL

Deselect the checkboxes beside videos you want to exclude from this download.
Select Data DVD from the Output Format drop-down list.
If you see the Attached Media tab, click it and then deselect the checkbox to the left of each file you want to exclude.

o g~ W

Go to the Action menu and click Save. The Export Options pop-up is displayed, as pictured on the next page.
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Export Options %

Destination Disc Options

© Backup PC Num Copies:; 1
Name: Evidence Room Bravo Chain of Custody Log Level: Include basic logs b

Job Count: 1
Disc Type: DVDRDL

Manual Export
150
ZIP

Video Player Options Depending on your
(7] Show GPS user permissions,
these checkboxes may

Show Speed )
pe or may not display

Save Cancel

Select the Manual Export radio button, and then the ZIP radio button.
Make your selection from the Chain of Custody Log Level drop-down list.
If a Video Player Options section is displayed in the lower left corner of the Export Options pop-up:
Select the Show GPS checkbox to include GPS data with the Flashback Player in this download.
Select the Show Speed checkbox to include vehicle speed data with the Flashback Player in this download.

10. Click Save. The system begins processing your request. A copy of this request will display on your Welcome Home
page under Sent Messages. When processing is complete, a confirmation message will display on your Welcome
Home page under Inbox Messages.

11. Go to your Inbox Messages and click the download icon next to the export confirmation message.

Inbox Messages

Page 1 of 1 (5 total records)
Date State Message Text Actions
10/30/2019 15:56  Completed Export Reckless Driver Disc 1 of 1 is now ready for download. q@ x

If you do not see the download icon, the system is still processing your request. Go to Home Menu and click Home
to refresh your screen.

A Windows message is displayed.

What do you want to do with 168E24F1C250050568ACC48_5.zip (210 MB)? op ~ e | o
From: 166.20.101.38 o Save ancel

12. Select Save As from the Save drop-down list. The Save As pop-up is displayed.

13. Navigate to the disk drive location where you want to temporarily save this file, and then, if desired, enter a new name in
the File name field.

14. Click Save. The system copies your file to the selected location. When the download is complete, a confirmation
message is displayed.

Downloading a Case to Your PC in Interchange Format

This section describes how to download selected videos from a case to your PC in interchange format. For a detailed
description of this format, see Available File Formats for User-Requested DVDs on page 72.
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Perform this procedure if you want to email a case’s video, put it on a USB drive or other external device, play it back locally
without burning it to a disc, and/or import the video into another software application. If you want to download this case for
the sole purpose of burning a DVD, see Burning a Case to an Interchange Format DVD on page 79 instead.

A WARNING: Video authenticity

Once a video has been exported in interchange format, its authenticity can no longer be verified. Such video can be
edited and tampered with using commercial video editing software.

To download a case in Interchange format:
1. Follow steps 1 - 2 of the Downloading a Case to Your PC in Data DVD Format procedure.

2. Go to the Output Format field and select Interchange Format from the drop-down list. Two new columns are displayed:
Video Source and Audio Source.

EXPORT CASE
Logged in user: Olga Kay
Last login: 07/14/2020 20:11:57
Logout

Home

SEARCH VIDEO
MANAGE CASES ‘Output Format: Interchange Format v
MEDiA READER
User Hewr

» USER PREFERENCES 2]

SAvE o] R No Name Body Wom BWX 4 Camera Camera 1 min 09/1272018 07:21
DESELECT ALL ol

CancEL
Hewp

System Video

K << < Page 1 of 1 (2 total records) 3 3
Deselect All Video Officer Category DVRID Video Source Audio Source Duration Date / Time

[] Front [Z]VLP1An Car [JVLF2

1l FI 1
M Dole No Citation B2 012 ClRear

5 min 03/182018 11:12

3. Deselect the checkboxes beside videos you want to exclude from this download.
Perform one or more of the following tasks:

If... Then...

The word Camera is displayed + Proceed to the next step.
in both the Video Source and
Audio Source columns

Checkboxes display inthe Video | + Select the camera views you want to include for each video, as follows:
Source column

7 Front Copy only the video recorded from Camera Channel 1
Rear (forward facing zoom camera).
Front Copy only the video recorded from Camera Channel 2
< Rear (Backseat and/or Bullet cameras).
) Front Copy the video that was recorded from both Camera
¥ Rear Channel 1 and Camera Channel 2. NOTE: When you choose
this option, the system will burn two separate video files
on the DVD that will appear as separate menu items. This
doubles your DVD space requirement.

This table is continued on the next page.

© Safe Fleet | February 2021 | All rights reserved 68 Part #700-8007 R2



Digital Evidence Series Officer's Guide Working with Cases

If... Then...
Checkboxes display inthe Audio | - Select the audio sources that you want to include for each video. You may
Source column select up to two audio sources for each video, as described below. These

audio tracks will play concurrently when watching the video.

* VLP1/In Car. The audio from the wireless microphone that's connected to
your Flashback’s VLP 1 port and the audio from your in-car microphone
(default). See note on the next page.

* VLP2. The audio from the wireless microphone that's connected to your
Flashback’s VLP 2 port, if applicable

O NOTE: Flashback audio playback

If you choose the VLP1/In Car audio setting, you will be able to toggle back and forth between two audio
streams: the stream from the wireless microphone that's connected to your Flashback’s VLP 1 port, and the
stream from your in-car microphone. On your DVD player, the VLP1 audio stream is available on the left stereo
channel, and the In Car audio stream is available on the right stereo channel. You can use the balance controls
on your DVD player to switch back and forth between these two streams.

+ If you choose the VLP2 audio setting, the audio stream from the wireless microphone that's connected to your
Flashback’s VLP 2 port will be available on your DVD player’s left stereo channel, and the right stereo channel

will be mute.
\\§ 4

5. Go to the Action menu and click Save. The Export Options pop-up is displayed.

Export Options x

Destination Disc Options
@ Backup PC Num Copies: 1
Name: Evidence Room Braw Chain of Custody Log Level: Include basic logs v
Job Count: 1

Disc Type: DVDRDL

Manual Export
150
O e

Save Cancel

6. Follow steps 7 - 8, and then 10 - 14 of the Downloading a Case to Your PC in Data DVD Format procedure.
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About Evidence Backup and Sharing

This chapter describes how to back up evidence to DVD or Blu-ray media, and how to share digital evidence via a secure
cloud.

About DVDs

This chapter describes how to create DVDs for backup and/or evidential purposes. This process may be either automatic
(i.e., system-requested) or manual (i.e., user-requested). Unless otherwise noted, the term DVD is used throughout this
chapter to refer to both DVD and Blu-ray discs.

© NOTE: DEF users

The workflows described in this chapter are not available to users of the DEF application.

© NOTE: Permissions

Depending on your user role, you may not have the proper permissions to perform all of the tasks described in this
chapter.

Certified Backup Discs

Your DES software interfaces with a robotic DVD burner or Blu-ray burner. If archiving is enabled, the system uses this
burner to create periodic backup discs based on rules that you set in the application. This process occurs automatically
without any action on your part. The automatic archive discs that the disc burner generates are called Certified Backup
Discs. The sole purpose of these discs is to restore system data at a later date, should the need arise.

User-Requested Certified Copies

User-requested certified copies are video and/or case files that you burn to DVD on an as-needed basis for evidential and/or
backup purposes. The process of copying files for the purpose of creating a DVD is called exporting. Therefore this type of
disc is sometimes referred to as an “export” disc.

O NOTE: Disc capacity and burn times

The storage capacity and burn times of your discs will vary depending on the type of disc you select. For more
information refer to Appendix 4 - DVDs.

The burn times refer to the time it takes to burn a disc once the job’s status changes from Queued to Working. If
your server has a high maximum queue size and there are a number of queued DVD jobs ahead of your job, it could
take hours for your job to even start.

When burning discs, please leave approximately 5% of each disc free for system information. For example, if you
are burning to a disc that has a maximum storage capacity of 8.5 gigabytes, the data you select for that disc should

L be approximately eight gigabytes or less. )

Available File Formats for User-Requested DVDs

Refer to the following table for information on available file formats for user-requested DVDs. For a side-by-side comparison
of DVD file formats, see a table in Appendix 4 - DVDs.
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© NOTE: Available DVD formats

Two additional formats, Uncompressed and FOIA Redacted, are only available to System Administrators and other
users with the required permissions. For more information on these formats, refer to the DES Administrator’s Guide.

onany PC DVD
player using the
Flashback Player.

\\§ 4
File format Uses Advantages Disadvantages
Data DVD Can be played Listen to three audio streams Cannot be played in

View images from all cameras

Automatically advance to "Trace Point"
placeholders inserted in the video at the
time it was recorded

View general information associated with
the videos

View additional information that is
displayed only on the Flashback Player,
such as the active video and audio feeds,
brake activation, and video trigger

View the Chain of Custody Report
View selected media files for a case

a standard consumer
DVD player
connectedtoa TV.

Consumer DVD

Can be played

in any standard
consumer DVD
player that
connectstoa TV.

Useful for playing a
video in courton a
large screen TV for
ajury to see.

Can also be played
on a Windows

PC equipped with
a DVD player

and appropriate
software.

Comes with a customizable DVD menu.

Lacks the special
viewing options

available with the
Flashback player.

Requires the
Consumer DVD
module (available
free of charge to all
our customers).

Interchange DVD

Allows to import
videos into
various third-party
applications, such
as video editing
software.

Lacks the special
viewing options

available with the
Flashback player.

Anyone with access
to the video could
potentially tamper
with it.

Converting a video to
interchange format
effectively breaks the
chain of custody.
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About Digital Evidence

You can share digital evidence, such as videos and case information, from within DES via the secure Safe Fleet Cloud using
the Cloud Courier feature. Digital evidence shared in this way becomes accessible to parties outside of your agency that
requested the evidence.

The following file types can be shared via the cloud:
Video
Still images
Documents.

© NOTE: DEA Precinct, DEV, and DEF users

This feature is not available to users of the DEA Precinct, DEV, and DEF applications.

Burning DVDs

This section describes how to burn video and case records to a DVD. In order to burn a DVD on your PC, you need to have
DVD burning software installed, such as Roxio Creator. Contact your System Administrator to find out which software is
recommended for use at your agency.

Burning Case Records to DVDs

To burn an evidential or backup DVD, also referred to as an “export” disc, you must forward a burn request to the Backup
PC's job queue.

© NOTE: DEV users

The workflows described in this section are not available to users of the DEV application.

Burning a Case to a Data DVD

This section describes how to burn case information to a Data DVD using either your agency's robotic DVD burner, or your
PC's DVD burner.

To burn a case to a Data DVD:

1. Search for and display the case you want to burn. (If necessary, review Searching for Cases on page 53) The Case
Details page is displayed.

CASE DETAILS
Logged in user: Olga Kay
Last login: 07/14/2020 20:11:57
Logout

m (Wi systemVideo  Attached Media  Subjects | Comments

Home Display Name: Auto theft ‘Case Number: 2018-000228
SEARGH VIDEO

MANAGE CASES Status: Online Citation Number:

MEDIA READER Owner: admin Vehicle Registration #:
UseR HELF

Creation Date: 10/30/2018 0847 Notations:
Incident Date: 10/02/2018 00:00

Aco ViDED

Visible: No Vehicle Plate #:
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2. Go to the Action menu and click Export. The Export Case page is displayed.

ExPORT CASE

Logged in user: Olga Kay
Last login: 07/14/2020 20:11:57

Logout

m [FSVATS  Attached Media
HoNe System Video
SEARCH VIDEO

Manace Cases Output Format: Data DVD v
MEDIA READER

% < Page 1 of 1 (2 otal records) > % 3l
UseRr Hewe

Deselect All Video Officer Category DVR ID Duration Date / Time

M Dole Mo Citation FB2012 5 min 0318/2018 11:12

No Name Body Worn BWX 4 1 min 0911212019 07:21

HELP

O NOTE: Missing data

If any of the file names are “grayed out”, it indicates that the media file is missing. That data will therefore not be
included in your export.

To include some, but not all, of the case’s videos on your DVD, deselect the checkbox beside each video you want to
exclude.

Select Data DVD from the Output Format drop-down list.

If you see the Attached Media tab, click it and then deselect the checkbox to the left of each file you want to exclude.
Go to the Action menu and click Save. The Export Options pop-up is displayed.

Export Options x

|
| Destination Disc Options
@ Backup PC Num Copies: 1
| Name: Evidence Room Braw Video Description:

Job Count: 1

Disc Type: DVDRDL
| L EST Chain of Custody Log Level: Include basic logs a
| 150
| Cae

Video Player Options .
e — Depending on your
SHONCHS user permissions,
these checkboxes may
or may not be displayed

A

Show Speed

Save Cancel

This workflow continues on the next page.

© Safe Fleet | February 2021 | All rights reserved 75 Part #700-8007 R2



Digital Evidence Series Officer's Guide Burning DVDs

7. Perform one of the following tasks:

If... Then...

You are using a robotic DVD burner | 1. Select the Backup PC radio button.

2. Select a new backup PC from the drop-down list if your agency has more
than one robotic DVD burner and you do not want to use the backup PC
displayed in the Name field; otherwise, proceed to the next step.

3. Enter the desired quantity in the Num Copies field.

If you see the Subject on Disc Label drop-down list, select a name from the
list. This is the name that will print on the disc label.

You are using your PC's DVD burner | 1. Select the Manual Export radio button.

2. To export this data for the sole purpose of burning a DVD, select ISO;
otherwise, select ZIP.
NOTE: Selecting a ZIP radio button will copy your videos and any metadata
to a folder first.

O NOTE: Backup PC selection

Whenever you submit a request to burn an export disc, the system will automatically analyze your backup PC
resources to determine which backup PC has the fewest number of jobs in its queue. It then displays that backup
PC in the Name field on the Export Options pop-up. Although you can override this selection if desired, the system
choice will typically give you the fastest burn time.

8. Make your selection from the Chain of Custody Log Level drop-down list.
9. If a Video Player Options section is displayed in the lower left corner of the Export Options pop-up:
Select the Show GPS checkbox to include GPS data with the Flashback Player in this case/video export.
Select the Show Speed checkbox to include vehicle speed data with the Flashback Player in this case/video export.

10. Click Save. The system places your burn request in the burn queue and is displayed a status message on your Welcome
Home page under Sent Messages.

If... Then...

You are using a robotic DVD burner, it will automatically burn + Once you see the Completed message in
the DVD when your request reaches the top of the list. A status your Inbox, you may retrieve the disc from
message will then appear on your Welcome Home page under your burner’s output tray. End of procedure.

Inbox Messages notifying you that the job is complete.

You are using your PC's DVD burner, a confirmation message will be | + Proceed to the next step.
displayed on your Welcome Home page under Inbox Messages.

11. Go to your Inbox Messages and click the download icon next to the export confirmation message.

Inbox Messages

Page 1 of 1 (5 total records) 1
Date State Message Text Actions.
10/30/2019 15:56  Completed Export Reckless Driver Disc 1 of 1 is now ready for download. "@ 3G

This workflow continues on the next page.
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If you do not see the download icon, the system is still processing your request. Go to Home Menu and click Home
to refresh your screen.

A Windows message is displayed.

What do you want to do with 168E24F1C250050568ACC48_5.zip (210 MB)? N —— «
From: 166.20.101.38 Open Save ance

12. Select Save As from the Save drop-down list. The Save As pop-up is displayed.

13. Navigate to the disk drive location where you want to temporarily save this file, and then, if desired, enter a new name in
the File name field.

14. Click Save. The system copies your file to the selected location. When the download is complete, a confirmation
message is displayed.

168E24F1C250050568ACC48_5.zip finished downloading. Open ‘Open folder View downloads X

15. Use the Windows Disc Image Burner or other commercial disc burning software to burn the case to DVD.

Burning a Case to a Consumer DVD

This section describes how to burn selected videos from a case to a Consumer DVD. Your burn time will be approximately
three hours per 120 minutes of video.

© NOTE: Burning Consumer DVDs

You can only create Consumer DVDs using single- or double-layer DVDs, not Blu-ray discs.
Consumer DVDs are usually burned using your agency'’s robotic DVD burner.

Alternatively, you can first export the case file in the Interchange format by following the steps of the Downloading
a Case to Your PC in Interchange Format procedure, then extract the files from the exported ZIP file and convert
them into a format that can be played on a consumer DVD player prior to burning them, using commercial DVD

burning software or video editing software.
. J

To burn a case to a Consumer DVD via the robotic DVD burner:
1. Follow steps 1 - 3 of the Burning a Case to a Data DVD procedure.

2. Select Consumer DVD from the Output Format drop-down list. Two new columns are displayed: Video Source and
Audio Source. (see no. 1 below).

EXPORT CASE
Logged in user: Olga Kay
Last login: 07/14/2020 20:11.57
Logout

Home
SEARCH VIDED

System Video

MANAGE CASES Output Format: Consumer DVD v Total Video:6 minute(s) Max:120 minutes
MEpus READER 1(2 total records) I
User Hep :
m Deselect All Video Officer Category = DVRID Video Source Audio Source Duration Date / Time
Front EJvLPt (JvLP2 [in C:

] MDole | NoCitaion FB2012 F}R::r = = LINCAR smin | oanezots 11:12
BANE =] Ne Name Body Wom BWX 4 Camera Camera 1 min 09/12/2019 0721
DeseLEcT ALL
CANGEL

HeLP
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Notice the message in the upper right corner (see no. 2 above). This display indicates what the current and maximum
length for your DVD is.

3. Perform one or more of the following tasks:

If... Then...

The word Camera is displayed | + Proceed to the next step.
in both the Video Source and
Audio Source columns

Checkboxes are displayed in + Select the camera views you want to include for each video, as follows:
the Video Source column
% Front Copy only the video recorded from Camera Channel 1 (forward
Rear facing zoom camera).
Front Copy only the video recorded from Camera Channel 2
¥| Rear (Backseat and/or Bullet cameras).
7 Front Copy the video that was recorded from both Camera Channel
¥ Rear 1 and Camera Channel 2. NOTE: When you choose this option,
the system will burn two separate video files on the DVD that
will appear as separate menu items. This doubles your DVD
space requirement.

Checkboxes are displayed in + Select the audio sources that you want to include for each video. You may select
the Audio Source column up to two audio sources for each video, as described below. These audio tracks
will play concurrently when watching the video.

* VLP1. The audio from the wireless microphone that's connected to your
Flashback’s VLP 1 port (default).

* VLP2. The audio from the wireless microphone that's connected to your
Flashback’s VLP 2 port, if applicable

* InCar. The audio from your in-car microphone.

4. Go to the Action menu and click Save. The Export Options pop-up is displayed.

Export Options x

Destination Disc Options
@ Backup PC Num Copies: 1
Name: Ewvidence Room Brawo
Job Count: 1

Disc Type: DVDRDL

Save Cancel

5. Select a new backup PC from the drop-down list if your agency has more than one robotic DVD burner and you do not
want to use the backup PC displayed in the Name field; otherwise, proceed to the next step.

This workflow continues on the next page.
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© NOTE: Backup PC selection

Whenever you submit a request to burn an export disc, the system will automatically analyze your backup PC

resources to determine which backup PC has the fewest number of jobs in its queue. It then is displayed that
backup PC in the Name field on the Export Options pop-up. Although you can override this selection if desired, the
system choice will typically give you the fastest burn time.

6. Enter the desired quantity in the Num Copies field.

7. If you see the Subject on Disc Label drop-down list, select a name from the list. This is the name that will print on the
disc label.

8. Click Save. The system places your burn request in the burn queue and displays a status message on your Welcome
Home page under Sent Messages.
When your request reaches the top of the list, the robotic DVD burner will automatically burn the DVD. A status message
will then appear on your Welcome Home page under Inbox Messages notifying you that the job is complete.
Once you see the Completed message in your Inbox, you may retrieve the disc from your burner’s output tray.

Burning a Case to an Interchange Format DVD

This section describes how to burn selected videos from a case to an Interchange Format DVD using your agency'’s robotic
DVD burner, or your PC's DVD burner.

A WARNING: Video authenticity

Once a video has been exported in interchange format, its authenticity can no longer be verified. Such video can be
edited and tampered with using commercial video editing software.

To burn a case to an Interchange Format DVD:
1. Follow steps 1 - 3 of the Burning a Case to a Data DVD procedure.

2. Select Interchange Format from the Output Format drop-down list. Two new columns are displayed: Video Source and
Audio Source.

EXPORT CASE
Logged In user: Olga Kay
Last Io@"r 07/1472020 20:11:57
Lopout

Hows System Video
SEARCH VIDED

MAMAGE CASES. Output Format: Interchange Format ~

MeDis READER ¢ Page 1of 1 (2 total records)

AsezHar Deselect All Video Officer Category DVRID Video Source Audio Source Duration Date / Time
& . NoCitation | FB2 012 :::’:: L‘_J“P‘”"ca' DRl oo oarrazois 1z
e |

SuE & NoMName  BodyWom ~ BWX4 Camera Camera Tmn 01272019 07:21
Deserect AuL —

Cancer

3. Perform one or more of the following tasks:
If... Then...
The word Camera is + Proceed to the next step.

displayed in both the Video
Source and Audio Source
columns
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If... Then...

Checkboxes are displayed + Select the camera views you want to include for each video, as follows:
in the Video Source column

4 Front Copy only the video recorded from Camera Channel 1 (forward
Rear facing zoom camera).
Front Copy only the video recorded from Camera Channel 2 (Backseat
¥ Rear and/or Bullet cameras).
4 Front Copy the video that was recorded from both Camera Channel
| Rear 1 and Camera Channel 2. NOTE: When you choose this option,
the system will burn two separate video files on the DVD that will
appear as separate menu items. This doubles your DVD space
requirement.

Checkboxes are displayed + Select the audio sources that you want to include for each video. You may select
in the Audio Source column up to two audio sources for each video, as described below. These audio tracks will
play concurrently when watching the video.

* VLP1/In-car. The audio from the wireless microphone that's connected to your
Flashback’s VLP 1 port and the audio from your in-car microphone (default).

* VLP2. The audio from the wireless microphone that's connected to your
Flashback’s VLP 2 port, if applicable.

@ NOTE: Flashback audio playback

+ If you choose the VLP1/In Car audio setting, you will be able to toggle back and forth between two audio
streams: the stream from the wireless microphone that's connected to your Flashback’s VLP 1 port, and the
stream from your in-car microphone. On your DVD player, the VLP1 audio stream is available on the left stereo
channel, and the In Car audio stream is available on the right stereo channel. You can use the balance controls
on your DVD player to switch back and forth between these two streams.

If you choose the VLP2 audio setting, the audio stream from the wireless microphone that's connected to your
Flashback’s VLP 2 port will be available on your DVD player’s left stereo channel, and the right stereo channel

will be mute.
\\§ 4

5. Go to the Action menu and click Save. The Export Options pop-up is displayed.

Export Options x

Destination Disc Options
@ Backup PC Num Copies: 1
Name: Evidence Room Brawo Chain of Custody Log Level: Include basic logs v
Job Count: 1

Disc Type: DVDRDL

Manual Export
180
o ap

Save Cancel

6. Follow steps 7 - 8, and then 10 - 15 of the Burning a Case to a Data DVD section.
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Burning Videos to a DVD

This section describes how to burn video to a DVD.

Burning Video to a Data DVD

This section describes how to burn standalone video information to a Data DVD using your agency'’s robotic DVD burner, or

your PC's DVD burner. Standalone video is video that is not linked to a case.
To burn video to a Data DVD:

1. If necessary, review Searching for Videos on page 20, and then perform one of the following tasks:
+ To burn one video, search for and display the desired video. The Video Details page is displayed.

+To burn more than one video, search for the desired videos. The Video Search Results page is displayed.

2. Goto the Action menu and click Export. The Select Video(s) for Export page is displayed.

SELECT VIDEO(S) FOR EXPORT

Logged in user: Olga Kay
Last login: 07/14/2020 20:11:57

Logout
Videos
HomE €< Page 1 of 1 (4 total records) >
SeARCH ViDEO Sys ID Owner DVR Name Category Duration Video Start Notes
ManiaGE Cases
MEny Redoen, 1 Officer McDonnell *1 FB3@13:08:12 No Citation Imin D1115/2019 15:06 ==}
User HeLr
13 Officer McDonnell *1 FB3@13:09:12 No Citation 3 min 01/15/2019 14:58 = =]
CanceL 12 Officer McDonnell *1 FBI_attenu@13:09.09 Mo Citation 4 min 05i07/2019 1351 ==}
38 Officer McDonnell FB2012 No Citation 5 min 03/18/2019 11:12 oER
Selected Videos
3 Page 1 of 1 (0 total records) )
Owner DVR Name Category Duration Video Start Remove

3. Ifinstep 1 you have chosen to burn multiple videos, click each of the videos you want to include on this DVD; otherwise
proceed to the next step. NOTE: You can click any part of the record except the thumbnail image, as that will launch the

Flashback Player.
As you select each video, it will appear in the Selected Videos list at the bottom of the page.

SELECT VIDEO(S) FOR EXPORT

Logged in user: Olga Kay
Last login: 07/14/2020 19:23.09

Logout
[~ Vonc v Video
Home & 2 < Page 2 of 45 (269 total records) > 2
SeARcH VIDEO Sys ID Play Owner DVR Nama Category Duration Vidso Start Notes
ManaGe CasES
SSE::HZT:DE“ 381 h Captain Meyers w251 Unknowm 0 min 02116/2018 11:56
—
76 m 1 505@16:22:39 1 bw220@10:20:31 Mo Citations 1 min 0216/2018 11:54 o] =0
| fomon |
s - ) — T
RETURN TO VIDEG
CANCEL " x
3 Christopher Kolling bwx251 Mo Citations — 02/14/2018 15:31 Bg
Selected Videos
Page 1 of 1 (2 total records)
Owner DVR Name Category Duration Video Start Remove
Christopher Kolling bwx251 Na Citations Sarms X
Officer Zalewski BWX-309 Traffic Citation 5 min 02/16/2018 11:48 ®
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4. Go to the Action menu and click Export Video(s). The Export Video(s) page is displayed.

EXPORT VIDEO(S)

Logged in user: Olga Kay
Last login: 07/14/2020 19:23:09

Logout

[+ o] Videos
HoME Output Format: [ata DVD ~
e Vi
EARCH VIDEO, Page 1 of 1 (2 total records)
ManaGE CaASES . . .
MEDiA READER Video Officer Category DVR ID Duration Date / Tima
User Hele P 41
off251 No Citations bwi251 = 02/14/2018 15:31
-
“ L Zalewski Traffic Citation BWX-309 5min 02/16/2018 11:48

Save

RETURN TO DETAIL
RETURN TO SELECT
CaNGEL

Hewp

Select Data DVD from the Output Format drop-down list.

Go to the Action menu and click Save.

The Export Options pop-up is displayed.

Destination Disc Options
| @ BackupPC Num Copies: 1
Name: Evidence Room Brawo Video Description:
Job Count: 1

Disc Type: DVDRDL

Manual Export Chain of Custody Log Level: Include basic logs v

1SO
ZIP

Video Player Options
Show GPS

[~] Show Speed

Save Cancel

7. Perform one of the following tasks:

Depending on your
user permissions,
these checkboxes may
or may not be displayed

If...

Then...

You are using a robotic DVD burner

1. Select the Backup PC radio button.

2. Select a new backup PC from the drop-down list if your agency has more
than one robotic DVD burner and you do not want to use the backup PC
displayed in the Name field; otherwise, proceed to the next step.

3. Enter the desired quantity in the Num Copies field.

Enter a description for this DVD in the Video Description field. This text will
print on the surface of the DVD.

You are using your PC's DVD burner

1. Select the Manual Export radio button.

2. To export this data for the sole purpose of burning a DVD, select ISO;
otherwise, select ZIP.
NOTE: Selecting a ZIP radio button will copy your videos and any metadata
to a folder first.

This workflow continues on the next page.
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© NOTE: Backup PC selection

Whenever you submit a request to burn an export disc, the system will automatically analyze your backup PC
resources to determine which backup PC has the fewest number of jobs in its queue. It then is displayed that
backup PC in the Name field on the Export Options pop-up. Although you can override this selection if desired, the
system choice will typically give you the fastest burn time.

8. Make your selection from the Chain of Custody Log Level drop-down list.
9. If a Video Player Options section is displayed in the lower left corner of the Export Options pop-up:
Select the Show GPS checkbox to include GPS data with the Flashback Player in this case/video export.
Select the Show Speed checkbox to include vehicle speed data with the Flashback Player in this case/video export.

10. Click Save. The system places your burn request in the burn queue and is displayed a status message on your Welcome
Home page under Sent Messages.

If... Then...

You are using a robotic DVD burner, it will automatically burn +  Once you see the Completed message in
the DVD when your request reaches the top of the list. A status your Inbox, you may retrieve the disc from
message will then appear on your Welcome Home page under your burner’s output tray. End of procedure.

Inbox Messages notifying you that the job is complete.

You are using your PC's DVD burner, a confirmation message will be | = Proceed to the next step.
displayed on your Welcome Home page under Inbox Messages.

11. Go to your Inbox Messages and click the download icon next to the export confirmation message.

Inbox Messages

Page 1 of 1 (5 total records)
Date State Message Text Actions
10/30/2019 15:56  Completed Export Reckless Driver Disc 1 of 1 is now ready for download. q@ *

If you do not see the download icon, the system is still processing your request. Go to Home Menu and click Home
to refresh your screen.

A Windows message is displayed.

What do you want to do with 168E24F1C250050568ACC48_4.zip (309 MB)?

~
From: 166.20.101.38 Open Save Cancel *

12. Select Save As from the Save drop-down list. The Save As pop-up is displayed.

13. Navigate to the disk drive location where you want to temporarily save this file, and then, if desired, enter a new name in
the File name field.

14. Click Save. The system copies your file to the selected location. When the download is complete, a confirmation
message is displayed.

168E24F1C250050568ACC48_4.zip finished downloading. Open Open folder View downloads X

15. Use the Windows Disc Image Burner or other commercial disc burning software to burn the case to DVD.
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Burning Video to a Consumer DVD

This section describes how to burn selected standalone videos to a Consumer DVD using your agency's robotic DVD burner.
Standalone video is video that is not linked to a case.

© NOTE: Burning Consumer DVDs

Consumer DVDs can only be burned using your agency'’s robotic DVD burner.
+ You can only create Consumer DVDs using single- or double-layer DVDs, not Blu-ray discs.

To burn video to a Consumer DVD via the robotic DVD burner:
1. Follow steps 1 - 4 of the Burning Video to a Data DVD procedure.

2. Select Consumer DVD from the Output Format drop-down list. Two new columns are displayed: Video Source and
Audio Source. (see no. 1 below).

EXPORT VIDEO(S)

Logged in user: Olga Kay
Last login: 07/14/2020 20:11.57

Logout

| g

Home Output Format: Consumer DVD e Total Video:2 minute(s) Max:120 minutes
e o ::DED K << < @ 1 of 1 (2 total records) > >
NAGE CASES
MEDIA READER Video Officer Category DVR ID Video Source Audio Source Duration Date / Time
User Help 2 A
] Front < VLP1 Vi I
: MMcDonnell | No Citation FB2012 ™ LELEC IV I Carl Y B 03/18/2018 11:12

m & M McDonnell No Citation *1 FB3@13:09:12 %::: VT'H D‘ - o "] f? 3 min 01/15/2019 14:58

Save

RETURN TO DETAL

RETURN TO SELECT

CANGEL

Notice the message in the upper right corner (see no. 2 above). This display indicates what the current and maximum
length for your DVD is.

3. Follow steps 3 - 8 of the Burning a Case to a Consumer DVD procedure.

Burning Video to an Interchange Format DVD

This section describes how to burn selected standalone videos to an Interchange Format DVD using your agency's robotic
DVD burner, or your PC's DVD burner. Standalone video is video that is not linked to a case.

A WARNING: Video authenticity

Once a video has been exported in Interchange format, its authenticity can no longer be verified. Such video can be
edited and tampered with using commercial video editing software.

To burn video to an Interchange Format DVD:
1. Follow steps 1 - 4 of the Burning Video to a Data DVD procedure.

2. Select Interchange Format from the Output Format drop-down list. Two new columns are displayed: Video Source and
Audio Source. See the screenshot on the next page.

© Safe Fleet | February 2021 | All rights reserved 84 Part #700-8007 R2



Digital Evidence Series Officer's Guide

Burning DVDs

HoME

SEARGH VIDEQ
ManAGE CAsES
MEDIa READER
User HELP

Output Format: Interchange Format A

Officer Category

Video

M McDonnell

h MMcDonnell  No Citation

No Citation
P BOOKMARKS

P USER PREFERENGES

Save

RETURN TO DETAIL
RETURN T SELECT
CanceL

HELP

*1 FB3@13.09:12

EXPORT VIDEO(S)

Logged in user: Olga Kay
Last login: 07/14/2020 19:23:09

Logout

Videos

Page 1.0f 1 (2 total records)
Video Source

DVR ID Audio Source Duration Date / Time

[ Front
JRear

[Z]VLP1An Car

FB2012 Qw2

5 min 0341872019 11:12

(-] Front

[JRear EE

011152019 14:58

[FIviPiAnCar  [JwvLP2

Perform one or more of the following tasks:

If...

Then...

The word Camera is displayed in
both the Video Source and Audio
Source columns

Proceed to the next step.

Checkboxes are displayed in the
Video Source column

Select the camera views you want to include for each video, as follows:

& Front Copy only the video recorded from Camera Channel 1

Rear (forward facing zoom camera).

Front Copy only the video recorded from Camera Channel 2
#| Rear (Backseat and/or Bullet cameras).
< Front Copy the video that was recorded from both Camera
«| Rear

Channel 1 and Camera Channel 2. NOTE: When you choose
this option, the system will burn two separate video files

on the DVD that will appear as separate menu items. This
doubles your DVD space requirement.

Checkboxes are displayed in the
Audio Source column

+  Select the audio sources that you want to include for each video. You may
select up to two audio sources for each video. These audio tracks will play
concurrently when watching the video.

* VLP1/In Car. The audio from the wireless microphone that's connected
to your Flashback’s VLP 1 port and the audio from your in-car
microphone (default).

« VLP2. The audio from the wireless microphone that's connected to your
Flashback’s VLP 2 port, if applicable.

This workflow continues on the next page.
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O NOTE: Flashback audio playback

If you choose the VLP1/In Car audio setting, you will be able to toggle back and forth between two audio
streams: the stream from the wireless microphone that's connected to your Flashback’s VLP 1 port, and the
stream from your in-car microphone. On your DVD player, the VLP1 audio stream is available on the left stereo
channel, and the In Car audio stream is available on the right stereo channel. You can use the balance controls
on your DVD player to switch back and forth between these two streams.

If you choose the VLP2 audio setting, the audio stream from the wireless microphone that's connected to your
Flashback’s VLP 2 port will be available on your DVD player's left stereo channel, and the right stereo channel

will be mute.
. J
5. Go to the Action menu and click Save. The Export Options pop-up is displayed.
: Destination Disc Options
| @ Backup PC Num Copies; 1
Name: Evidence Room Bravwo Video Description:
Job Count: 1

Disc Type: DVDRDL

_' Manual Export

IS0
o azie

Chain of Custody Log Level: Include basic logs w

Save Cancel

6. Follow steps 7 - 8, and then 10 - 14 of the Burning Video to a Data DVD procedure.
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Viewing DVDs

This section describes how to view the videos and case information stored on your export discs, also referred to as user-
requested certified copies. You cannot view videos or case information on an archive disc (Certified Backup Disc). The latter
is only used to restore videos and cases to the server if/when the need arises.

The manner in which you view videos and other data on a DVD depends on the DVD’s format.

Viewing a Data DVD

This section describes how to view information stored on an export disc (i.e., user requested certified copy) that is in Data
DVD format.

To view a Data DVD:

1. Insert the Data DVD into your PC's DVD player. In most cases, the DVD menu will be displayed automatically. If it is not
displayed, navigate to your PC’'s DVD/CD drive and double-click the AutoPlay.exe icon. The appearance of this menu will
differ slightly depending on whether this is a video or case DVD.

& Certified Copy ¥ i ﬂ

= Click HERE 10 wew Chain of Cusiody Repan

A

Orificer Mame:*1 SWoosleng@10:08 38
[A'H: "1 ProdianHDE 1005 =30
Start Time:  2014-02-27 07:10010.0
End Time:  2014-02-27 0727080
System Il &

Data DVD - Video

Jomok Thiumbined Te Play Wideo]

Case Display Name: ACCIDENT HIGH SPD INJURY
Case Number: 15-1228-0025
Subject Mame: NIA

A

Data DVD - Case

Wikl BIggmann o101 M1512-28 184240 0
Shetty Ngies 150031 BONS-12-30 1855480
Mg BAZC b 150033 0N5-12-28 185720 0

Ll

Miios Krogmann 31004 20M5-12-28 1857200 J
Toby Hoggara 140008 20151228 1502530
Eevtn Froge 1211 2081228 19026 0
Sty mghed 150000 PE-2-20 19 M0

Attached Media

Uk Badow b View

[T ——
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To play a video, click the thumbnail image for that video. The Flashback Player launches.

To display other information, such as the Chain of Custody Report or an attached media file, click the appropriate
hypertext link. The file will be displayed in the associated software application, such as Adobe Reader.

4. When you are finished viewing the files on this DVD, click the cross icon in the upper right corner of the menu to exit the
DVD menu.

Viewing a Consumer DVD

This section describes how to view videos stored on an export disc (i.e., user requested certified copy) that is in Consumer
DVD format.

To view a Consumer DVD:

1. Insert the Consumer DVD into the input tray of a consumer DVD player. After you close the tray, the DVD main menu will
automatically be displayed on your TV screen or monitor.

: : Organization Name: L-3 Mobile-Vision Headquarters

Precinct Name: New Jersey Headquarters
Video Description: Harry's DUL

Video # 1 : Cam: 03/10/2016 10:00

Video # 2 : Cam : 03/10/2016 10:00

Video # 3 : Cam : 03/10/2016 10:00

Video # 4 : Cam: 03/10/2016 10:00

2. Click the button that corresponds to the video and camera view you are interested in. The Group menu is displayed.
Chapter 1; 00:00:00 - 00100
Chapter 2 (0:0:1N - MEO1:00

Cleapter 3z 00:00:00 - 0100

Chapter 4: (000060 - MO0

3. Perform one of the following tasks:

To play the entire video from start to finish, click the Chapter 1 button. The video begins playing on your TV screen
or monitor.

To start viewing the video partway in, click the Chapter 2, Chapter 3, or Chapter 4 button. The video begins playing
on your TV screen or monitor.
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Viewing an Interchange or FOIA Redacted Format DVD

This section describes how to view videos stored on an export disc (i.e., user re-quested certified copy) that is in Interchange
or FOIA Redacted format.

To view an Interchange or FOIA Redacted format DVD:

1. Insert the Interchange or FOIA Redacted DVD into your PC's DVD drive.

2. Using Windows Explorer, navigate to the DVD drive to locate the desired video file, which will have an extension of either
MKV (BodyVISION videos), AVI (VIEVU videos), or MP4 (all other videos).

3. Right-click the video file, then select Open with > [player software] from the pop-up menu.

QTIP: Viewing BodyVision files

If you are playing a BodyVISION video, select the VLC media player.
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The selected video player is displayed.

4. If the video does not launch automatically, click the Play button.
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Using Cloud Courier to Share Digital Evidence

This section describes how to share digital evidence via the secure Safe Fleet Cloud using the Cloud Courier feature. You
must have appropriate permissions to be able to share digital evidence.

© NOTE: DEA Precinct, DEV, and DEF users

This feature is not available to users of the DEA Precinct, DEV, and DEF applications.

© NOTE: DES and Cloud Courier communication

In order for DES to communicate externally with Cloud Courier, TCP port 443 must be configured to allow inbound and
outbound access through the agency's firewall.

Sharing Digital Evidence

You can share videos and case files with interested outside parties directly from your DES application using Cloud Courier.

A WARNING: Video authenticity

Once a video has been shared as part of shared evidence, its authenticity can no longer be verified. Such video can be
edited and tampered with using commercial video editing software.

To share evidence:
1. Select the files that you want to share. To do so, perform one of the following tasks:

To select... | Do this...

Videos 1. If necessary, review Searching for Videos on page 20, and then perform one of the following
tasks:

To share one video, search for and display the desired video. The Video Details page is
displayed.

To share more than one video, search for the desired videos. The Video Search Results page is
displayed.

2. Goto the Action menu and click Export. The Select Video(s) for Export page is displayed.

SELECT VIDEO(S) FOR EXPORT
Logged in user: mvadmin
Last login: 10/21/2020 11:54:33
Logout

¥ HomE MENU Videos

Home 1K €€ < Page 1 of 1 (4 total records) > » 3l

SEARGH ViDED Owmer DVR Name Category Duration Video Start Notes
ManaGe Cases

Mepia Reaper Officer McDonnell *1 FB3@13:09:12 No Citation 01152020 15:06

CLouD COURIER

User HELP v 8
SLSP Officer McDonnell 1 FB3@13:09:12 No Citation 0115/2020 14:58
m Officer McDonnell *1 FB3_sttenu@13.08.09 No Citation 05/07/2020 13:51

EXPORT VIDEQ(S)

RETURN TO VIDED x
= 38 Officer McDonnel FB2012 No Citation 5min o¥ieR001112 | CEE
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EXPORT CASE

[ owcon T o e SO

Howme

System Video
SEARCH VIDED

MANAGE CASES Output Format: Data DVD

MEDIA READER Page 1 of 1 (2 total records)

CLoun CouRIER

Deselect All Video

Officer Category DVRID
User HELP v
"
& = ON FBHD No Citation 1 UN FEHD@12:08:42
_
| Acron ] & ml No Name Search FBE2:3999991356
Save

DESELECT ALL
CanceL
HeLp

3. Deselect the checkboxes beside videos you want to exclude from this d

To select... | Do this...
Videos 3. Ifin step 1 you have chosen to share multiple videos, click each of the videos you want to include;
(cont.) otherwise proceed to the next step. NOTE: You can click any part of the record except the thumbnail
image, as that will launch the Flashback Player.
As you select each video, it will appear in the Selected Videos list at the bottom of the page.
4. Go to the Action menu and click Export Video(s). The Export Video(s) page is displayed.
ExPORT VIDEO(S)
Logged in user: mvadmin
Last login: 10/21/2020 11:54:33
[ v Houeniew | Videos
Home ‘Output Format: Data DVD ~
SEARCH ViDEO Page 1 of 1 (2 fotal records)
;::::;5:;?5? _Wden Officer Category DVRID Duration Date / Time
& M McDonnell No Citation *1 FB3@13.:09:12 3 min 01/152020 1458
Fﬂ_
RETVERNTODETAIL
ReTuRK TO SELECT
Casefiles | 1. If necessary, review "Searching for Cases” on page 53, and then find and display the case you
want to share. The Case Details page is displayed.
2.

Go to the Action menu and click Export. The Export Case page is displayed.

Logged in user: admin
Last login: 10/22/2020 12:59-11

Logout

Duration Date / Time

22 min 03/08/2016 16:10

21 min 08/11/2020 13:05

ownload.

2. Select the desired format from the Output Format drop-down list.

© NOTE: Available formats

To review the differences between formats, click Help on the Action menu, or see Available File Formats for User-

Requested DVDs on page 72.

Depending on the format you selected, new columns may appear on the displayed screen.
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3. Perform one of the following tasks:

If you selected...

Then...

Consumer DVD

+ Follow step 3 of the Burning a Case to a Consumer DVD procedure.

Data DVD

+ Proceed to the next step.

Interchange Format

procedure.

+ Follow step 3 of the Burning a Case to an Interchange Format DVD

4. Go to the Action menu and click Save. The Export Options pop-up is displayed. The appearance of the pop-up will
differ, depending on the output format you selected in the previous step and the option you selected in step 1 of this

procedure (videos or case files).

Export Options H

Destination Export Options

° Backup PC

Num Copies: 1

Name: bkup Video Description:

Job Count: 8875

Disc Type: DVDR

) Manual Export ) Cloud Courier Chain of Custody: Include basic logs ~
o150
Oooe
D MEDIA
Save Cancel

5. Select the Cloud Courier radio button. Additional options are displayed on the Export Options pop-up.

Export Options x

Destination
) Backup PC
Hame: bkup
Job Count: 9344

Disc Type: DVDR
) Manual Export @ Cloud Courier
@ 150
0op
O MEDIA

Sender Information

Name Your Name
Email yourname(@domain.com

Agency Police Department

Save

6. Select one of the following options:

Export Options
Num Copies: A

Video Description:

Chain of Custody: Include basic logs b
Export Name:
Time Limit: @  Share Period: 30 Days v
© Expiration Date:

Download Limit: 5 ~

Recipient Information
First Name
Last Name
Email

Verify Email

Add Recipient Cancel

- 180 radio button to share evidence as a packaged ISO file

Sender Information
section is prepopulated
with your login, email
address and agency
name.
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ZIP radio button to share evidence as a compressed ZIP file

MEDIA radio button (if displayed) to share individual evidence files.

© NOTE: About shared evidence options

Depending on the option you select, the recipients will receive shared evidence in a different form.

If you select ISO or ZIP, the recipients will receive shared evidence files packaged together with the Flashback
Player and other system utility files that will enable the recipients to view the videos along with the attached
metadata.

Additionally, if you select IS0, the recipients may be able to burn shared evidence to a DVD that can be played
on a compatible DVD player.

If you select MEDIA, only individual files will be included with this shared evidence.
g J

7. If the Video Description box is displayed, enter a description for this shared
evidence. © NOTE: Num Copies field
Make your selection from the Chain of Custody Log Level drop-down list.

Ignore the Num Copies field for
evidence sharing procedure.

Enter a name for this shared evidence in the Export Name field.

10. To limit the time during which this shared evidence will be accessible by the
recipients, perform one of the following tasks:

To set a period of time this shared evidence will be accessible, click the Share Period radio button, and then select
the desired period from the drop-down menu.

_OR_

To set an expiration date of this shared evidence, click the Expiration Date radio button, and then enter the date in
the field using the MM/DD/YYYY format, or click the calendar icon to select it from the calendar.

NOTE: You can set the expiration date of up to 30 days. If you set the expiration date outside of the 30 days, an error
message will be displayed after you click Save.

11. Select the maximum allowed number of downloads from the Download Limit drop-down list.

12. Toinclude previews of supported files with this shared evidence, select the Include Preview Files checkbox (if
displayed).

13. Enter the first and last name, and an email address of the person to whom you are sending this shared evidence in the
corresponding fields of the Recipient Information section.

14. To share this evidence with another recipient, click the Add Recipient button and enter their information. Repeat for
each additional recipient.

O NOTE: Multiple recipients

If you choose to add more than one recipient, make sure you enter their information accurately the first time. If you
make a mistake in the name or email address, you will not be able to go back to edit them. Instead you will have to
close the Export Options form and start over.

15. If a Video Player Options section is displayed, select the displayed checkboxes as needed:
Select the Show GPS checkbox to include GPS data.
Select the Show Speed checkbox to include vehicle speed data.

16. Click Save. The system places your sharing request in the queue and displays a status message on your Welcome
Home page under Sent Messages. Once the evidence is uploaded to the Safe Fleet Cloud, a Cloud Courier Success
message is displayed under Inbox Messages.
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Managing Shared Evidence

You can review, extend or cancel the active shared evidence.

© NOTE: Permissions

Only users with appropriate permissions will be able to follow the steps described in this workflow.

To manage shared evidence:

1. Go to the Home Menu and click Cloud Courier to access the list of all shared evidence records. The Evidence Shares
List page is displayed.

EVIDENCE SHARES LIST

Logged in user: admin
Last login: 10/22/2020 12:59:11

Logout

HomE (License Expires in UNKNOWM days)
SEARCH VIDEO Page 1 of 28 (545 total records) > (¥ M
ManaGE CasEs Export Name Status Sender Email o _ F—— e —
MEDIA READER Recipient Email are Date xpiration Date
CLoub COURIER
2020-10-22 2020-11-21
USER HeLp case MEDIA only ACTIVE driedinger@safefleet net Iyolya@yahoo.com 50-40-04 580 335950 999
Uncompressed_ISO_P CANCELLED skovuru@safeflest net suraj.seon@gmail.com 12300227112}52;2 zzsogg’;;’ggg
Uncompressed_ISO CANCELLED skovuru@safeflest net suraj. seon@gmail.com 123055390}2;7 2230&57;;792909
“ Interchange_Media CANCELLED skovuru@safefleet net suraj. seon@agmail.com 12:‘3]20%'11%%; 2230%3—;;-92909
ViEw DETAILS :03:10. :59:!
ExTEND DES CANCELLED skovuru@safefleet net suraj. seon@agmail.com 1230520';10}2119 223053';;'925%
CanGEL
Interchange_ISQ CANCELLED skovuru@safefleet.net suraj.seon@gmail.com 1230“23';3'32“14 223058';; -gzgug
DES CANCELLED skovuru@safefleet.net suraj.seon@gmail.com $g%u0'15g'§; ;fég';; 'QQQDQ
Data_ZIP CANCELLED skovuru@safefleet.net suraj.seon@gmail.com 12:,'0023'1110_'52912 2230:%3:—;?-92959

2. Sort or filter the displayed list as needed. To do so, either click the corresponding column heading or start typing in the
corresponding field on the top row of the list.

3. Click the shared evidence record of interest to highlight it, and then perform one or more of the following tasks:

To... Do this...

Review the shared | 1. Go to the Action menu and click View Details. The Evidence Share Details pop-up is
evidence record displayed.

Evidence Share Details
m Recipients ~ Media  Case

ExportName: case MEDIA only Preview Limit: 50
Share Date: 2020-10-22 20:40:04.589 Download Limit: 5
Expiration Date: 2020-11-21 23:59:59.999 Status: ACTIVE
Sender Email: driedinger@safefleet. net Extended:

Sender Name: admin

Close

Review the shared | 2. Click each tab to review the details, the recipients, the media, and the case information (if
evidence record displayed) of this shared evidence. You can click the information icon (where displayed) to
(cont.) review the media files or case details in your DES application.

3. Once you have finished reviewing this shared evidence, click Close.

This table is continued on the next page.
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To...

Do this...

Extend the

period of time
during which the
recipients will have
access to this
shared evidence

1. Goto the Action menu and click Extend. A confirmation message is displayed.
2. Click Yes to confirm the extension.

Once the shared evidence is extended, observe the following changes:
The Extend button on the Action menu is grayed out
The Extended checkbox on the Details tab is selected.

© NOTE: About extensions

The default extension period is 30 days and only one extension is permitted.

Cancel this shared
evidence

1. Goto the Action menu and click Cancel. A confirmation message is displayed.
2. Click Yes to confirm the cancellation.

Once the shared evidence is cancelled, observe the following changes:
The Cancel button on the Action menu is grayed out
The status of this shared evidence changes to CANCELLED.
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Definitions

This section describes some of the key terms and concepts that are central to the DES application.

Hardware Components

This user guide focuses on the software component of the Mobile-Vision Digital Evidence System. However, our evidence
collection system has several hardware components as well. These components interface with the DES software, so it's
important to understand what each hardware component is and how it relates to the evidence collection system as a whole.

DEP Server

The server is the network computer that hosts the DES application and stores all of your video and case data. Some larger
agencies have more than one server. The DEP server is the “parent” server to which DEF forwards videos after they are
ingested by DEF.

Server PC
The server PC is the Windows computer that hosts the DEV application and stores all of your video data.
Agency Server

The Agency server is the network computer that hosts the DEA Agency application. The Agency server is the “server” side of
the DEA client/server application. The Agency server does not ingest videos directly. Rather, the Precinct server(s) ingest the
videos, then transmit them to the Agency server during night processing.

Precinct Server

The Precinct server is the network computer that hosts the DEA Precinct application, which ingests video evidence from
the in-field DVRs. The Precinct servers are the “client” side of the DEA client/server application. During night processing, the
Precinct servers transmit all newly recorded videos to the Agency server.

DEF Server
The DEF server is the network computer that hosts the DEF application and stores all of your video data.
In-Car DVRs

Flashback and Focus H1 DVRs are the digital video recorders that are installed inside your precinct’s patrol cars and/or
interview room(s). These recorders collect video evidence and store it temporarily on a storage card until the video can be
transmitted to the storage server. For more information on the Flashback, refer to your Flashback User's Guide.

BodyVISION DVRs

The BodyVISION is a small, wearable digital video recorder sold by Mobile-Vision. This device allows you to capture both
high definition videos and JPG “snapshot” images, then upload them to the server via a BodyVISION docking station. Videos
recorded using this device are assigned the category of Body Worn.

BWX-100 DVRs

The BWX-100 is a small, wearable digital video recorder sold by Mobile-Vision. This device allows you to capture both full
high definition videos and JPG “snapshot” images, then upload them to the server via a BWX-100 docking station. Videos
recorded using this device are assigned the category of Body Worn.

Backup PC

A Backup PC is a computer used to process DVD burn requests. Because the process of burning DVDs is resource-intensive,
one PC is dedicated to this task. If you are using a Bravo robotic DVD burner, then the backup PC is a separate computer
workstation connected to the disc burner. If you are using a Rimage DVD/Blu-ray burner that combines a disc burner with a
computer, the Backup PC refers to the computer component of the Rimage.
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Robotic DVD Burner

A robotic DVD burner is a disc duplicator that burns and labels your Certified Backup Discs and User-Requested Certified
Copies (see definitions below). Mobile-Vision sells two types of burners: the Bravo, a standalone unit, and the Rimage, a
combination disc burner/computer. If you have a Rimage, you do not need a separate Backup PC.

Rimage units can burn CDs, DVDs, and Blu-ray discs. Most Bravo units can burn CDs and DVDs. The higher end Bravos can
burn Blu-ray discs as well.

Certified Backup Disc (CBD)

A Certified Backup Disc or “CBD" for short is an archive DVD used to restore videos and/or case files to the server. The
system automatically sends CBD burn requests to the Backup PC without any action on your part. The number and type

of files burned to CBD is determined by your system settings. Factors such as a file's age, type, category, etc., all help
determine what the system will back up. You define these backup parameters through DES. If a video file is supposed to be
backed up, the system will add it to an archive job shortly after the video transmits to the server (for more information, see
Transmission on the next page). Once there are enough files to fill up an archive disc, the system automatically generates a
CBD.

All CBDs are printed with an identification number that makes it easy for you to restore the files at a later date, should the
need arise (permissions required).

User-Requested Certified Copy

A DVD that you can, with the proper permissions, create yourself using either the robotic DVD burner or your PC's DVD
burner. Also referred to as an export disc. You create these discs as needed for evidential and/or backup purposes. For
more on the different types of DVDs and how they are created, see Chapter 4. Evidence Backup and Sharing.

Access Point

An access point is a device used to transmit Flashback videos from your in-car DVRs to the storage server. This device is
connected to a wireless network antenna mounted on the outside of the building that houses your server.

Some precincts have more than one access point to accommodate multiple vehicles that park in different areas outside the
building.

Some smaller agencies do not use Access Points, as they download all their videos manually.

Transmission

Transmission refers to the process of transferring Flashback video files from your in-car DVR to the storage server. This
transmission can occur either automatically (typical) or manually:

Automatic transmission. Whenever a vehicle comes within approximately 300 feet of an access point, it triggers an
automatic transmission. During this transmission, all videos that are currently stored on the DVR will wirelessly transfer
to the storage server via the access point.

Manual transmission. Each Flashback DVR holds a temporary storage device called an SD card (Flashback3/
FlashbackHD) or CF card (Flashback?2). This card is used to temporarily store an officer’s videos until they can be
transferred to the server. If necessary, an officer can use this card to manually transfer videos to their PC, assuming he
has the proper permissions. An officer would typically use this procedure if he can't wait for an automatic file transfer to
occur, or a problem has occurred that interfered with the wireless file transfer. For more information, see Uploading and
Downloading Videos on page 44.

Software Concepts

Automatic Archive

An automatic archive is a backup process that is triggered by the system based on predefined rules that you set in the
application. When a video's category is set to Backup Enabled and that video has been online for at least five minutes,
the system will automatically back that video up during the next archive session. Once there are enough files to fill up an
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archive disc, the robotic DVD burner will burn a Certified Backup Disc. Aside from the initial system configuration, automatic
archives do not require any action on your part.

Export

An export is the system process used to copy video, case files, and/or body-worn snapshots for the purpose of either
burning them to DVD or downloading them to your PC.

Case

A case is a record that contains data which pertains to one incident, such as a motor vehicle accident. DES's case feature
allows you to conveniently gather all of an incident’s evidence in one record, allowing for easy viewing and archiving of
evidence. A case may contain one or more videos, media files (such as photographs), subject names, comments, and/or
general information relating to the incident, such as the incident date.

User Metadata (UMD)

User Metadata or “UMD" refers to custom data fields that you can link to a video. You define these fields through the
application. Their purpose is to allow officers to annotate their videos with custom data, such as a subject description. If
an officer has a mobile data computer with the UMD Editor installed on it, he has the option of attaching UMD to a video
immediately after it is finished recording. Otherwise, he can attach UMD back at the precinct when he connects to the
server. For more information, see Editing a Media File on page 32.

Reactivation

Reactivation is the process used to restore a video or case file that the system took offline after it was backed up to disc.
There is a limited time period in which you can reactivate an archived video or case. This time period depends on the system
settings chosen by your System Administrator. You must have the proper permissions to reactivate files.

Offline Files

If the status of a video or case is “offline,” it indicates that some, but not all, of that record’s data or functions are available on
the server.

If a video is offline, you will be able to view that video's thumbnail image and statistics (category, duration, record reason,
etc.), but not the video itself. Also, you cannot export an offline video.

If a case is offline, you will be able to view the case record, but not its attached videos. Also, you cannot export an offline
case.

You can, in some cases, reactivate an offline file. For more information, see Restoring Offline Videos on page 37 and
Reactivating Offline Cases on page 62..

License Agreements

Mobile-Vision End-User License Agreement

IMPORTANT-READ CAREFULLY: This License AGREEMENT (the "AGREEMENT") is a legal AGREEMENT between you
(either an individual or single entity, including, but not limited to a Corporation, LLC, LLP, Partnership, Sole Proprietorship)
("LICENSEE") and Mobile-Vision, Inc. ("LICENSOR").

By accepting delivery of the Mobile-Vision software you are agreeing to become bound by the terms of this agreement,
which includes the software license, maintenance terms and software disclaimer of warranty. If licensee does not agree to
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these terms and conditions, do not accept delivery, copy, or use the software. This limited warranty does not cover any other
system components sold or installed by Mobile-Vision, Inc. Please refer to applicable warranty documents for coverage
details on related Mobile-Vision products.

Software License

The SOFTWARE is protected by copyright laws and international copyright treaties, as well as other intellectual property and
trade-secret laws and treaties. The SOFTWARE is being licensed, not sold.

GRANT OF LICENSE. This License AGREEMENT grants Licensee the following non-exclusive rights:

1. In consideration of payment of the LICENSE fee, LICENSOR grants to you, the LICENSEE, a non-exclusive right
to use and display this copy of the software program in object code form only (hereinafter called the SOFTWARE) as per
the usage limitations specified by the invoice at a single location. LICENSOR reserves all rights not expressly granted to
LICENSEE.

2. As the LICENSEE, you own the magnetic or other physical media, on which the SOFTWARE is originally or
subsequently recorded or fixed, but LICENSOR retains title and ownership of the SOFTWARE recorded on the original disk
copy or copies, and all subsequent copies of the SOFTWARE, regardless of the form or media in or on which the original or
other copies may exist. THIS LICENSE IS NOT A SALE OF THE ORIGINAL SOFTWARE OR ANY COPY OR COPIES OF IT.

3. Certain SOFTWARE licensed by LICENSOR to LICENSEE requires that LICENSEE must purchase one named
user of SOFTWARE for each Digital Video Recorder, per physical location. Where named users are not utilized, the total
number of licensed Digital Video Recorders cannot exceed the total number of licensed users of SOFTWARE per physical
location. Non-compliance of this license restriction is strictly forbidden and shall be considered a material breach of this
AGREEMENT and among all other remedies available to LICENSOR, including but not limited to immediate payment to
LICENSOR for all license fees due and owing to LICENSOR, shall cause this AGREEMENT to immediately terminate in
accordance with the TERMINATION provisions stated in this AGREEMENT.

4. This SOFTWARE and the accompanying written materials are copyrighted. Unauthorized copying of the
SOFTWARE, including SOFTWARE that has been modified, merged, or included with other software, or of the written
materials, is expressly forbidden. You may be held legally responsible for any copyright infringement that is caused or
encouraged by your failure to abide by the terms of this license. Subject to these restrictions, and if the SOFTWARE is not
copy-protected, you may make one (1) copy of the SOFTWARE, solely for backup purposes. You must reproduce and include
the copyright notice on the backup copy. The SOFTWARE is licensed as a single product. Its component parts may not be
separated for use on more than one computer.

5. As the LICENSEE, you may not physically transfer the SOFTWARE from one computer to another. The SOFTWARE is
licensed for one computer only. You may not electronically transfer the SOFTWARE from one computer to another over an
internal or external network of any kind. You may not distribute copies of the SOFTWARE or accompanying written materials
to others or modify, adapt, translate, reverse engineer, decompile, disassemble or create derivative works based on the
written materials accompanying the SOFTWARE without the prior written consent of LICENSOR.

6. LICENSEE may not use the SOFTWARE for the benefit of a third party, not rent, timeshare or use the SOFTWARE
in service bureau processing. LICENSEE may not transfer, export, install or use the SOFTWARE without the prior written
permission of LICENSOR.

7. Without prejudice to any other rights, LICENSOR may terminate this License AGREEMENT if LICENSEE fails to
comply with the terms and conditions of this License AGREEMENT. In such event, LICENSEE must destroy all copies of the
SOFTWARE and all of its component parts.

8. LICENSOR may create, from time to time, updated versions of the SOFTWARE. At its option LICENSOR will

make such updates available to LICENSEE only if LICENSEE is covered under Annual Maintenance by paying the Annual
Maintenance fee. Maintenance is mandatory for the first year and will be automatically invoiced to LICENSEE on an annual
basis from the anniversary date of LICENSOR'S first maintenance invoice to LICENSEE. LICENSEE agrees to pay this

fee, within the terms stated on the invoice, unless LICENSEE notifies LICENSOR in writing of its intention not to renew at
least ninety (90) days in advance of being invoiced, or the anniversary date of the AGREEMENT, or purchase SOFTWARE.
Should LICENSEE choose not to renew maintenance in any given year LICENSOR may terminate this License AGREEMENT
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pursuant to the provisions stated in this License Agreement. See the LICENSOR'S Maintenance Agreement for further
details on Annual Maintenance. Should LICENSEE choose not to renew maintenance any given year, and then wishes to
renew at a later date, and LICENSOR has elected not to terminate the License Agreement, LICENSEE shall be charged for
all back maintenance, which was not renewed, plus the maintenance fee at current rate. In addition, 20% of the total sum of
back maintenance and current maintenance fee may be added as a surcharge for an interruption in maintenance. A copy of
the terms of the Annual Software Maintenance Agreement is included in this package.

Termination

1. Following termination of this Agreement for any reason, the LICENSEE shall pay LICENSOR all amounts due to
LICENSOR within 15 days. Any amounts due LICENSOR which are not paid within this period shall accrue the highest
applicable rates allowed by law up to 2% per month. LICENSEE SHALL BE SOLELY RESPONSIBLE TO REIMBURSE TO
LICENSOR ALL FEES, INCLUDING, BUT NOT LIMITED TO, COLLECTION AGENCY, LICENSOR TIME AND EXPENSE, AND
REASONABLE ATTORNEY FEES AND EXPENSES INCURRED BY LICENSOR IN THE COLLECTION OF ANY AMOUNTS NOT
PAID TO LICENSOR UNDER THIS AGREEMENT.

2. LICENSEE shall immediately discontinue all use of the SOFTWARE and shall remove SOFTWARE and any derivative
works and/or computer code from LICENSEE's computer systems. All copies of SOFTWARE must be destroyed, or returned
to LICENSOR immediately at LICENSEE's sole expense.

3. All of LICENSOR'S Proprietary Rights and the LICENSEE'S obligations regarding these Rights as detailed in this
AGREEMENT shall survive the termination of this AGREEMENT.

Limited Warranty and Limitation of Liability

1. Limited Warranty. LICENSOR warrants that the SOFTWARE, when used in accordance with the procedures specified
in the appropriate documentation (the “Documentation”), shall perform as specified therein.

2. Limited Warranty Term. This limited warranty as described in this Paragraph, shall be valid for any period during
which LICENSEE has purchased and is a currently covered under maintenance services from LICENSOR for the SOFTWARE
pursuant to terms and restrictions stated in LICENSOR'S maintenance agreement. This warranty shall apply only to the
then-current release of the SOFTWARE for use on computer systems then recommended by LICENSOR. This limited
warranty covers only the SOFTWARE installed by Mobile-Vision. This warranty does not cover defects or errors pertaining to
customer supplied hardware up to and including operating systems and network configurations. This limited warranty does
not cover any other components sold or installed by Mobile-Vision.

3. Modifications Not Warranted. The limited warranty described in this Paragraph shall be limited in such a way that
LICENSOR shall not be liable for any malfunction or error resulting from a modification made by any person or organization
other than LICENSOR with or without the prior written explicit approval of LICENSOR. Should LICENSEE employ and/

or contract with any person and/or any business entity including but not limited to a third party individual, corporation,

LLC, partnership, joint venture, sole proprietorships, not-for-profit organizations and/or former or current employees of
LICENSOR, to work on and/or perform any services on, or with the Licensed SOFTWARE, LICENSOR can elect at its sole
option to terminate this license AGREEMENT.

4. Limited Warranty Remedy. For a claim of breach of this limited warranty by the LICENSEE, LICENSEE’S sole

and exclusive remedy, and LICENSOR’s sole and exclusive liability, will be for LICENSOR, at LICENSOR's option, to either:

(i) provide services to correct any inconsistencies between the SOFTWARE and the Documentation which cause the
SOFTWARE to fail to conform to the limited warranty set forth in this Paragraph, which shall include LICENSOR's right to
add, modify, or delete portions of the SOFTWARE and/or the Documentation; or (i) terminate the license, including all rights
granted hereunder and refund the license fees, which shall be amortized over a five (5) year period from date of purchase.

5. Disclaimer of Warranty. TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW, EXCEPT AS OTHERWISE
SET FORTH IN THIS AGREEMENT, THE SOFTWARE, DOCUMENTATION AND ANY SERVICES PROVIDED BY LICENSOR
ARE PROVIDED “AS IS." THE FOREGOING LIMITED WARRANTY IS IN LIEU OF ALL OTHER WARRANTIES, EITHER ORAL OR
WRITTEN, EXPRESS OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY,
FITNESS FOR ANY PARTICULAR PURPOSE, TITLE AND NON-INFRINGEMENT, EVEN IF LICENSOR OR ANY OF ITS
PARENTS, AFFILIATES OR SUBSIDIARIES HAVE BEEN MADE AWARE OF SUCH PURPOSE, AND THE WARRANTY AGAINST
INFRINGEMENT OF PATENTS OR OTHER INTELLECTUAL PROPERTY RIGHTS.

© Safe Fleet | February 20217 | All rights reserved 103 Part # 700-8007 R2



Digital Evidence Series Officer's Guide License Agreements

6. Limitation of Liability. TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW, IN NO EVENT SHALL
LICENSOR, ITS PARENTS, AFFILIATES AND SUBSIDIARIES OR THEIR DISTRIBUTORS BE LIABLE FOR ANY DAMAGES
WHATSOEVER, INCLUDING, WITHOUT LIMITATION, DAMAGES FOR LOSS OF BUSINESS PROFITS, BUSINESS
INTERRUPTION, LOSS OF BUSINESS INFORMATION, OR ANY OTHER PECUNIARY LOSS OR CONSEQUENTIAL, SPECIAL
OR INCIDENTAL DAMAGES, ARISING OUT OF THE USE OF OR INABILITY TO USE THE SOFTWARE, EVEN IF LICENSOR
HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES. NOTWITHSTANDING ANY DAMAGES THAT LICENSEE
MAY INCUR FOR ANY REASON WHATSOEVER (INCLUDING, WITHOUT LIMITATION, ALL DAMAGES REFERENCED ABOVE
AND ALL DIRECT OR GENERAL DAMAGES), THE ENTIRE LIABILITY OF LICENSOR AND ITS PARENTS, AFFILIATES AND
SUBSIDIARIES UNDER ANY PROVISION OF THIS AGREEMENT AND LICENSEE'S EXCLUSIVE REMEDY FOR ALL OF THE
FOREGOING SHALL BE LIMITED TO AN AMOUNT EQUAL TO THE LICENSE FEES ACTUALLY PAID BY LICENSEE FOR THE
SOFTWARE. THE FOREGOING LIMITATIONS, EXCLUSIONS AND DISCLAIMERS SHALL APPLY TO THE MAXIMUM EXTENT
PERMITTED BY APPLICABLE LAW, EVEN IF ANY REMEDY FAILS ITS ESSENTIAL PURPOSE.

7. Miscellaneous. This License AGREEMENT is the entire AGREEMENT between LICENSEE and LICENSOR and
supersedes any other communications, advertisements or understandings, whether oral or written, with respect to

the SOFTWARE. This License AGREEMENT is not assignable by LICENSEE in whole or in part without the prior written
permission of LICENSOR; LICENSOR may assign this License AGREEMENT or any obligation thereof. This License
AGREEMENT may be amended only in writing, signed by both parties. The construction, interpretation and enforcement

of this License AGREEMENT, as well as any and all tort claims arising from this License AGREEMENT or arising from any

of the proposals, negotiations, communications or understandings regarding this License AGREEMENT, shall be governed
by and construed in accordance with the laws of the State of New Jersey, applicable to contracts made entirely within

New Jersey, without regard to the conflict of laws provisions thereto. The sole jurisdiction and venue for any litigation
arising out of this License AGREEMENT shall be an appropriate federal or state court located in the State of New Jersey,
except that LICENSOR may seek injunctive relief in any venue of its choosing. All remedies available to either party for
breach of this License AGREEMENT are cumulative and may be exercised concurrently or separately, and the exercise of
any one remedy shall not be deemed an election of such remedy to the exclusion of other remedies. The failure of either
party at any time to require performance by the other party of any provision hereof shall not affect the full right to require
such performance at any time thereafter, nor shall the waiver by either party of a breach of any provision hereof be taken

or held to be a waiver of any succeeding breach of such provision or as a waiver of the provision itself. If any provision or
portion thereof of this License AGREEMENT is found by a court of competent jurisdiction to be invalid or unenforceable, the
License AGREEMENT shall be construed in all respects as if the invalid or unenforceable provision or portion thereof had
been omitted and all other terms and conditions are fully enforceable, and in such case this License AGREEMENT may be
modified, amended, and limited, reflecting the intentions of the parties, if and only if such changes are necessary to render
the License AGREEMENT valid and enforceable. The headings or titles of the Paragraphs or Subparagraphs of this License
AGREEMENT are for convenience only and shall not be used as an aid in construction of any provision hereof. If LICENSEE
breaches this License AGREEMENT, LICENSOR shall be entitled, in addition to any other rights available at law or in equity,
to immediate injunctive relief without any requirement to post a bond or other security. LICENSEE acknowledges and agrees
that LICENSEE had a full and ample opportunity to consult legal counsel regarding this License AGREEMENT, has freely
and voluntarily entered into this License AGREEMENT, has read, understood, agreed with and acknowledged each and every
provision, including, but not limited to, LICENSEE'S rights, obligations, and applicable terms and conditions as set forth
herein. The parties agree that the United Nations Convention on Contracts for the International Sale of Goods is specifically
excluded from application to this License AGREEMENT. The SOFTWARE and documentation are provided with RESTRICTED
RIGHTS. Use, duplication, or disclosure by the Government is subject to restrictions as set forth in the Rights in Technical
Data and Computer Software clause at DFARS 252.227-7013 or subparagraphs (c)(1) and (2) of the Commercial Computer
Software-Restricted Rights at 48 CFR 52.227-19, as applicable. Manufacturer Mobile-Vision, Inc, 400 Commons Way, Suite F,
Rockaway, NJ 07866.

Third Party Software Licenses

For a list of third party software licenses, please click on the following link:

https://community.safefleet.net/mvi-third-party-software-licenses
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Appendix 2 - Videos.
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Videos

Media Information - Basic Search

Search field Limits your search to...

Date Videos that began recording on this date. Select this date from the calendar popup OR enter
directly in mm/dd/yyyy format.

DVR Videos that were captured by this DVR unit.

System ID Video in which the System ID is equal to this value.

Officer Videos that are owned by this officer.

Category Videos that fall within this category.

Button Description

Search Execute your search.

Advanced Search/ Toggle back and forth between the Basic Search form and the Advanced Search form.

Basic Search

Clear Remove all entries and selections from the search form.

Media Information - Advanced Search

Search field

Limits your search to...

After Date

Videos that began recording after this date. To search for a date range, use this field in combination
with the Before Date field. Select this date from the calendar popup OR enter directly in mmy/dd/

yyyy format.

Before Date

Videos that began recording before this date. To search for a date range, use this field in
combination with the After Date field. Select this date from the calendar popup OR enter directly in
mm/dd/yyyy format.

DVR

Videos that were captured by this DVR unit.

DVR Type

Videos that were captured by one of these DVR types:
* Vehicle. A DVR that is installed inside a vehicle, such as a police cruiser.

*+ Interview Room. A DVR that is installed inside an interview room. This type of DVR is used in
conjunction with the optional Interview Room module.

* Body Worn. A BodyVISION, BWX-100, or Focus X1 body-worn DVR.
* VieVu. A VIEVU body-worn DVR.

System ID

Video in which the System ID is equal to this value.

Body Worn Mode

Body-worn videos, body-worn snapshots, or both. This field will only be displayed if you select a
DVR Type of Body Worn.

Category

Videos that fall within this category.

This table is continued on the next page.
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Search field Limits your search to...
Officer Videos that are owned by this officer.
Status Videos with a status of online or offline. If a video is online, it means that it is still stored on the

server and you can play it directly off of the server. If a video is offline, it means that it has been
purged from the server due to its age, category, and/or other system settings. You can still view
that video's thumbnail image and statistics (owner, category, duration, etc.), but not the video itself.

Assigned to Case A checkbox that, when selected, limits your search to only videos assigned to a case.

Tagged Videos that are either tagged or not tagged.

Latitude Videos in which the latitudinal coordinate contains this text. Must be used in conjunction with the
Longitude field. The Player Display GPS permission is required to search on this field.

Longitude Videos in which the longitudinal coordinate contains this text. Must be used in conjunction with the
Latitude field. The Player Display GPS permission is required to search on this field.

Incident # Videos in which the Incident number contains these digits.

Record Trigger Videos with this record trigger.

Speed Greater Than | Videos whose recorded maximum vehicle speed during a recording was greater than this value.
The Player Display Speed permission is required to search on this field.

UMD Videos that contain this user metadata.
Button Description
Search Execute your search.

Advanced Search/ | Toggle back and forth between the Basic Search form and the Advanced Search form.
Basic Search

Clear Remove all entries and selections from the search form.

Video Search Results

Navigation buttons*

Button Description
bl Next Page/Previous Page. Used to scroll through the search results one page at a time.
*| 44 Fast forward/fast rewind. Used to scroll through the search results ten pages at a time.
< ¥ First Page/Last Page. Used to advance to the first page or last page of the search results, respectively.

* If the navigation buttons are grayed out, it indicates that there is only one page of search results.

Quick search filters

Filter Limits your search to...
Owner Those videos that are owned by a particular officer.
DVR Name Those videos that were recorded by a specific DVR unit.

This table is continued on the next page.
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Filter Limits your search to...
DVR Type Those videos that were captured by a particular type of DVR:
Vehicle. A Flashback DVR that is installed inside a vehicle, such as a police cruiser.
Interview Room. A Flashback DVR that is installed inside a precinct interview room. This type of
DVR is used in conjunction with the optional Interview Room module.
VieVu. A VIEVU body-worn DVR.
Body Worn. A BodyVISION, BWX-100, or Focus X1 body-worn DVR.
Category Those videos that fall within a selected category.
Column Description
Details i The View Video Details icon. Used to display the Video Details page.
Play A thumbnail image of video. Used to launch the Flashback Player and watch the video (online videos
only) or display a larger view of the body-worn snapshot, if applicable.
Owner The name of the officer who owns this video.
DVR Name The name of the DVR unit on which this video was recorded.
DVR Type Limits your search to those videos that were captured by a particular type of DVR:
Vehicle. A Flashback DVR that is installed inside a vehicle, such as a police cruiser.
Interview Room. A Flashback DVR that is installed inside a precinct interview room. This type of
DVR is used in conjunction with the optional Interview Room module.
VieVu. A VIEVU body-worn DVR.
Body Worn. A BodyVISION, BWX-100, or Focus X1 body-worn DVR.
Duration The video's length, in minutes. If a line is displayed in this field rather than a number, it indicates that
this record is a body-worn DVR snapshot.
Category The category assigned to this video.
Video Start The date and time at which this video began recording. It is displayed in mm/dd/yyyy hh:mm format.
Notes Status icons used to provide details on each video.

& The video file has been tagged by a user.
B The video file is online.
B The video file is offline and has not been backed up to an archive disc.

L_.J The video file has been burned to an archive disc.
\“# The video is being burned to an archive disk (burn job in progress)

[ﬂ The video file belongs to a video group. The video file is assigned to a case.

@ The video record includes one or more snapshot still images. Applies to body-worn videos only.
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Custom video information

If your agency has chosen to customize the video list, some of the following columns may also appear.

Column Description

System ID The unique identification number that the system assigned to this video.

DVR Officer The name of the officer who was logged into the DVR at the time this video was recorded. This person

Name may or may not be the same as the video Owner. If no one was logged into the DVR at the time of the
recording, the system will assign a default DVR Officer Name of *1 No name@[time at which default
officer name was created].

Incident # The agency incident number associated with this video.

Ingest Date The date and time at which this video file transmitted to the server from the DVR unit. It is displayed in
mm/dd/yyyy hh:mm format.

Record Trigger The event that caused your Flashback DVR to start recording.

Video End The date and time at which this video stopped recording. It is displayed in mm/dd/yyyy hh:mm format.

Available actions

Action Description

New Search Return to the Media Information pop-up and clear the search form.

Export Select videos to download and/or burn to DVD.

Back to Video Display the Video Details of the last video you viewed or played. If you have not viewed or played a
video since you logged on, this action will not be displayed.

Back to Case Display the Case Details of the last case you viewed. If you have not viewed a case since you logged
on, this action will not be displayed.

Video Details

Status tab
Field Description
System ID The unigue identification number that the system assigned to this video.
Owner The name of the officer who owns this video. By default, the owner of a video file is the officer who was

logged into the DVR unit during the recording.

If an owner name starts with *1, it means that it was auto-created by the system. There are two
scenarios in which the system will auto-create an owner:

1. Anofficer logs into a DVR using a User ID that does not reside on the server. After transmission
occurs, the system recognizes that the User ID does not match any existing records in the
database, and so it creates a new owner name using the following naming convention: *1 [DVR
login name] @ [date/time]. This name will be displayed in the video's Owner field.

NOTE: When officers login to Flashback DVRs using a DVR Login Key, it eliminates the possibility
of typos, thus reducing the number of *1 Owners that are auto-created by the system.

2. The Record feature on the DVR is activated when no officer is logged into or assigned to the DVR.
In this instance, the system will assign a default owner of *1 No Name@ [time at which default
officer name was created] to any videos that were recorded during that session.

This table is continued on the next page.
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Status tab

Field Description
DVR Officer The name of the officer who was logged into or assigned to the DVR at the time this video was
Name recorded. This person may or may not be the same as the video Owner. If no one was logged into or

assigned to the DVR at the time of the recording, the system will assign a default DVR Officer Name of
*1 No name@][time at which default officer name was created].

DVR Name The name of the DVR unit that recorded this video. Flashback DVRs are typically associated with a
vehicle, such as a police cruiser (e.g., unit 146). If your agency is using the Interview Room module, a
Flashback DVR may also be associated with an interview room.

If the DVR is a Flashback, Vehicle or Interview Room will be displayed here. If the DVR is a VIEVU,
VieVu will be displayed. If the DVR is a BodyVISION, BWX-100, or Focus X1, Body Worn will be
displayed.

If the DVR is newly discovered (a DVR that has been in communication with the server for the first
time ) and has a name that is identical to an existing DVR on the server, the system will give the newly
discovered DVR a suffix of @[DVR serial number]. When you see this naming convention, it means that
there is a potential conflict between a new and existing DVR record.

Some DVR records are entered by your SIS or System Administrator (typical), and some are created
automatically by the system.

DVR Type The type of DVR that captured this video:
Vehicle. A Flashback DVR that is installed inside a vehicle, such as a police cruiser.

Interview Room. A Flashback DVR that is installed inside a precinct interview room. This type of
DVR is used in conjunction with the optional Interview Room module.

Body Worn. A BodyVISION, BWX-100, or Focus X1 body-worn DVR.
VieVu. A VIEVU body-worn DVR.

Category The category assigned to this video. A Flashback video's category determines the order in which it
transmits to the server. Flashback videos will transmit in the order in which they are listed on the
Categories tab.

A video's category also determines its online life. Your System Administrator can assign a number of
online days to each category. If an option called Strict Purger is selected, then after a video reaches
its category’s predetermined age, the system will automatically purge that file from DES. If the Strict
Purger option is not selected, the system will purge a video from DES after two conditions are met: 1)
the video reaches its category’s predetermined age, and 2) the server needs the extra disk space to
store other, higher priority data.

Most Flashback categories are assigned by the officer immediately after a video is done recording.
However, you can also assign categories back at the precinct after you've logged onto the server. The
default video categories that you can assign to a video are: No Citation, Citation, Search, Arrest, Other
1 = 5. You have the option of customizing these default category names to meet your agency’s needs.

Your System Administrator has the option of customizing the default category names to meet your
agency's needs.

The following categories are assigned automatically by the system:

Background Mode. A Flashback recording session occurred when the Background Mode

option was set to ON. When Background Mode is ON, it means that the Flashback DVR records
continuously whenever the vehicle's ignition is on, and for X number of minutes after the ignition is
turned off, where X = the Ignition Timer setting.

Power Failure. A Flashback recording session was interrupted after a power failure occurred.

This table is continued on the next page.
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Status tab

Field Description

Category (cont.) - Interrupted Recording. A recording session was interrupted because the SD card (Flashback3/
Flashback HD) or CF card (Flashback?2) was full.

Interview. The Flashback video was captured using the optional Interview Room module, which is
used to record interviews at your precinct.

Body Worn. The video was captured using a BodyVISION, BWX-100, or Focus X1 body-worn DVR.
VieVu. The video was captured using a VIEVU body-worn DVR.

Firmware Upgrade. An officer requested a Flashback DVR firmware upgrade in the middle of a
recording session (highly unlikely scenario).

Card Format. An officer began formatting the DVR'’s SD card (Flashback3/FlashbackHD) or CF
card (Flash-back2) in the middle of a recording session (highly unlikely scenario).

Corrupt QBX. The system detected a possible file corruption in a Flashback?2, Flashback3, or
FlashbackHD video (highly unlikely scenario).

Crash Battery Died. The CrashBat battery failed during an in-car Flashback recording session. The
CrashBat is an optional piece of hardware used to trigger the RECORD function when a car crash
occurs.

Aggressive Driving. The optional “Aggressive Driving” add-on detected aggressive driving in the
officer’s vehicle during an in-car Flashback recording session. The Aggressive Driving module
includes both a hardware and firmware component.

Unknown. A Flashback recording session was interrupted after an unrecognized event occurred,
that is, an event that did not fall into any of the other system-assigned categories.

Non Playable. A problem occurred during the recording process or video ingestion process that
rendered the video unplayable.

Purged. The system recharacterized a video as “restorable” after it reached the end of its online
lifecycle. This occurs when the Enable Re-categorization of Media on Delete checkbox on the
Life-Cycle tab is selected.

NOTE: System-assigned categories cannot be changed.

Video Tagged A yes/no indicator that tells you whether or not this video has been tagged. Tagging is a procedure
used to add extra days to the online life of a media file.

Incident # The agency incident number associated with this video, if applicable.

Ingest Date The date and time at which this video file was transmitted to the server from the DVR unit. It is

displayed in mm/dd/yyyy hh:mm format.

Record Trigger The event that caused your Flashback DVR to start recording. Record triggers include:

Auxiliary 1. The CrashBat crash detector or other device detected an event, such as a vehicle
crash. Automatic trigger.

Auxiliary 2. A secondary device registered an event, such as the opening of a vehicle door.
Automatic trigger.

Lights. An officer turned the vehicle’s emergency lights on. Automatic trigger.

Microphone 1. An officer activated the Record switch on the wireless mic that's plugged into the
Flashback’s VLP 1 port. Manual trigger.

This table is continued on the next page.
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Videos

Status tab

Field

Description

Record Trigger
(cont.)

Microphone 2. An officer activated the Record switch on the wireless mic that's plugged into the
Flashback’s VLP 2 port. Manual trigger.

Record button. An officer pressed the @ button on the Flashback monitor, DVR, or Vehicle Viewer
screen. Manual trigger.

Siren. An officer turned the vehicle's siren on. Automatic trigger.

Speed. The vehicle reached a predefined rate of speed. If Fleet Management is on, you set the rate
of speed through the DVR options. If Fleet Management is off, you set the rate of speed through
the Flashback menu, as described in Turning the Speed Trigger On/Off in your Flashback User’s
Guide.

Video Start The date and time at which the DVR began recording this video. It is displayed in mm/dd/yyyy hh:mm
format.

Video End The date and time at which the DVR stopped recording this video. It is displayed in mm/dd/yyyy hh:mm
format.

Duration The length of this video, rounded down to the nearest minute. If the word “Image” is displayed in this

(minutes) field, it indicates that this record is a body-worn snapshot.

Purge Date The date on which the video is scheduled to be removed (i.e., purged) from the server.

Maximum Speed

The highest vehicle speed that was reached during this Flashback recording. If you do not have the
Display MAX Speed permission, this field will not be displayed.

If the video was recorded by a body-worn DVR, this field will not be displayed.

Assigned To The name of the case or cases that this video is assigned to, if applicable.

Case(s)

Video Notation(s) | The name of any video notations that are assigned to this video. Video notations are agency-defined
checkboxes used to categorize videos.

Video group information (displayed only if the video is part of a Video Group)

Video Start The date and time at which the DVR began recording the first video in this group. It is displayed in mm/
dd/yyyy hh:mm format.

Video End The date and time at which the DVR stopped recording the last video in this group. It is displayed in
mm/dd/yyyy hh:mm format.

Duration The length of this group, in minutes (i.e., the sum of minutes for all the videos in the group).

(minutes)

Total Number
Videos

The total number of video files in this group.
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Videos

Group Detail tab

For burning purposes, videos cannot be any larger than one gigabyte in size. If an original video is too big, the system will
automatically subdivide it into multiple video files. If you see a Group Detail tab on the Video Details page, it indicates that
the system divided the original video file into two or more files.

Field Description

Owner The name of the officer who was logged into or assigned to the DVR that recorded the original full-
length video.

DVR Name The name of the DVR that recorded the original full-length video.

Category The video category assigned to the original full-length video.

Video Start The date and time at which the DVR began recording the original full-length video. It is displayed in
mm/dd/yyyy hh:mm format.

Video End The date and time at which the DVR stopped recording the original full-length video. It is displayed in
mm/dd/yyyy hh:mm format.

Duration The length of the original video, in minutes. This is the sum of all minutes for all videos in the group.

(minutes)

Group Detail tab - Continuation Videos

Column Description

Details The Video Details icon. Used to display the Video Details page for this video segment.

Play A thumbnail image of the video segment. Used to launch the Flashback Player and watch this video
segment.

Column Description

Owner The name of the officer who owns this video. When the system divides the original video file into

multiple files, it gives each file the same owner as the original file.

Video Number

The sequence of this video segment in the total group. For example, 2 of 6 means that this is the
second video in a group of six.

Duration The length of this video segment, in minutes.

Video Start The date and time at which this segment of the video began recording. It is displayed in mm/dd/yyyy
hh:mm format.

Notes Status icons used to provide details on each video. When the system divides the original video file into

multiple files, it gives each file the same status icons as the original.

Available video actions

These actions are available when the Status tab is open on the Video Details page.

Action

Description

Play

Play the video.

Google Earth

If you have the Google Earth application installed on your PC, this option will display an aerial view of a
video's route and its tracepoints, if applicable.

If you do not have Google Earth installed on your PC, this action will not be displayed.

This table is continued on the next page.
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Videos

(Offline videos
only)

Action Description
Edit Change the category, user metadata, and/or video notations saved with this video.
Tag Video/ Tag: Add extra days to the video's online life. The specific number of days depends on your system
Untag Video settings.
Untag: Remove the “tagged” flag from a video.
Export Select videos to download and/or burn to DVD.
Add To Case Add this video to a new or existing case.
Request Submit a request to restore this video from a backup disc or external backup device to the server. After
Activation you click this option, your request will be displayed on the Inbox Messages list of all users who have

reactivation privileges.
This action will only be displayed if the video is offline.

Reactivate Now
(Offline videos

only)

Restore this video from a backup disc or external backup device to the server.
This action will only be displayed if the video is offline and you have the Reactivate Video permission.

Chain of Custody

Generate a Chain of Custody report for this video.

Previous Results

Return to the previous Video Search Results page.

Back to Case

Return to the last case that you viewed. If you have not viewed a case since you logged on, this action
will not be displayed.

Back to Video

Return to the last video that you viewed. If you have not viewed a video since you logged on, this action
will not be displayed.

Snapshots tab

Column Description

Play Thumbnail image of the snapshot. When you click on this image, the system will display the image in a
larger format.

Owner The name of the officer who owns this snapshot. By default, this is the officer to whom the associated
body-worn DVR was assigned to at the time the snapshot was captured.

DVR Name The name of the body-worn DVR that captured this snapshot.

Category The video category that is assigned to this snapshot. The system automatically assigns all body-worn
snapshots a category of Body Worn.

Video Start The date and time at which the associated body-worn DVR captured this snapshot image. It is
displayed in mm/dd/yyyy hh:.mm:ss format.

Notes Status icons used to provide details on this snapshot.
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Videos

Snapshots Details

Status tab

Field Description

System ID The unigue identification number that the system assigned to this snapshot.

Owner The name of the officer who owns this snapshot.

DVR Officer The name of the officer to whom the associated body-worn DVR was assigned to at the time this

Name snapshot was captured.

DVR Name The name of the body-worn DVR from which this snap-shot was captured.

DVR Type The type of DVR that captured this snapshot. Because snapshot images are captured from body-worn
DVRs, the default value of the field will always be Body Worn.

Category The video category that is assigned to this snapshot. The system automatically assigns all body-worn
snapshots a category of Body Worn.

Video Tagged A yes/no indicator that tells you whether or not this snapshot has been tagged. Tagging is a procedure
used to add extra days to the online life of a media file.

Assigned to The name of the case or cases that this snapshot is assigned to, if applicable.

Case(s)

Incident # The agency incident number associated with this snapshot.

Ingest Date The date and time at which this snapshot was uploaded to the server. It is displayed in mm/dd/yyyy
hh:mm format.

Record Trigger The manner in which this body-worn snapshot was captured. A snapshot image is captured by
manually pressing the unit's Snapshot/Tracepoint button. Therefore the value of this field will always
be Manual Record.

Capture Date The date and time at which this snapshot was captured from a body-worn DVR while a recording was
in progress. It is displayed in mm/dd/yyyy hh:mm format.

Video Notation(s) | The name of any video notations that are assigned to this snapshot. Video notations are agency-
defined checkboxes used to categorize video and snapshot files.

Available snapshot actions

These actions are available when the Status tab is open on the Snapshot Details page.

Action Description
View Display the snapshot image in a larger format.
Edit Change the category, user metadata, and/or video notations saved with this snapshot.

Tag Snapshot/
Untag Snapshot

Tag: Add extra days to the snapshot’s online life. The specific number of days depends on your system
settings.

Untag: Remove the “tagged” flag from a snapshot.

Export

Submit a request to burn this snapshot to DVD or down-load it to your PC as a JPG file.
If you prefer to export a snapshot to a PDF file, select the Export Image to PDF option instead.

This table is continued on the next page.
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Action Description

Add to Case Add this snapshot to a new or existing case.

Chain of Custody | Generate a Chain of Custody report for this snapshot.

Export Image to | Export this image to a PDF file.
PDF If you prefer to export a snapshot as a JPG file, select the Export option instead.

Previous Results | Return to the previous Video Search Results page.

Flashback Player

Audio
VLP1 A checkbox used to mute (O) or unmute (M) the audio from the wireless microphone that's connected
to the Flashback’s VLP 1 port.
VLP2 A checkbox used to mute (O) or unmute (M) the audio from the wireless microphone that's connected
to the Flashback’s VLP 2 port.
In-Car Audio A checkbox used to mute () or unmute (M) the audio from the in-car microphone.
Volume The volume control bar.
rp Audio On indicator. To turn all audio off, click this button.
9 Audio Off indicator. To turn all audio back on, click this button.
N Audio Enabled indicator. Indicates that the audio channel was enabled at the DVR.
| ] Audio Disabled indicator. Indicates that the audio channel was disabled at the DVR.
E Audio Indeterminate indicator. Indicates that the audio channel status at the DVR (enabled or disabled)
is indeterminate.

Triggers

As you watch a video, some of the boxes in the Triggers column may turn red, indicating when a particular trigger or
triggers were engaged. A trigger is the event that causes a DVR to start recording. For example, if the siren is one of your
triggers and the Siren box remains red for the first five minutes of the video, it indicates that the driver had his siren on
during that 5-minute time period.

Lights This box turns red when the vehicle’'s emergency lights were on during the course of the video.
Siren This box turns red when the vehicle's siren was on during the course of the video.
Brakes If brakes are one of your “triggers”, this box turns red when the vehicle's breaks were activated during

the course of the video.
NOTE: Brakes are technically a display option rather than a trigger.

Aux 1 If the Auxiliary 1 device is one of your triggers (actual device may vary), this box turns red whenever the
device is triggered. For example, if your Auxiliary 1 device is the CrashBat2 crash detector, this box will
turn red at the point in the video when the CrashBat2's G-force meter detected a crash.

If the Auxiliary 1 device is not one of your triggers, this box will remain blank during the entire video
regardless of whether the device was triggered or not.

This table is continued on the next page.
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Aux 2 If the Auxiliary 2 device is one of your triggers (actual device may vary), this box turns red whenever the
device is triggered. If the Auxiliary 2 device is not one of your triggers, this box will remain blank during
the entire video regardless of whether the device was triggered or not.

Cameras
switch ko A control button used to switch to the viewpoint of Camera Channel 2, which includes the Backseat
Camera 2 camera and/or Bullet camera(s).
switch ko A control button used to switch to the viewpoint of Camera Channel 1—typically the forward facing
Carmera 1 Z00Mm camera.

Enable PIP A checkbox used to display (M) or hide (O) a “picture in picture” (PIP). A PIP is a small video display for
video captured from the opposite Camera Channel.

Large PIP A checkbox used to enlarge (M) or reduce (0O) the size of the picture-in-picture (PIP) image.
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Move the picture-in-picture (PIP) image to the upper left corner of the video display.
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Move the picture-in-picture (PIP) image to the upper right corner of the video display.
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Move the picture-in-picture (PIP) image to the lower left corner of the video display.

Fir=m Lo Comer
~y

Move the picture-in-picture (PIP) image to the lower right corner of the video display.

GPS

The GPS display indicates the exact speed and location of the vehicle during each segment of the video. The Player
Display Speed permission is required to view the Speed field, and the Player Display GPS permission is required to view
the Latitude, Longitude, and Heading fields.

Latitude The GPS latitude coordinate.
Longitude The GPS longitude coordinate.
Speed The vehicle's speed, as determined by the GPS coordinates.
Heading The direction in which the vehicle is moving.
General
Cause The trigger event that started the recording (lights, siren, etc.)
Officer The name of the officer who was logged into the DVR at the time this video was recorded.
DVR Name The name of the DVR that recorded this video.

Radar

If your department is using the Radar interface module, the following fields will be populated.

Target

The MPH or KPH reading that an officer obtained after the radar device was aimed at a speeding
vehicle.

This table is continued on the next page.

© Safe Fleet | February 20217 | All rights reserved 118

Part # 700-8007 R2




Digital Evidence Series Officer's Guide Flashback Player

Patrol

The MPH or KPH reading of the officer’s patrol car at the time a radar reading was obtained.

Lock

The minimum MPH or KPH reading that the officer was looking for when the radar device was aimed
at a speeding vehicle.

Media Time

Current Time

The time at which the video was recorded. This display changes constantly during playback to indicate
the exact time of day that each video frame was recorded. It is displayed in hh:mm:ss format.

Available Time

The amount of time remaining on the video. It is displayed in hh:mm:ss format.

Date/Time
Start The date and time at which the video began recording. It is displayed in yyyy-mm-dd hh:mm:ss format.
End The date and time at which the video stopped recording. It is displayed in yyyy-mm-dd hh:mm:ss

format.

Play Controls

Go to beginning

Pause/Unpause

Play

Stop

Advance one frame at a time

Advance to a tracepoint. A tracepoint is a placemarker that an officer can add to a video while it's
recording.

= &= |=|E|E =

Gotoend
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Cases

Cases

New Case

Field Description

Owner The name of the case’s owner. By default, the owner is the person who creates the case (i.e., you), but
you can change this name if desired.

Visibility The visibility status for this case: private (default) or public. If you mark a case as private, it can only be
viewed by the case’'s owner and users who have edit permissions. If you mark a case as public, it can
be viewed by any DES user.

Restricted A checkbox used to specify whether or not you want to make this a restricted case. A restricted case is

Viewing one that can only be accessed by a specified list of users.

M This is a restricted case
O This is not a restricted case
Display Name The case name. This is the name that will appear on the Case Search Results page after you search

for the case. It is also the default label value for case DVDs.

Incident Date

The date on which the incident occurred. The incident is the event that the case pertains to, such as
a motor vehicle accident. Select this date from the calendar pop-up OR enter directly in mm/dd/yyyy
format. Required field.

Case Number

Your agency's case number.

Citation Number

The citation number associated with this case, if applicable.

Vehicle
Registration #

The vehicle registration number associated with this case, if applicable.

Vehicle Plate #

The vehicle license plate number associated with this case, if applicable.

Do Not Dispose

A checkbox used to indicate whether or not you want the system to keep this case online even after
the Auto Dispose Time has expired. Auto Dispose Time is a period of inactivity after which the system
automatically changes a case’s status from online to offline (videos that are attached to the case will
remain online as long as their categories allow). If, for example, you set the Auto Dispose Time to

90 days, then if that case has not been touched in 90 days, the system will automatically change the
case’s status to offline. If you have ‘archiving’ enabled for your case files, the system will archive the
case first. The default setting for Auto Dispose is 60 days. However, you may change this default.

M Keep this case’s status as online even after the Auto Dispose Time expires.
O Change this case’s status to offline after the Auto Dispose Time expires.

Notations User-defined checkboxes used to notate a case. Select all that apply.

Button Description

Save Save the new case record.

Reset Clear the New Case form and return the Owner and Visibility fields to their default values.
Cancel Exit the New Case form without saving your changes.
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Case Information - Basic Search

Case Information

Search criterion Limits your search to...

Incident Date Cases that involve an incident that occurred on this date. Select this date from the calendar
pop-up OR enter directly in mmy/dd/yyyy format.

Citation Number Cases in which the Citation Number field contains this text.

Case Number Cases in which the Case Number field contains this text.

Case Display Name Cases in which the Display Name field contains this text.

Vehicle Registration # Cases in which the Vehicle Registration # field contains this text.

Owner Cases that are owned by a particular officer.

First Name Cases in which the subject’s first name contains this text.
Last Name Cases in which the subject’s last name contains this text.
Button Description

Search Execute your search.

Advanced Search/ Basic | Toggle back and forth between the Basic Search form and the Advanced Search form.
Search

Clear Remove all entries and selections from the search form.

New Case Open the New Case form.

Case Information - Advanced Search

Case Information

Search criterion Limits your search to...

Creation Date Cases that were created on this date. Select this date from the calendar pop-up OR enter
directly in mm/dd/yyyy format.

After Incident Date Cases that involve an incident that occurred after this date. To search for a date range, use this
fleld in combination with the Before Incident Date field. Select this date from the calendar pop-
up OR enter directly in mm/dd/yyyy format.

Before Incident Date Cases that occurred before this date. To search for a date range, use this field in combination
with the After Incident Date field. Select this date from the calendar pop-up OR enter directly in
mm/dd/yyyy format.

Citation Number Cases in which the Citation Number field contains this text.

Case Number Cases in which the Case Number field contains this text.

Case Display Name Cases in which the Display Name field contains this text.

Vehicle Registration # Cases in which the Vehicle Registration # field contains this text.

Owner Cases that are owned by a particular officer.

This table is continued on the next page.
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Search criterion

Case Information

Limits your search to...

Vehicle Plate #

Cases in which the Vehicle Plate # field contains this text.

Comments Cases in which the comments entered on the Comments tab contain this text.
Notations Cases that are marked with a specific checkbox notation.
First Name Cases in which the subject’s first name contains this text.
Last name Cases in which the subject’s last name contains this text.

Driver's License #

Cases in which the subject’s driver’s license number contains this text.

Race

Cases that involve a subject of this race. Select this value from the Race drop-down list.

Gender

Cases that involve a subject of this gender. Select this value from the Gender drop-down list.

Date of Birth

Cases that involve a subject with this date of birth. Select this date from the calendar pop-up OR
enter directly in mm/dd/yyyy format.

Button Description

Search Execute your search.

Advanced Search/ Basic | Toggle back and forth between the Basic Search form and the Advanced Search form.
Search

Clear Remove all entries and selections from the search form.

New Case Open the New Case form.

Case Search Results

Navigation buttons*

Button Description
2% Next Page/Previous Page. Used to scroll through the search results one page at a time.
¥ Fast forward/fast rewind. Used to scroll through the search results ten pages at a time.
K| ¥ First Page/Last Page. Used to advance to the first page or last page of the search results, respectively.

Filter

* If the navigation buttons are grayed out, it indicates that there is only one page of search results.

Quick search filters

Limits your search to...

Display Name

Those cases that match a particular name.

Case Number

Column

Those cases that match a particular number.
Case information

Description

Details #

View Case Details icon. Used to open the Case Details page.

This table is continued on the next page.
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Column Description

Display Name The name of this case.

Case Number The agency-assigned ID number for this case.

Column Description

Subject The name of the individual associated with this case. If there is more than one subject associated with

this case, the word multiple will be displayed here.

Incident Date

The date on which the case-related incident occurred (i.e., car accident, crime, etc.) It is displayed in
mm/dd/yyyy format.

Status The current status of this case: online (green bar), or permanently offline (red bar).
Available actions

Action Description

New Case Display the New Case form used to enter a new case.

New Search Return to the Search Case page and clear the search form.

Back to Case

Display the Case Details of the last case you viewed, if applicable. If you have not viewed a case since
you logged on, this action will not be displayed.

Back to Video

Display the Video Details of the last video you viewed or played, if applicable. If you have not viewed or
played a video since you logged on, this action will not be displayed.

Case Details

Case Details tab

Field Description

Display Name The name of this case.

Status The current status of this case:
Online. The case is still stored on the server; you can add new videos, media files, subjects, and/or
comments to the case.
Offline. Some, but not all, of the case functions are available on the server. You can still view the
case record, but you can't view its media attachments. Also, you can't export the case or add any
new attachments to it (i.e., videos, media files, subjects, and/or comments). If desired, you can
restore an offline case to online status within a limited time period.

Owner The individual to whom this case is assigned.

Visible The visibility status of this case:

+ No. This case is marked as private; therefore it can only be viewed by its owner or users with edit
permissions.
Yes. This case is marked as public; therefore it can be viewed by all DES users.
If this is a restricted case, this field will not be displayed.

Restricted The Restricted Case Indicator. If this field is displayed, it indicates that this case is marked as

Viewing (yes) “restricted” and can only be viewed by a select group of users.

Creation Date The date and time at which this case record was created. It is displayed in mm/dd/yyyy hh:mm format.
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Case Details tab

Field

Description

Incident Date

The date on which the case-related incident occurred (i.e., car accident, crime, etc.). It is displayed in
mm/dd/yyyy hh:mm format.

Case Number

The agency-assigned case number.

Citation Number

The agency-assigned citation number, if applicable.

Vehicle
Registration #

The vehicle registration number associated with this case, if applicable.

Vehicle Plate #

The license plate number associated with this case, if applicable.

Do Not Dispose

A checkbox that indicates whether or not the system will keep this case’s data available online after the
Auto Dispose Time has expired.

Notations

Agency-specific checkboxes used to notate a case.

System Video tab

Column Description

Details View Video Details icon. Used to open the Video Details page.

Play Play button. Used to launch the Flashback Player and view the video recording.

Video A thumbnail image of the beginning of this video.

Owner The officer who owns this video. By default, the owner of a video file is the officer who was logged on
to the DVR unit during the recording. However, you may, in some circumstances, reassign a video to
another officer.

NOTE: If the value of the Owner field begins with *1 No Name@, it means one of two things: 1) no
officer was logged in to the DVR unit when the recording began, or 2) an officer was manually logged
in to the unit* when the recording began, but they logged in using a DVR Officer Name that was not an
exact match to the one on the server.

Category The category assigned to this video.

DVR Type The type of DVR that captured this video:

Vehicle. A DVR that is installed inside a vehicle, such as a police cruiser.

Interview Room. A DVR that is installed inside an interview room. This type of DVR is used in
conjunction with the optional Interview Room module.

Body Worn. A BodyVISION, BWX-100, or Focus X1 body-worn DVR.

VieVu. A VIEVU body-worn DVR.

DVR Name The name of the DVR unit that recorded this video.

Duration The length of this video, in minutes.

Video Start The date and time at which this video began recording. It is displayed in mm/dd/yyyy hh:mm:ss format.

Remove Unlink this video from the case record.
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Attached Media tab

Field Description
Details Folder icon. Used to open the attachment.
Field Description

Display name

The name of this attachment.

Preview View the thumbnail image of an attached photo or graphic, if applicable. Text files will read No Preview
Available.

Uploaded By The User ID of the officer who attached this media file to the case.

Collected By The name of the officer who is responsible for collecting this evidence.

File Name The name of the media file.

Date / Time The date and time at which this media file was attached to the case. It is displayed in mm/dd/yyyy
hh:mm:ss format.

Delete Remove this media file from the case record.

Field Description

Full Name The subject’s first and last name.

Date of Birth The subject’s date of birth.

Gender The subject’s gender.

Field Description

Race The subject’s race. This field's values are defined by the System Administrator.

Type The type of subject (e.g., Witness, Victim, Defendant, etc.). This field’s values are defined by the System
Administrator.

Edit Update this subject record.

Delete Permanently delete this subject record.

Comments tab

Field Description

Date The date and time at which this comment was added to the case. It is displayed in mm/dd/yyyy hh:mm
format.

User The user name of the officer who entered this comment.

Text The comment itself.

Edit Update this comment.

Delete Permanently delete this comment.
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Available case actions

Action Description

Edit Update information stored in this case record.

Dispose Change this case’s status from online to offline. If the case is already offline or it's too young to dispose
of, this action will not be displayed.

Action Description

Add Video Add a video to this case.

Add Media Add a media file attachment to this case.

Add Subject Add a subject name or names to this case.

Add Comment

Add a comment to this case.

Export

Open the Export page in order to burn a case to DVD or download it to your PC. If this case is currently
offline, this action will not be displayed.

Add to Favorites

Add this case to your Favorite Cases list.

Request
Activation

Submit a request to restore this case from a backup disc or tape to the server. After you click this
option, your request will be displayed on the Inbox Messages list for all users who have reactivation
privileges. This action will only be displayed if the case is offline.

Reactivate Now

Restore this case from a backup disc or external backup device to the server. This action will only be
displayed if the case is offline and you have the Reactivate Video permission.

Chain of Custody

Generate a Chain of Custody report.

Previous Results

Return to the Case Search Results page.

Back to Video

Display the Video Details of the last video you viewed or played, if applicable. If you have not viewed or
played a video since you logged on, this action will not be displayed.
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DVDs

DVD File Formats

Depending on your permissions, there are several file formats that may be available to you as an administrative user: Data
DVD, Consumer DVD, Interchange Format, Uncompressed Format, and FOIA Redacted Format. Each of these formats has

advantages and disadvantages, as outlined below.

FOIA Redacted Format
Interchange Format
Consumer DVD

Data DVD

Uncompressed format

Play on a consumer DVD player

Play ona PC

Import into third-party applications

<

Edat

<

Tamper proof

Advance to “Trace’ pomfs placemarkers

View user metadata attached to videos

View media files attached to cases

View Chain of Custody Report

View ‘Record Triggers’

View GPS coordinates (pernussions required)

View vehicle speed (permissions required)

View braking information

View radar information

View in Google Maps

Show both front and rear camera views

NENENEN RN RN RN RN RN NN

N ENENEN RN ENENEN RS RN ENES

Include up to two audio streams per video

Include up to three audio streams per video

<,

<

Play on a Macmtosh

Redact view prior to exporting

Convert QBX files to MP4 and DV files

* Special software required, such as Power DVD.
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Disc Capacity

The storage capacity of your discs will vary depending on the type of disc you select.

O NOTE: Blu-ray discs

Blu-ray discs store the most data, but they also require a special Blu-ray disc burner.

Blu-ray discs require a Blu-ray disc reader or burner to read the discs.
You can't put a Blu-ray disc in a DVD drive and read the disc.

If you are burning archives to Blu-ray disc and the only Blu-ray disc drive you have is in your Bravo robotic disc
burner, you'll have to use that Bravo drive to perform all of your restores.

(. J
Type of disc Maximum storage capacity Time to burn
Single-layer DVD disc 4.7 gigabytes Approximately 30 minutes for a full disc
Double-layer DVD disc 8.5 gigabytes Approximately 45 minutes for a full disc
Single-layer Blu-ray disc 25 gigabytes Variable, depending on your backup
Double-layer Blu-ray disc 50 gigabytes PC's processor speed

© NOTE: Burn times

The burn times listed above refer to the time it takes to burn a disc once the job’s status changes from Queued to
Working. If your server has a high maximum queue size and there are a number of queued DVD jobs ahead of your job,
it could take hours for your job to even start.
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Access Point

A device used to transmit videos from your in-car DVR to your server. The access point is connected to a wireless network
antenna mounted on the outside of the building that houses your server.

Some precincts have more than one access point to accommodate multiple vehicles that park in different areas outside
the building. Some smaller agencies do not use Access Points, as they download all their videos manually. See also
Transmission.

Auto Dispose Time

A period of inactivity after which the system automatically changes a case’s status from online to offline. NOTE: Videos that
are attached to the case will remain online as long as their categories allow.

If, for example, you set the Auto Dispose Time to 90 days, then if that case has not been touched in 90 days, the system will
automatically change the case’s status to offline. If you have archiving enabled for your case files, the system will archive
the case first.

The default setting for Auto Dispose is 60 days. However, your System Administrator can change this setting if desired
Automatic Archive

A backup process that is triggered by the system based on predefined rules that you set in the application. When a video's
category is set to Backup Enabled and that video has been online for at least five minutes, the system will automatically
back that video up during the next archive session. Once there are enough files to fill up an archive disc, the robotic DVD
burner will burn a Certified Backup Disc. Aside from the initial system configuration, automatic archives do not require any
action on your part.

Backup PC

A computer used to process DVD burn requests. Because the process of burning DVDs is resource-intensive, one PC is
dedicated to this task. If you are using a Bravo robotic DVD burner, the backup PC is a separate computer workstation
connected to the disc burner. If you are using a Rimage DVD/Blu-ray burner that combines a disc burner with a computer,
the backup PC refers to the computer component of the Rimage.

Body-Worn Video Tracking

A system feature that restricts the viewing of body-worn videos to users who have the Authorize Media Playback and/or Can
View Body Worn Videos permission. All other users who are interested in viewing a body-worn video are required to submit a
viewing request to their supervisor, which includes a “need to know” reason, referred to as a viewing request reason.

BodyVISION

A small, wearable digital video recorder sold by Mobile-Vision. This device allows officers to capture both high definition
videos and JPG snapshot images, then upload them to your server via a BodyVISION docking station. Videos recorded using
this device are assigned the category of Body Worn.

Bookmark

An agency-defined link to a website. These links are displayed in the Bookmarks column on the Main Menu. The default link
will take you to the Mobile-Vision Online Support Center.

Burn Request

A request to generate a user-requested certified copy, also referred to as an export disc. When you submit a burn request
and you have burning privileges, the system will place your burn job in the backup PC’s burn queue. When you submit a burn
request and you don't have burning privileges, the system will place your burn request in the Inbox Messages list of all DES
users who have burning privileges. If one of those users approves your request, they will place your burn job in the backup
PC's burn queue.

BWX-100

A small, wearable digital video recorder sold by Mobile-Vision. This device allows you to capture both full high definition
videos and JPG “snapshot” images, then upload them to the server via a BWX-100 docking station. Videos recorded using
this device are assigned the category of Body Worn.
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Case

A record that contains data that pertains to one incident, such as a motor vehicle accident. DES's case feature allows you to
conveniently gather all of an incident’s evidence in one record, allowing for easy viewing and archiving of evidence.

A case may contain one or more videos, media files (such as photographs), subject names, comments, and/or general
information relating to the incident, such as the incident date.

Certified Backup Disc (CBD)

An archive DVD used to restore videos and/or case files to the server. Also referred to as a “CBD." The system automatically
sends CBD burn requests to the backup PC without any action on your part. The number and type of files burned to CBD

is determined by your system settings. Factors such as a file's age, type, category, etc., all help determine what data the
system will back up. You define these backup parameters through DES. If a video file is supposed to be backed up, the
system will add it to an archive job shortly after the video transmits to the server (see also transmission). Once there are
enough files to fill up an archive disc, the system automatically generates a CBD.

All CBDs are printed with an identification number that makes it easy for you to restore the files at a later date, should the
need arise (permissions required).

CF Card
The temporary storage device that stores your Flashback? videos until they can be transmitted to your agency’s server.
Chain of Custody Report

A log of all operations that have been performed on a particular video, body-worn snapshot, or case (e.g., System Media
Uploaded from Unit). This report shows the date and time at which each activity occurred, as well as the user name of the
officer who performed the action, if applicable.

Consumer DVD
An MP4 disc format that you can play on any standard consumer DVD player. Includes a customizable DVD menu.
Data DVD

A disc format that you can play on any PC DVD player using the Flashback Player. When you burn a case in Data DVD
format, the disc will include selected videos from the case, any user metadata attached to the case’s videos, the Chain of
Custody Report, selected media files attached to the case (if applicable), and a copy of the Flashback Player. When you burn
videos in Data DVD format, the disc will include selected videos, general information about the videos, the Chain of Custody
Report, and a copy of the Flashback Player.

DEP
An acronym for Digital Evidence PRO, the software component of Mobile-Vision's Digital Evidence Collection System.
Digital Evidence Collection System

A Mobile-Vision product that is used by law enforcement personnel to collect digital evidence. It includes the following
hardware and software components:

In-car DVRs
Body-worn DVRs (optional)
Access point(s)
Storage server(s)
DES software
Backup PC(s)
Robotic DVD burner(s)
RAID storage device (optional).
Discovered DVR
A DVR that has been in communication with the server at least once.
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Download Request

A request to copy, or export, a selected video file or case file to your PC. This type of request is sent from you to the system.
Once the system processes your request, a confirmation message and download icon will appear on your Inbox Messages
list.

DVR
See In-Car DVR, BodyVISION, BWX-100, or VIEVU.
DVR Login Key

A file on a USB drive that contains your Flashback user information. You insert this flash drive in your Flashback’s USB port
at the beginning of each shift, then log in. This identifies you as the owner of all videos recorded on that DVR while you are
logged in.

Export

The system process used to copy video files, case files, and/or body-worn snapshots for the purpose of either burning them
to DVD or downloading them to your PC. You must have the proper permissions to export files.

In-Car DVR

A digital video recorder that is installed inside a vehicle or interview room. This recorder collects video evidence and stores it
temporarily on an SD card or CF card until the video can be transmitted to the server.

Flashback Player

A software application used to play video files. When you select an online video from within DES, the Flashback Player
launches automatically. When you burn a user requested certified copy of a case or video in Data DVD format, that disc will
include a copy of the Flashback Player.

FOIA Redacted Format

An export format that allows you to redact a video prior to downloading it to your PC or external storage device. The
exported video will have an extension of MP4, allowing you to play it using any MP4 player. You can also burn exported video
to DVD using your PC's DVD burner.

Incident

An event, such as a motor vehicle accident, that has digital evidence associated with it. In DES, data that pertains to an
incident is stored in a case record.

Ingest Date
The date and time at which a video file was transmitted to the server from the DVR unit.
Interchange Format

A disc format that allows you to import videos into various third-party applications, such as video editing software. If your
agency has any VIEVU body-worn DVRs, your Interchange videos will have an extension of AVI. If your agency has any
BodyVISION body-worn DVRs, your Interchange videos will have an extension of MKV. All other Interchange videos will have
an extension of MP4.

LEC Mobile
A Mobile-Vision app used to view BWX-100 videos from a smart phone or tablet in the field.
Manual Export

The system process used to download video and/or case files to your PC. You must have the proper permissions to perform
a manual export.

Offline

A status for a video or case which indicates that some, but not all, of that record’s data or functions are available on the
server.

If a video is offline, you will be able to view that video's thumbnail image and statistics (category, duration, record reason,
etc.), but not the video itself. Also, you cannot edit or export an offline video.
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If a case is offline, you will be able to view the case record, not its attached videos. Also, you cannot export an offline case.
You can, in some cases, reactivate an offline file. See also Reactivation.
Online

A status for a video or case file which indicates that all of the file's information is currently available for viewing on the
server.

If a video is offline, you will be able to view that video's thumbnail image and statistics (category, duration, record
reason, etc.), but not the video itself. Also, you cannot export an offline video.

If a case is offline, you will be able to view the case record, but not its attached videos. Also, you cannot export an offline
case.

You can, in some cases, reactivate an offline file. See also Reactivation.
Private File

A video, case, or snapshot that can only be viewed by its owner or a user with one of the following permissions: Edit Private
Data or Edit All Data.

Public File
A video, case, or snapshot that can be viewed by all DES users.
RAID

An acronym for Redundant Array of Independent Disks, a storage device that contains multiple disk drives but is treated by
the system as one device.

Reactivation

The process used to restore a video or case file that the system took offline after it was backed up to disc. There is a limited
time period in which you can reactivate an archived video or case. This time period depends on a setting that you enter on
the Life-Cycle tab.

Record Reason

The event or “trigger” that caused a DVR to start recording. Common record reasons include pressing the & button,
turning the emergency lights on, activating the siren, or reaching a particular speed, such as 90 miles per hour.

Redaction

The process of editing a video prior to downloading it to your PC. In DES, the redaction feature gives you the ability to:
Export a portion of a video rather than the entire full-length video
Blur a video's picture

- Remove a video's audio track(s).

Restricted Case

A case that can only be accessed by a predefined list of users.

Robotic DVD Burner

A disc duplicator that burns and labels your Certified Backup Discs and User Requested Certified Copies. Mobile-Vision
sells two types of burners: the Bravo, a standalone unit, and the Rimage, a combination disc burner/computer. If you have a
Rimage, you do not need a separate backup PC. Rimage units can burn CDs, DVDs, and Blu-ray discs. Most Bravo units can
burn CDs and DVDs. The higher-end Bravos can burn Blu-ray discs as well.

SD Card

The temporary storage device that stores Flashback3, FlashbackHD, or Focus H1 videos until they can be transmitted to the
storage server.

Server

The network computer that hosts the DES application and stores all of your video and case data. Some larger agencies have
more than one server.
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Snapshot

A JPG still image captured with a BodyVISION or BWX-100 body-worn DVR. These images are uploaded to the server along
with the device's videos.

Standalone Video
Video that is not currently linked to any cases.
System Implementation Specialist (SIS)

A Mobile-Vision representative who assists with the installation and configuration of the “back office” components of the
Digital Evidence Collection System.

Tagging

A procedure used to add extra days to the online life of a media file. By tagging a video or snapshot, you extend that file's
online life by a certain number of days. The exact number of days is defined by a setting on the Life-Cycle tab.

Tracepoint
A placemarker that an officer can add to a video while it's recording. If you are using a Flashback, this is accomplished

by pressing the @) button on the Flashback menu or the button on the DVR. If you are using a BodyVISION, this

is accomplished by pressing the Snapshot/Tracepoint button on the top of the unit. If you are using a BWX-100, this is
accomplished by pressing the Snap/Trace button on the side of the unit. By marking a video with a Tracepoint, it allows you
to quickly advance to an important segment in that video during playback.

Transmission

The process of transferring video files from your in-car DVR to the server. This transmission can occur either automatically
(typical) or manually.

Automatic transmission. Whenever a vehicle comes within approximately 300 feet of an access point, it triggers an
automatic transmission. During this transmission, all videos that are currently stored on the in-car DVR will wirelessly
transfer to the server via the access point.

Manual transmission. Your in-car DVR holds a temporary storage device called a CF card or SD Card. This card is

used to temporarily store your videos until they can be transferred to the server. If necessary, you can use this card to
manually transfer videos to your PC, assuming you have the proper permissions. You would typically use this procedure
if you can't wait for an automatic file transfer to occur, or if a problem has occurred that interfered with the wireless file
transfer. For more information, see Uploading and Downloading Videos on page 44.

Trigger
See Record Reason.
Undiscovered DVR

A DVR that has not been in communication with the server yet, that is, a DVR for which you just created or uploaded a
record.

User Metadata (UMD)

Custom data fields that an officer can link to a video. You define these fields on the UMD Types tab. Their purpose is to
allow officers to annotate their videos with custom data, such as a subject description. If you have a mobile data computer
with the UMD Editor installed on it, you have the option of attaching UMD to a video immediately after it is finished
recording. Otherwise you can attach UMD back at the precinct when you connect to the server. For more information,
Editing a Media File on page 32.

User Requested Certified Copy

A DVD that you can, with the proper permissions, create yourself using either the robotic DVD burner or your PC's DVD
burner. This type of DVD is, as its name implies, requested by the user. You create these discs as needed for evidential and/
or backup purposes. Also referred to as an export disc.

For more on the different types of DVDs and how they are created, see Chapter 4. Evidence Backup and Sharing.
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User Role

A group of permissions that determines what system functions a user will have access to. Whenever you login to DES, the
system will grant you access to various system functions according to the user role that is assigned to your User ID. As
System Administrator, you are responsible for assigning permissions to each user role.

Video Notation

A custom checkbox used to notate video records and snapshots. These checkboxes are defined by your agency.
VIEVU

A small, wearable digital video recorder. Videos recorded using this device are assigned the category of VieVu.
Viewing Request

A request to view a BodyVISION or BWX-100 body-worn video. Users who lack the Can View Body Worn Videos permission
are required to submit viewing requests to their supervisor, who will then review each request and either approve or deny it.

Viewing Request Reason

The reason why a user wants or needs to view a particular BodyVISION or BWX-100 video. When a user submits a body-
worn viewing request to their supervisor, they are required to select a reason for that request from a drop-down list. These
reasons are defined by your agency.

Service & Support

If your DES application is to be returned for service, please visit the Safe Fleet Repair and RMA Procedures page https://
community.safefleet.net/sfle/support/repair/ and follow the Mobile-Vision RMA procedure. An RMA # allows the support
team to better track your product when it comes in for service. Please show the RMA # on the outside of the package.

ANY PRODUCT SENT WITHOUT AN RMA # MAY BE REFUSED!

Documentation and Warranty

Additional copies of this guide along with other documentation and product warranty can be found on the Safe Fleet

Community website: https://community.safefleet.net

Technical Support

Phone: 1.800.336.8475, option 3
Email: mvisupport@safefleet.net
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